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AbStrAct

The traditional approach to security has been the use of passwords. They provide the system with a bar-
rier to access what was quite safe in the analogical world. The digital era provided the means to easily 
try thousands of passwords in a short period of time and now the password schema is no longer safe. 
Now it suffers of the password’s contradiction: the fact that it requires both simplicity and complexity to 
be usable and safe.  Being so, new technologies are required that can preserve the easiness of use, but 
can provide stronger authentication processes. This chapter presents the latest advances in three tech-
nologies that can be used, unaided or together, to improve the safety of user/password schemas without 
significant changes in the protected information system architecture, despite the human factors that 
traditionally reduce the security of those systems. The presented technologies are Keystroke Dynamics, 
Graphical Authentication and Pointer Dynamic.
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iNtrOductiON

Password vulnerabilities come from their mis-
use that, in turn, results from what we call the 
password’s contradiction: the fact that a password 
must be both easy to remember, therefore simple, 
and secure, therefore complex. Consequently, it 
is virtually impossible to come up with a “good” 
password. On the other hand, once users have not 
yet completely realized the need for securing their 
authentication secrets, even fairly good passwords 
become a threat when the security policies (if at 
all existing) fail to be implemented. The results 
of an inquiry made in 2004 to sixty Information 
Technology (IT) professionals shown that, even 
among those that have technical knowledge, the 
need for passwords security is underestimated. 
This is probably one of the reasons why the gov-
ernments increased their investment in biometric 
technologies after the terrorist attack of 9/11. 
But, although the use of biometric technologies 
to increase the security of a system has become 
a widely discussed subject, a consensus has not 
been reached. While governments and corpora-
tions are pressing for a wither integration of these 
technologies with common security systems (like 
passports or identity cards), human rights associa-
tions are concerned with the ethical and social 
implications of its use. This situation creates a 
challenge to find biometric algorithms that are 
less intrusive, easier to use and more accurate, 
while other solutions must be created/developed 
simultaneously.

In this chapter we present the latest advances 
in three technologies that can be used, unaided or 
together, to improve the safety of user/password 
schemas without significant changes in the pro-
tected information system architecture, despite 
all the human factors that traditionally reduce 
the security of those systems. The presented 
technologies are Keystroke Dynamics, Graphical 
Authentication and Pointer Dynamics.

bAcKgrOuNd: biOmetric 
techNOlOgieS 

Biometric technologies are mainly used in both 
physical and logical access control (Luis-García et 
al., 2003) but they can also be used to assist in other 
tasks, some so unimaginable has helping to pre-
serve several animal endangered species (Jewell 
et al., 2001). But the use of biometric technologies 
to increase the security of a system has become 
a widely discussed subject and, while govern-
ments and corporations are pressing for a whither 
integration of these technologies with common 
security systems (like passports or identity cards), 
human rights associations are concerned with the 
ethical and social implications of its use (Privacy 
International et al., 2004a; Privacy International 
et al., 2004b). This situation creates a challenge to 
find biometric algorithms that are less intrusive, 
easier to use and more accurate. 

The precision of a biometric technology is 
measured by its False Acceptance Rate (FAR), 
that measures the permeability of the algorithm 
to attacks, by its False Rejection Rate (FRR), 
that measures the resistance of the algorithm to 
accept a legitimate user, and by its Crossover Er-
ror Rate (CER), the point of interception of the 
FAR curve with the FRR curve that indicates the 
level of usability of the technology, also known 
as Equal Error Rate (EER). As an algorithm gets 
more demanding, its FAR gets lower and its FRR 
gets higher (Figure 1); usually the administrator 
of the system can define a threshold and decide 
what will be the average FAR and FRR of the 
applied algorithm, according to the need for secu-
rity – dependent of the risk evaluation and of the 
value of what is protected; also the threshold can 
be, in theory, defined by an Intrusion Detection 
System (software designed to identify situations 
of attack to the system).

Establishing the error rates of a biometric 
technology is a complex problem. Studies have 
been made to normalize their evaluation, but the 
fact is that the results are strongly dependent of 
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the number of individuals involved in the process 
and, what is worst, of who is chosen. This means 
that, even with a large amount of data collected, 
the results can be very different if we change 
the group evaluated. This happens because it’s 
very difficult to obtain a sample representative 
of the population, once we do not know how to 
characterize the population. A good example of 
this disparity are the results of the Fingerprint 
Verification Competition (FVC) 2004, where the 
best CER achieved had a value of 2.07% (Maio et 
al., 2004), compared with the results of the FVC 
2002, where the best CER achieved was 0.19% 
(Maltoni et al., 2003). Some international com-
panies presented their products in both contests 
and the only justification for the disparity of the 
results is the difference in the sample data used 
to test the algorithms. All things considered, the 
only way to evaluate biometric algorithms is 
comparing them using the same data and, then, 
we can say that this technology is more accurate 
then that. The results also vary according to the 
use: a system used to identify an individual is less 
accurate that a system used to authenticate it (in 
this case the user presents himself to the system 
and it has only to confirm his identity)

Biometric technologies are usually classified as 
behavioral (e.g. voice recognition) or physical (e.g. 

retinal recognition), according to the classification 
of the characteristics evaluated. But they can also 
be classified as collaborative, if they demand that 
the user knows of its existence and participate in 
the process, or as stealth technologies, if they can 
be used without the knowledge of the one that 
is being authenticated or identified (Figure 2) 
(Tenreiro de Magalhães & Santos, 2005). 

OvercOmiNg the 
cONtrAdictiON ON 
PerSONAl cOmPuterS

Keystroke dynamics

It is a biometrical authentication algorithm that 
tries do define a user’s typing pattern and then 
verifies in each login attempt if the pattern exiting 
in the way the password was typed matches the 
user’s known pattern. 

The Keystroke dynamics algorithms are behav-
ioral biometric technologies that can be used with 
the collaboration off the user or in stealth mode 
and that allows to increase the level of security, 
both in authentication and in identification, almost 
without any extra effort once it works by analyz-
ing the patterns existing on the way that the user 

Figure 1. False rejection rate vs false acceptance rate and consequent equal error rate, also know as 
crossover error rate
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types (a password, a passphrase or general text) 
on a keyboard. Furthermore, these algorithms 
can adjust their parameters to adapt themselves 
to evolutions on the typing patterns of the user

The approaches to find an algorithm that 
maximizes the performance of these technologies 
include, apart from the mathematical algorithms 
themselves, several different approaches to the 
information to be captured. The first keystroke 
dynamics algorithm dates of 1980 when Gaines 
presented a report of his work to study the typing 
patterns of seven professional typists (Gaines, 
1980). The small number of volunteers and the 
fact that the algorithm was deducted from their 
data and not tested in other people later, results on 
a lower confidence on the FAR and FRR values 
presented. But the method used to establish a pat-
tern was a breakthrough: a study of the time spent 
to type the same two letters (digraph), whenever 
together in the text. Since then, many others have 
used probabilistic calculations to improve the li-
ability of the authentication process, especially in 
small texts like a passphrase or even a password 
and Gupta that, in 1990, presented an algorithm 
to calculate a value that represents the distance 
between acquired keystroke latency times and the 

correspondent times previously stored (Gupta, 
1990). The development of the machine learning 
approaches allowed several sets of rules/classi-
fiers to be found using, for instance, the similarity 
models of Bayes (Monrose & Rubin, 1997), the 
Rough Sets Theory (Revett et al., 2005) or neural 
networks (Revett et al., 2006a).

Keystroke Dynamics Accuracy
At this time several works have reached algo-

rithms for keystroke dynamics that can achieve 
an Equal Error Rate/ Crossover Error Rate below 
5%, which wouldn’t be enough to guarantee the 
security of a system if it wasn’t for the fact that 
this error rate is obtained after the password is 
made public, when in normal conditions (mean-
ing without keystroke dynamics) it is a secret 
and if made public there isn’t any other layer of 
protection. Tables 1 and 2 and Figure 3 show 
the precision of algorithms reached through the 
use of Rough Sets theory (Revett et al., 2006b), 
probabilistic neural networks (Revett et al., 
2006a)and probability calculations based on the 
presumption of a distribution near to the Gauss 
Distribution (Tenreiro de Magalhães et al., 2005), 
respectively.

Figure 2. Classification of biometric technologies: behavioural vs physical and stealth vs collabora-
tive
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Future work should focus on retrieving what 
is best on the many approaches followed so far, 
in order to maximize the global effect. 

Despite the improvement on security provided 
by keystroke dynamics, the situation is not altered 
when typing passwords using pointing devices 
like the palmtop stylus. In those situations we 
need to overcome the password’s contradiction 
with a different approach.

OvercOmiNg the 
cONtrAdictiON ON 
mObile deviceS

In mobiles environments the level of privacy 
is normally higher, once the equipment is used 
nearer to the body of the user and/or the screen is 
smaller. Therefore, all the conditions are gathered 
to substitute passwords by graphical processes of 
authentication, taking advantage of the human 
ability to recognize visual information better 

Table 1. A listing of the classification accuracy measurements (support and accuracy) for the rules 
obtained by (Revett et al., 2006b). The numeric values in the ‘Support’ column heading indicate the 
number of instances for each decision rule.

Table 2. FAR/FRR values as a function of the division level, obtained by (Revett et al., 2006a). Note the 
values must be multiplied by 100 to give percentages.

D ivis ion  p o in ts Fa lse  a cceptance Fa lse  r e jec tion
10 0.0483 0.0481
20 0.0192 0.0197
30 0.0576 0.0376
40 0.0576 0.0566
50 0.0576 0.0483
60 0.0001 0.0021
70 0.0576 0.0598
80 0.0481 0.0483
90 0.0288 0.0312

100 0.0480 0.0427
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than meaningless text-based strings (Nickerson, 
1965; Shepard, 1967; Standing, 1973). Graphical 
Authentication is a technology in which the user 
selects some images from a bigger set, or selects 
some points in an image. The secret possessed by 
the legitimate user is the images/points selected 
and the corresponding sequence. These technolo-
gies can provide a way to generate traditional 
passwords, using unidirectional functions, from 
the sequence of images/points selected and, in 
this way, provide compatibility with the existing 
systems. Despite the fact that Blonder has patented 
the “graphical password” in 1996 (Blonder, 1996) 
many graphical systems have been proposed since 
then and in this section we will present some of 
the existing alternatives for using graphics instead 
of passwords, as well as our latest results on a 
pointer dynamics system, a biometric technology 
that goes beyond the secret inherent to graphical 
authentication by including behavioral biometrics 
in the authentication protocol. 

Before stepping into section 4 we will also 
describe how Graphical Authentication Systems 

(GAS), while being used for authentication, can 
also be used to prevent phishing, a method for 
obtaining personal information (like passwords, 
Personal Identification Numbers, or others) in 
which a mail is sent to a user persuading him 
to follow a link to a page that is an imitation of 
a legitimate website. Once in there, the user is 
driven to provide the desired information. We 
will show that GAS can be used both to enhance 
the user’s authentication procedures as to allow 
the user to authenticate the website.

graphical Authentication Protocols

DAS - Draw a Secret (Jermyn et al., 1999)

This authentication scheme was drawn to be 
used in personal digital assistants - PDAs. In this 
scheme the personal code is a simple image drawn 
by the user on a grid. The drawing is converted 
in a sequence of pairs of co-ordinates. The text 
generated from the drawing is transformed using 
a unidirectional hash function and the result is 

Figure 3. False acceptance rate and false rejection rate for several possible thresholds and estimation 
of the crossover error rate obtained by (Tenreiro de Magalhães et al., 2005)
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stored and associated to the user. The hash function 
from the registration process will be compared 
with the one stored in the system whenever the 
user tries to get access to the system.

The advantage of this method is that it origi-
nates long codes and the fact of being difficult to 
be imitated by other persons. Despite this scheme 
has been drawn with the objective of being using 
in PDA, it is also possible to use it in computers 
and, in this case, the use in public places is one 
of the disadvantages once that is easier to visual-
ize and memorize a drawing in the monitor of a 
computer than to see what is being typed.

Déjà Vu (Dhamija & Perrig, 2000)

The authentication proposal elaborated by Dhami-
ja and Perrig, is based on the generation of images 
having on is base a group of pre-selected images. 
This authentication scheme is composed of three 
phases: creation of the portfolio, training and, the 
last one, the login phase. The first consists in a 
selection of a group of abstract images. Starting 
with the selected images a process of generating 
new images is executed and those will be the ones 
to compose the user’s portfolio. In the training 
phase, the user makes a small training with the 
objective to improve the image memorization. 
The last phase happens whenever the user tries 
to make the login. In this point the system shows 
a group of random images where the images of 
the user’s portfolio are included and he must 
identify them.

The advantage of this process is that is practi-
cally impossible to describe the selected images 
and, once again, the disadvantage lies in the logins 
in public places.

Passfacestm (Real User Corporation, 2001)

This authentication scheme works in compliance 
with the empiric study of Brostoff and Sasse 
(Brostoff & Sasse, 2000)]. To create an access code 
it is required that the user pre-selects a group of 
four people’s images among a group of images. 

After this, the users make a training process with 
the objective of memorizing them. In the login 
process a 3x3 grid is shown (nine images of people) 
in a set of four stages. Each stage contains an 
image from those pre selected and eight random 
ones. As can be seen, this authentication scheme 
is very identical to the previous outline (Déjà Vu), 
being that the previous scheme uses abstract im-
ages while PassFaces uses people’s images.

The use of people’s images is one of the disad-
vantages of this scheme once it is relatively easy 
to describe a person. 

PassPoints (Wiedenbeck et al., 2005)

PassPoints is based on only one image for authen-
tication in the system, in which the user should 
select a group of pre-selected and sequential 
points. In the authentication scheme, the user picks 
the pre-selected points, inside of a tolerance area 
defined around the selected point. The tolerance 
area is necessary once the choose point is a pixel, 
what is too precise for a human user.

Visual Identification Protocol (VIP) 

(De Angeli et al., 2003)

Angeli proposed a solution for user authentication 
based in images and in the user’s visual memory 
(De Angeli et al., 2003). Three authentication 
processes were created in this solution and 
compared with the PIN, Personal Identification 
Number, process (table 3). The first possibility 
(VIP1), consisted in the selection of four images 
from a group of 10 pre-defined images, disposed 
in fixed positions and introduced in the same 
order, or disposed in random positions (VIP2). 
In the last process (VIP3) the limits of the visual 
paradigm are studied. The user has a portfolio 
of 8 images, and in each authentication attempt 
four images among the eight images are shown 
together with 12 random images (of distraction 
images) and the user has to identify his images 
without any specific order. Angeli’s study showed 
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that the most common mistakes associated with 
VIP1 were related with a wrong sequence selec-
tion, in VIP2 the mistakes were due to a wrong 
sequence of images and wrong identification of 
the images, and in VIP3 most of the mistakes were 
due to a wrong identification of images, that is, 
the user tended to identify distraction images as 
being part of his portfolio.

Magalhães, Revett E. Santos (Magalhães et al., 
2006)

This system, proposed in 2006, consisted in the 
choice of an image of among four made available. 
Each image includes a grid (20 x 15) in which each 
area can be seen as a pair of letter/number, where 
the first line contains letters and the first column 
contains numbers. The user must choose between 
the graphical secret key and the traditional secret 
key based on text. Having chosen the image, the 
user must select the several areas that compose his 
personal code. After the selection of the several 
areas, the system transforms the several points 
in an alphanumeric text. This scheme diverges 
from the PassPoints scheme, in the fact that the 
user selects a set of fixed and known areas while 
in the latest the user selects a group of points 
(pixels) of an image.

best Practices in choosing the 
images

The use of a graphical authentication system 
eliminates some problems related to the alphanu-
meric codes, however, also potency possible bad 

habits related with this new authentication form. 
Magalhães et al elaborated a study (Magalhães 
et al., 2006) in which they tried to understand 
the user’s methods of choosing images and areas 
inside an image. 

 The results obtained with the experience were 
surprising, having attained a group of important 
factors which should be considered when maxi-
mizing the safety of the graphical authentication 
process. The results showed that:

• 50% of the user defined codes had less than 
four points and, from those, 70% didn’t 
have more than five points. Of notice: 21% 
of the codes had only one point in only one 
image.

• 75.9% of the codes had only points in the 
same line (55.5%) or in the same column 
(20.4%).  

• of the totality of the chosen points, the next 
line to the one of the letters, the corners of 
the images, the people’s eyes, the letters and 
the numbers obtained respectively, 39.94%, 
13.12%, 9.18%, 10.06% and 6.56% of prob-
ability of being chosen to belong to a code, 
instead of 6.67%, 2.11%, 0.83%, 6.67% and 
5.26%, respectively, expected if random.

The conclusions from this study showed that 
the analysts and the programmers need to imple-
ment the correct security policies, forcing users 
to follow and respect a group of rules of graphic 
codes definition, for instance:

-  To force users to introduce codes with at 
least 5 points.  

Prototype Type of code Location Security scoring

VIP1 4 fixed order images from 10 Fixed Same as PIN

VIP2 4 fixed order images from 10 Random Intermediate

VP3 Portfolio based Random Maximum

Table 3. Authentication processes and results
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• To prohibit the definition of codes with points 
in the same line and column or corners  

•  Not to propose images with people and with 
points standing out from the global image 
(when the images are not uploaded by the 
user but, has it has been common, are pro-
posed by the system).

generating a Password from 
a Passgraph

A passg raph with leng th n wi l l  be 
a vector of the type (p1, p2,…, pn) where 

  p ( x, y )|0 x 19, 0 y 13 . The values 
of x and y define the selected section in a specific 
two-dimensional image. In order to maintain 
the compatibility with the traditional password 
systems, we need to generate a string. For that, 
we’ll use 15 tables, numbered from 0 to 14, with 
26 columns and 20 lines. So we have 7800 cells, 
each one with one 3 characters string and the 
corresponding ANSI code. Table 4 is one of 
those tables.

We find our first cell by locating, in the number 
(x+y)mod15 table, the line x and column y. Then, 
for each   p ( x, y )|0 x 19, 0 y 13  
we’ll do:

 
 x y 1 ANSIFromThe Pr eviousSelectedCell mod NumberOfLinesst

to find the next line selected;

-  x y 2 ANSIFromThe Pr eviousSelectedCell mod NumberOfColumsnd

 
to find the next column selected;

-  x y 3 ANSIFromThe Pr eviousSelectedCell mod NumberOfTablesrd
 

to find the next table selected;

To prevent the possibility of discovering the 
sequence of clicks from the string if this is com-
promised, for instance by capturing the packages 
on a poorly encrypted network, we need to make 
some final changes in the string. In this way, fre-
quent changes in the tables (and the correspondent 
passwords) can increase the level of security of 
the system, in a transparent way to the user that 
will continue to click in the same places of the 
same figures. In our case:

Let x be the ANSI code of the first element of 
the so far generated string. Given t = x mod n, will 
reverse the order of the first t characters.

Let y be the ANSI code of the last element of 
the so far generated string. Given k = x mod n, 
will reverse the order of the last k characters.

If the system allows the user to choose at the 
moment of login what system to use according to 
the surrounding environment and/or used device, 
then there must be a way to convert the passgraph 
to the user’s password. This can be achieved in 
two ways: the system accepts two different pass-
words, the one chosen by the user and the one that 
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Table 4. The conversion of the passgraph to traditional passwords (creating strong passwords) is made 
through unidirectional functions that make use of 15 tables similar to this one
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will be generated from the passgraph; or there is 
a conversion table that allows the processing (on 
the server’s side) of the data coming from the 
authentication fields and tests both the password 
at it is and the corresponding conversion result. 
This table would associate to each user a table 
containing the character associated to each of the 
trigraphs existing in the conversion tables (see Ta-
ble 4). Each character of the alphabet is, of course, 
repeated several times and this table will not give 
any clue to the user’s password. In this case the 
quality of the generated password is reduced to 
the exact level of security provided by the user’s 
password, once they will be the same.

POiNter dyNAmicS

This is an experimental concept in which a bio-
metric algorithm aims to define a user’s clicking 
pattern when using a pointing device (mouse, 
stylus, touch pad, etc.) to authenticate towards a 
Graphical Authentication System. In each login 
attempt, access is granted if and only if the pattern 
exiting in the way the secret was clicked matches 
the user’s known and recorded pattern.

An experimental System

In order to test a Pointer Dynamics authentication 
process we integrated a java applet in a software 
called Moodle, a Course Management System. 
The login process, in the software Moodle, was 
transformed in order to integrate and substitute 
the conventional user and password by the one 
generated by our developed java applet. To sup-
port Moodle we have used a software package 
called WAMP5 that has among others MySQL as 
database, Apache as web server and PHP. 

Both the enrolment and the authentication 
environment consist on a window with a field for 
a username, a dialog panel, where the users get 
feedback from the system; two buttons to erase 
the password and a third button used only in the 
enrolment process. The enrolment consists in 
12 steps in which the user has to repeat in each 
one the graphical secret so that the system has a 
set of times required to establish a pattern. The 
image was divided in an 11x16 grid (Figure 4) 
and in the java applet was implemented a few 
limitations based on the study of Magalhães et 
al(Magalhães et al., 2006):

Figure 4. The registration and authentication system
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• The passwords must have at least 4 points 
and at the most 10 (this one implemented 
for reasons related to the moodle’s archi-
tecture).

• The passwords points couldn’t be all in the 
same line or in same row.

• The passwords points couldn’t be all in the 
corners.

Also, the image used for the experiment was 
selected in accordance with the rules proposed 
in the study of Magalhães et al(Magalhães et al., 
2006). In order to make the process of describing 
the authentication graphic secret to a third person 
more complex, no identification was included in 
each column or row.

Obtained Accuracy

For the experiment we have used 9 users from 
different professional areas, which provided their 
user and graphical secret (passgraph) information 
after registering in the system. Then, a group of 
university students from different grades tried to 
access the system, using the known login data. 

To understand if the times between clicks were 
information enough to provide the system with 
an authentication pattern, we used an algorithm 
developed for keystroke dynamics. 

The used algorithm has two distinct phases: 
the enrolment and the authentication attempt. In 
the enrolment phase, the user clicks his secret key 
twelve times and the systems records the times 
spent between the several clicks, calculating the 
average, the median and the standard deviation 
for those twelve times. The authentication attempt 
phase consists on, for each two points clicked, 

collect the proposed (once the alleged user is 
proposing that time as a legitimate one) time spent 
– PTS – and compare it with the corresponding 
value stored during the enrolment stage through 
the acceptance criteria presented in Figure 5, 
where α is a definable parameter.

Once all the times corresponding to the se-
quence of clicks constituting the secret key were 
classified, they received the value of 0 (zero) if 
they didn’t satisfy the criteria, 1 (one) if the time 
satisfies the criteria and the time before didn’t (or 
if it is the first time evaluated) and 1.5 (one point 
five) if it satisfies the criteria and so did the time 
before. Those values were added together and the 
final sum A corresponded to the level of trust in 
the presented pattern. If the value A is not smaller 
then the defined threshold (a defined parameter) 
then we would accept the user as legitimate and 
replace the oldest stored time sequence by this 
one, therefore allowing some evolution in a user’s 
pattern. The obtained accuracies, with α set at 0,6 
(zero point six), for the different thresholds are 
presented in Figure 6, along with the correspond-
ing tendency lines (polynomials of 6th degree).

The Crossover Error Rate (CER) proved to 
be very high (approximately 30%) but the fact 
that low False Acceptance Rates and low False 
Rejection Rates were achievable (not at the same 
time) clearly indicates that this is a valid technol-
ogy that, of course, need time and work to find 
new algorithms that will lead to an acceptable 
level of maturity. 

Another fact observed was that, despite the 
initial efforts, several users chose a diagonal se-
cret key. Therefore, it was decided to verify what 
would happen to the accuracy levels if only the 
users’ with secret keys dependent on the image, 

Figure 5. Acceptance decision criteria for a given time input
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not on geometry, were considered. The results 
improved a lot and the CER dropped bellow 19% 
(Figure 7).

The results indicate that one must be very 
careful when implementing the security policies 
for the constitution of the secret access keys and 
that, if so, one can obtain very satisfying levels 
of accuracy.

using gAS to Authenticate both 
the user and the Service

When surfing on the Internet one must authenti-
cate in order to access restricted areas, but there 
is no authentication for the website soliciting the 
user’s authentication data. Several attacks can 
mislead the user into thinking that he is entering 
the authentication data on one determined website 
when in fact he is entering the data on someone 
else’s site, designed to impersonate the original 
one. That can be achieved in many ways, for in-
stance by DNS cache poisoning or DNS Hijacking 

(Wüest, 2005). One of the first entities to realize 
this need for an authentication of the website was 
the Bank of America that presented in 2005 the 
PassMark system, designed with the objective of 
allowing the user to authenticate the website by 
recognizing one determined mark that is particular 
to him and that was previously chosen (Bank of 
America, 2005). What we propose is that the im-
ages used to authenticate the websites can also be 
used as a basis for the user’s authentication. In our 
proposed system, when a registered user intends 
to access the service, he inserts his username and 
the system creates the corresponding login page 
that includes the image that is specific to that user 
and, inserted on the image, the Internet Protocol 
address (IP) of the machine that requested the 
image (Figure 8) and the date/time of the request 
(to prevent reutilization of the image for fixed IP 
machines). If the system does not present the cor-
rect image, the correct date/time or the correct IP, 
the user knows that he is most probably dealing 
with an impersonation of the server acting as the 
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Figure 7. Accuracy level for the users that have a secret key (made public) dependent of the image 
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“man in the middle” and does not proceed with 
providing the authentication data. In this way, 
the GAS is being used for the authentication of 
both the user and the site. This process protects 
the user from malicious software like PWSteal.
Bancos.B (also known as Infostealer.Bancos.B) 

that creates an authentication windows over the 
original one in order to capture the authentication 
data outside the protection of the SSL protocol 
despite the presence of the SSL padlock with 
the correct certificate details (Symantec Corp., 
2003), once the authentication image would be 
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covered. Unfortunately this cannot provide any 
additional protection against Trojans that, when 
detecting the access to a known website, store 
the sequence of clicks and a screenshot, allowing 
the calculation of all the positions clicked. The 
other drawback of this system is the possibility of 
having the IP changed along the communication, 
leading to information of the image that can be 
deceiving. This can be made, for instance, when 
using proxy servers. 

future treNdS

The research in the field of behavioural biometrics 
has grown is the past few years, mainly due to the 
potentiality of any large scale authentication pro-
cess that does not require any dedicated hardware. 
This characteristic is even a requirement when the 
context is a service provided through the Internet 
for the withiest audience possible. Considering 
the usability of the presented technologies, future 
research will focus on three essential aspects: 
the accuracy of the authentication algorithm, the 
evolution from authentication to identification and 
the protection of the private data when using the 
technology in crowded spaces.

The accuracy of the algorithms will continue 
to improve along with the evolution of the math-
ematical theories that support that research. At 
the same time, new approaches for the use of 
the technology will improve the acceptability of 
the processes and help to solve other problems, 
like stepping from authentication, when the 
user presents himself as the legitimate owner 
of a system’s, to identification, when the system 
detects, by itself, the correct identity of the user. 
Recent studies show that graphical authentica-
tion, when the selection of the images/sections is 
performed not through touching the screen but 
using the keyboard, can be less prone to shoulder-
surfing then traditional passwords (Tari et al., 
2006). Other fields of research have presented 
works that are trying to solve the shoulder-surfing 

problem from different perspectives, for instance 
by allowing the selection of the images/sections 
to be made only by looking at them, thanks to 
an eye-tracking system (Hoanca & Mock, 2006). 
All these solutions will continue to increase the 
potential of the technologies destined to overcome 
the password’s contradiction but will require an 
extra effort to improve the accuracy of the resulting 
algorithms, once all those evolutions will have a 
negative effect on it.  

cONcluSiON

The several results and schemas presented along 
this chapter allow us to conclude that, if the human 
factors associated to the use of passwords are taken 
into account, it is possible to provide easy to use 
and non-intrusive technologies that can enhance 
the existing authentication schemas security, 
without demanding more effort from the users 
and, in some conditions, these schemas will also 
prevent other kinds of attacks like phishing. 

At this moment, overcoming the password’s 
contradiction requires the use of a behavioral/
stealth biometric technology—Keystroke Dy-
namics—and graphical authentication (when 
using mobile devices), but in the future graphi-
cal authentication can become usable in open 
spaces, due to the integration with eye-track-
ing systems and/or by using them through the 
keyboard. Biometric technologies can also be 
applied to graphical authentication with some 
success, but not yet completely satisfying, and 
future research in the quest for better algorithms 
and in the understanding of the user’s behavior 
can considerably improve their performance. At 
the same time that one overcomes the password’s 
contradiction applying to graphical authentication, 
a serious advance in authenticating the provider 
of the service is also made, providing a higher 
level of trust to the systems.
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Key termS

Authentication: It’s the process of verifying 
the identity alleged by a user that tries to gain 
access to a system.

Collaborative Biometric Technology: It’s 
an authentication biometric authentication tech-
nology that requires the user’s volunteer and 
intended participation in the process. It opposes 
to the stealth biometric technologies that can be 
used without the user’s consent. 

Crossover Error Rate (CER): Authentication 
algorithms need to simultaneously minimize the 
permeability to intruders, therefore they have 
to be demanding, and to maximize the comfort 
level, therefore to be permissive. This contradic-
tion is the base for the optimisation problem in 
authentication algorithms and the measure of 
success for the overall precision of an algorithm 
and of its usability is the Crossover Error Rate 
(CER), the error rate obtained at the threshold 
that provides the same False Acceptance Rate 
and False Rejection Rate. 

False Acceptance Rate (FAR): This rate is a 
measure of the permeability of an authentication 
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algorithm. It’s calculated by dividing the number 
of intruder’s successful login attempts, by the total 
number of intruder’s login attempts. 

False Rejection Rate (FRR): This rate is a 
measure of the comfort level of an authentication 
algorithm. It’s calculated by dividing the number 
of unsuccessful attempts made by the legitimate 
users, by the total number of legitimate login 
attempts. 

Graphical Authentication System: It’s a 
login system that verifies the user’s knowledge 
on specific images or parts of images to grant or 
deny him a successful login.

Identification: It’s the process of discovering 
the identity of the user that tries to gain access to 
a system. It’s differs from authentication because 
in the identification process no identity is proposed 
to the system, while in authentication an identity 
is proposed and the system will only verify if that 
identity is plausible.

Keystroke Dynamics: It’s a biometrical 
authentication algorithm that tries do define a 
user’s typing pattern and then verifies in each 
login attempt if the pattern exiting in the way the 

password was typed matches the user’s known pat-
tern. Another application of Keystroke Dynamics, 
at least in theory, is the permanent monitoring of 
the user’s typing pattern in order to permanently 
verify if the user that is typing is the legitimate 
owner of the system’s account being used.

Passgraph: It’s the user’s secret code to access 
a system protected by a graphical authentication 
system. It is constituted by a sequence of points 
where the user must click in order to obtain a 
successful login.

Stealth Biometric Technology: It’s an authen-
tication biometric authentication technology that 
can be used without the user’s consent. It opposes 
to the collaborative biometric technologies that 
require the user’s volunteer and intended partici-
pation in the process.

Threshold: It’s the variable that defines the 
level of tolerance of an algorithm. It can be set 
on a more demanding value, raising the False 
Rejection Rate and lowering the False Acceptance 
Rate, or it can be set on a less demanding error, 
lowering the False Rejection Rate and raising the 
False Acceptance Rate.




