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ABSTRACT

Title: The use of Cloud Computing services by Portuguese’s Small and Medium Enterprises
Author: Diogo Miguel de Abreu Duarte

The objective of this dissertation is to understand to what extent are the Portuguese SMEs
using and managing Cloud Computing services. This work strives to understand if the managers
of the Portuguese SMEs are knowledgeable to embrace this technology, and identify which
areas of the Portuguese SMEs’ value chain is Cloud Computing being currently applied and

which areas are expected to be explored in the future.

In order to address the main objective of this dissertation, an on-line questionnaire is made to
several Portuguese SMEs from different economic sectors. This questionnaire has been made
by taking into account the knowledge of the Literature Review and the expertise and

experience of a pool of experts on the field of Cloud Computing.

With the objective of interpreting the data from the on-line questionnaire, a statistical analysis
is performed. This data is analyzed trough descriptive statistics, as well as cross-tabulations

between variables, according to the research objectives of this work

The results of this work highlights that only around 40% of the Portuguese SMEs are using
Cloud Computing services consciously, meaning that there are companies using this
technology without even being aware of it. According to this study, 73% of the Portuguese
SMEs are using Cloud Computing applications without realizing, which consequently means
that only 27% of the SMEs do not actually use any kind of Cloud Computing applications.
Moreover, the majority of the companies which use this technology are able to identify Cloud
Computing most important features as its characteristics, advantages and potential risks.
Finally, regarding the Service and Deployment models used by these companies, these are

mainly focused on the laa$S and Private Cloud solutions.

Nevertheless, most of these companies’ managers still do not see Cloud Computing services as
a core technology to use on their primary activities nor use the most appropriate management
procedures for the management of this technology (as for example SLAs or KPIs).
Consequently, this dissertation’s results show that there is still a long way to go regarding the

utilization of Cloud Computing by the Portuguese SMEs.

Keywords: Cloud Computing; Cloud Computing applications; SMEs; Small and Medium

Enterprises; Portuguese Small and Medium Enterprises; Cloud Computing features
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I.  INTRODUCTION

According to Abdulaziz Aljabre [Aljabre, 2012], nowadays, with the all the economic downturn
and financial crisis it is crucial for every company to have reliable, trustful and at the same time

reasonable priced technology in order to survive in such a competitive market environment.

Before personal computers appeared in 1980, computing was very centralized and completely
dependent on mainframes [Jena and Mahanti, 2011]. In the 1960s and 1970s most computers
were totally dependent on a connection to a mainframe which consequently required the
users to literally carry their disks from one mainframe computer to another [Barnatt, 2010]. In
the 1990s, with the general adoption of the internet and the Personal Computers (PC),
computing started to be more decentralized and users started to be able to store, transfer and

download information in an easier and friendlier way [Jena and Mahanti, 2011].

However, after 2000 the status quo of the IT industry started changing once again for a more
centralized storage [Béhm et al, 2009]. Nicholas Carr [Carr, 2009] argues is it possible to draw
a parallelism between electricity and computing in the sense that computing as electricity is
started to become a public utility. Therefore, well known corporations as Google, Amazon,
Microsoft, IBM, Apple and others have created giant servers, commonly called “Sever Farms”
[Accenture, 2009] which taking advantages of economies of scale can sell computing services
in a pay-per-use basis [Sosisnsky, 2010]. It is in this context that Cloud Computing emerged

[Jena and Mahanti, 2011].

Cloud computing has been a much debated topic in the IT sector today [Vaquero et al, 2009].
According to Haag and Cumming [Haag and Cumming ,2010] “cloud computing is a technology
model in which any and all resources-application software, processing power, data storage,
backup facilities, development tools... literally everything (in the computing context) - are

delivered as a set of services via the Internet”.

Although more and more companies (large and small) are adopting and embracing Cloud
Computing as a strategic pillar of their business [Sultan, 2011], Staten [Staten, 2008] states
that for large business to transfer all their information system to the cloud can be time
consuming and costly. In this sense Cloud Computing services could be critical and very
important in the future especially for SME’s that want to stay competitive and innovative
[Neves et al, 2011] since it allows these companies to decrease considerably their IT costs
[Aljabre, 2012] and provide customize and lower cost services [Etro, 2009]. Additionally, Cloud

Computing could fosters innovation and improve business competitiveness levels in way SME’s



“alone” could not achieve [Tumer, 2010], for example trough the use of collaborative

applications [Barnatt, 2010].

Therefore, today’s Cloud customers are in the large majority companies mainly concentrated
in industries like Ecommerce, Technology and Telecommunications [Heric et al, 2011].
However, it is expected that in 2015 approximately 65% of the growth in the cloud will be due

to companies with currently almost no use of cloud computing services [Heric et al, 2011].

1.1 Topics Addressed

According to IDC [IDC, 2009], it is forecasted a considerably increase of Cloud services
consumption from 17 billion $ (US) in 2009 to 44 billion $ (US) in 2013. Bearing this fact in
mind and the importance referred above Cloud Computing could have for SMEs, this
dissertation problem statement aims to understand to what extent are Portuguese’s SMEs

using and managing Cloud Computing services.

According to Christopher Barnatt [Barnatt, 2010] the Cloud provides important advantages for
the companies, but it is relevant to understand to what extent the managers of Portuguese
SMEs are aware of those potentialities. Furthermore, as any other technology Cloud
Computing can have some drawbacks and potential risks [Briscoe and Marinos, 2009], and
although their advantages clearly prevail over its negative aspects [Aljabre, 2012], this work
strives to understand if the managers of the Portuguese SMEs are knowledgeable to embrace

this technology.

This way, this work verifies if these managers are capable to deal with Cloud’s potential risks
and if they know the best management models /business processes which allow their
companies and employees to take the best of Cloud Computing services. Additionally, this
work strives also to identify which areas of the Portuguese SMEs’ value chain is Cloud

Computing being currently applied and which areas are expected to be explored in the future.

Therefore, in order to address the problem statement just described, the following Research

Questions are proposed:

1. Are the managers of the Portuguese SMEs aware of Cloud Computing main characteristics,
advantages and potential risks?

2. How are the managers of the Portuguese SMEs managing Cloud Computing?

3. How are the Portuguese SMEs using Cloud Computing services regarding Service Models,

Deployment Models and its application on the value chain?



Cloud Computing is, as referred above, a much debated topic so this work strives to contribute
to a better understanding of this paradigm and how the Portuguese SMEs are addressing this
technology. Thus, the Research Questions are answered trough an on-line questionnaire made
to a number of Portuguese SMEs managers from different sectors. This questionnaire is
supported by the academic literature and by a pool of experts with experience and knowledge
on the field of Cloud Computing. This pool is composed by experts from IT consultant
companies (Accenture and Logica), by experts from a Portuguese Cloud Computing services
provider (Portugal Telecom) and by an expert from EuroCloud Portugal (part of the EuroCloud*
group which is an independent non-profit organisation with the main objective of creating

awareness and helping European countries to approach Cloud Computing).

1.2 Structure for this work

In order to achieve the objective of this dissertation four main chapters are developed after
the Introduction chapter. There is the Literature Review which focuses on the fundamental
theory applied throughout this work. There are three main topics explored: the evolution of
the concept Cloud Computing, the Cloud Computing Services and its Deployment models, and
finally the Advantages and potential Risks of this technology, especially for Small and Medium
enterprises. Moreover, a brief overview of the reality of the Portuguese SMEs regarding Cloud
Computing is presented, based on the knowledge and experience of the experts. In addition it
is also addressed the Value Chain from Michael Porter [Porter, 1998] and the Cobit Maturity
Attribute table [ISACA, 2007] since are these models adaption, along with the knowledge from
the Literature and the experts, that allows to address the dissertation Research Questions

purposed.

Then, there is a chapter called Research Methodology and Model, Research Hypothesis and
Data Collection where it is discussed the methodology and the model used. In addition it is also
approached the Research Hypothesis and how the necessary data has been collected and
analyzed. After, there is the Results and Discussion chapter where the analysis of the results is
presented and some intermediary conclusions are made. Finally, this dissertation last chapter
is the Conclusion, in which the final conclusions and principal findings of this study are

presented as well as its main limitations and possibilities for future research.

! http://www.eurocloud.org/



Il. LITERATURE REVIEW

2.1 Chapter introduction

In this chapter are covered all the theoretical aspects and concepts regarding the Cloud
Computing paradigm. First, it is illustrated the evolution of the concept of this technology
through the years and it is presented an overview of the most important players of Cloud
Computing. Then, it is explained the concept of Software as a Service (SaaS), its market value
and its most important and well known applications. Similar approach has been taken to the
Platform as a Service (PaaS), a description of the concept, its market value and its most
important applications and providers. Moreover, the Infrastructure as a Service (laaS) concept

is also discussed as well as its market value and its main vendors.

Then, the Deployment models are addressed and the concepts of Public Cloud, Private Cloud,
Hybrid Cloud and Community Cloud are explored. In addition, the main advantages and
potential risks of Cloud Computing are illustrated in this chapter plus a brief overview of the
use of Cloud Computing by Portuguese SMEs. Finally, the model of Porter Value chain [Porter,

1998] and the Cobit Attribute Maturity table [ISACA, 2007] are explained.

2.2 Cloud Computing

This chapter will focus on the concept of Cloud Computing and how it is approached by the
different authors. Moreover, the main characteristics of Cloud Computing are presented as
well as its evolution concerning the worldwide IT spending from 2009 to 2013. In addition, this

chapter also provides a brief overview about Cloud Computing main players.

2.2.1 Cloud Computing Concept

Barrie Sosisky [Sosinsky, 2010] argues that the concept of Cloud Computing is a dream since
the beginning of the computing industry. Nonetheless, the term of Cloud Computing is
believed to be first time mentioned in 2007 [Lohr, 2007; Bohm et al, 2009; Sosinsky, 2010]. The
first initiatives and researches were started by two of the largest companies in the world
(Google and IBM) in cooperation with six American Universities: Carnegie Mellon,
Massachusetts Institute of Technology, Stanford University, The University of California,

Berkeley, the University of Maryland and the University of Washington [Lohr, 2007]



Since then the concept of Cloud Computing has been one of the most debated topics not only
in the IT sector but also on the Academic Literature related with technology and management
[Vaquero et al, 2009]. However, there is not a single definition of Cloud Computing and it is still

an unclear topic for many individuals and organizations [Bohm et al, 2009].

In order to define the concept of Cloud Computing some authors focus on the services
provided by this technology, stating that Cloud Computing is a combination of different
services provided through the internet [Haag and Cumming, 2010]. Being the most relevant
services quoted associated with applications software [Godse and Mulik, 2009]; applications
development and deploy [Boniface et al, 2010]; processing power [Bhardwaj et al, 2010] and
data storage and back-up services [Bhardwaj et al, 2010]. Others authors prefer to focus more
on Cloud Computing main characteristics and services models [Youseff et al, 2008] or in its
several advantages in order to define this technology [Neves et al, 2011]. Additionally, some
authors focus more on the Cloud Computing Business model, the pay-per-use or pay-as-you-go

model [Choubey et al, 2011].

As a result, Luis M. Vaquero [Vaquero et al, 2009] understood that was important to reach a
more comprehensive and clear definition of Cloud Computing. Consequently, Vaquero
gathered the definitions of Cloud Computing proposed by some of the authors above
mentioned and other experts in this field in order to reach a common definition. According to
Vaquero [Vaquero et al, 2009], “Cloud Computing is a large pool of easily usable and accessible
virtualized resources through the internet (such as hardware, development platforms and/or
services). These resources can be dynamically re- configured to adjust to a variable load
(scale), allowing also for an optimum resource utilization. This pool of resources is typically
exploited by a pay- per-use model in which guarantees are offered by the Infrastructure

Provider by means of customized SLAs”.

Before Cloud Computing the majority of the companies used the internet only has a source of
information and has a tool to exchange emails and documents [Barnatt, 2010]. These
companies had their own data centre, from which the employees access company applications
and where it was stored enterprise information [Barnatt, 2010]. Conversely, with Cloud
Computing the computing power started more and more to be seen as a public utility, like the
telephone or electric system for example [Carr, 2009]. The majority of the company

applications and information are no longer installed and stored on their computing devices or



in their own data centre, this data and software applications are accessed now from the cloud

[Carr, 2009].

As a result of that change, companies begin to take advantages of Cloud Computing main
characteristics, which are according to the U.S NIST (National Institute of Standards and
Technology) [NIST, 2011] the following: on- demand self-service; Broad network access;
Resource pooling; Rapid elasticity and Measured Service. The on-demand service permits the
customer to easily and fast acquire Cloud Computing services without having to deal directly
with the provider, which means it can be done by a simple “click” with the mouse [NIST, 2011].
The broad network access is related with the independent device characteristic of the Cloud -
the user can access the Cloud from any device with an internet connection [NIST, 2011]. The
Resource pooling means the service provider creates resources which could be used by several
customers using the same cloud [NIST, 2011]. The rapid elasticity is related with the scalability
characteristic that allows the end-user to increase or decrease the Cloud Services as he or she
wants and needs [NIST, 2011]. Finally, the Measure Service characteristic means that the Cloud
services provided are measured [NIST, 2011] , the customer which buys the service can be
charged in several metrics as for example the amount of storage used or the processing power

[NIST, 2011].

These main characteristic contributed to a considerable increase on the revenues from Cloud
Computing services, according to IDC [IDC, 2009] the revenues from the worldwide IT Cloud
services will increase from $17.4 billion registered in 2009 to $44.2 billion in 2013 [IDC, 2009] .
Taking into account the figure 1 it is possible to verify an increase of the spending in IT cloud
services, being forecast that in 2013 they already represent 10% of the total spending with IT
services [IDC, 2009].

Figure 1 — Worldwide IT spending by Consumption Model

Bl 1T Cloud Services

500 4 Il On-Premise IT

Worldwide IT Spending ($ billion)

2009 2013



Moreover, when exploring the Cloud Computing phenomenon some authors strive to establish
the connection between this technology and the concepts of virtualization and abstraction
[B6hm et al, 2009; Sosisnsky, 2010]. According to Barrie Sosinsky [Sosisnsky, 2010] apart from
the internet these concepts are extremely important so Cloud Computing could occur. The
concept of abstraction allows Cloud Computing to hide the implementations details from the
users which means the physical systems are not specified, data location is not known by the
users and the administration of the systems it not responsibility of the end users [Sosisnsky,
2010]. On the other hand virtualization is important because Cloud Computing virtualizes
systems and servers which allow the data center to scale and adjust resources on demand and
consequently using the hardware more efficiently [Bohm et al, 2009]. The concept of
virtualization and its importance will be further developed in the chapter about the

Infrastructure as a Service (laaS).

Cloud computing is in the majority of the times divided into Deployment models, which are
related to the location of the Cloud Hardware and into Service models that are the services
Cloud Computing provides [NIST, 2011]. The most relevant deployment models are: The
Private Cloud; Hybrid Cloud, the Community Cloud and the Public Cloud [NIST, 2011]. These
deployment models will be further developed in the chapter related with Infrastructure as a
Service (laaS) and its categories. Concerning Services models they are divided into three main
categories: Software as a Service (SaaS); Platform as a Service (PaaS) and Infrastructure as a
Service (laaS) [NIST, 2011]. These service models will be also further developed in the chapters

regarding SaaS, Paa$S and laaS.

2.2.2 Cloud Computing Main Players

Although according to IDC and Gartner [Bloomberg, 2011] the cloud just represent 5% of the
$1.5 trillion spending in corporate IT, the truth is that some of the biggest IT companies in the
world are already investing heavily in this technology [Accenture, 2009]. Currently, the most
important and most quoted worldwide providers of Cloud Computing Services are: Amazon
[Aljabre, 2012], Google [Wang and lJin, 2010], SalesForce [Mathew and Spraetz], Microsoft
[Bojanova and Samba, 2011] and Rackspace [Nepal et al, 2011]. These companies believe
Cloud Computing will change considerably the IT sector and how companies buy computer
technology [Barnatt, 2010]. These companies main goal is to transform computing power and

software applications into a public utility, such as electricity [Carr, 2008].



Amazon launched in 2002 the Amazon Web Service (AWS) which is a Cloud Computing
platform being the most well known services the Amazon EC2 and Amazon 53?2 [Aljabre, 2012].
Although AWS still represent only a small percentage of Amazon overall sales [Sosisnsky,
2010], AWS services are growing incredible fast, with for example EC2 generating more than
220 million annually in 2009 [Sosisnsky, 2010]. Google is the ultimate example of a Cloud
Computing service company [Barnatt, 2010], being a very profitable company as it is (in 2009
the company revenues were above $23.6 billion) invested heavily in infrastructure data
centres allowing them to provide all sort of applications and a software Platform [Sosisnsky,
2010]. The most important Google Cloud Computing services could be found in the appendix 1

and 2.

Then, we have Salesforce.com which is considered as one of the pioneers of the concept of
Cloud Computing, especially the concept Software as a Service (SaaS) [Mathew and Spraetz].
SalesForce has around 70.000 companies as customers, being its most well known and quoted
services its CRM service and the Force.com its software Platform® [Barnatt, 2010]. Microsoft is
also a strong player concerning Cloud Computing services, although the company entered the
“game” a bit after its main competitors [Bloomberg, 2011] it still have a very extensive
portfolio of services as for example its cloud operating system the Windows Azure Platform or
its Microsoft office for the Cloud* [Bojanova and Samba, 2011]. Finally, there is Rackspace, a
traditional hosting service provider which dealt very well with the phenomenon of the cloud
becoming a very important player and one of the firsts to commercialize Cloud Computing
services [Nepal et al, 2011]. Rackspace main services are Rackspace Cloud services and
Rackspace Cloud Files, considered mainly as direct competitors of Amazon services EC2 and $3°

[Barnatt, 2010].

On the other hand, there are the traditional infra-structure makers as IBM, HP, EMC, AT&T,
Oracle and VMware which have earned a lot throughout the years thanks to the creation of
data centres inside the large corporations [Bloomberg, 2011]. These companies are also
investing in cloud services, but mainly on the so-called Private cloud [Barnatt, 2010] (this
concept will be further developed in the chapter related with laaS and its deployment models).
Examples of that is IBM, which is developing customized clouds or VMware which is creating

specialized software to flexible data centres. These companies argue [Bloomberg, 2011] as well

% See appendix 3 for more details about these services
®See appendices 1 and 2 for more details about these services
*See appendices 1 and 2 for more details about these services
® See appendix 3 for more details about these services



as some authors [Staten, 2008; Aljabre, 2012] that for large companies to transfer all their
information system to the cloud and to use only cloud applications can be time consuming and

costly.

Nevertheless, as Nicholas Carr argues [Carr, 2008] computing can become a utility in the near
future. As the companies which in the past run their own generators of electricity realize it
would become cheaper and easier to buy it to the large providers [Carr, 2008] the same could

happen with computing power and software applications.

2.3 SaaS - Software as a Service
This chapter highlights the concept of Software as a Service (SaaS) and its most important
advantages comparative to the traditional installed software. Moreover, it is analysed the

Saa$S’ market value as well as its most relevant providers and applications.

2.3.1 Saa$ - Software as a Service

Software as a Service (SaaS) is considered the most visible and well known form of Cloud
Computing [Barnatt, 2010] and it is improving the business operations worldwide [Robinson,
2011]. SaaS is all the software which can be accessed through the internet (most of the times
using a browser) but that is hosted in a remote location, not locally installed in the user device
or service [Haag and Cummings, 2010]. Consequently, the service provided is closely

monitored by the SaaS vendor [Wu et al, 2011].

The licence of this kind of software is often on a subscription or usage based [Sun et al, 2008],
which means that the majority of the times SaaS applications are much reasonable priced then
the installed software [Ma, 2007]. Additionally, SaaS are normally more user friendly and
simpler than installed software [Neves et al, 2011]. Although simplicity could be seen at first
as a potential drawback the truth is that even Microsoft states that most of the users only use

10% of all the functionalities of the Microsoft Office [Barnatt, 2010].

Moreover, as this kind of software is always accessed through the internet it means it can be
accessed with any device as a PC, a mobile phone or a tablet [Jena and Mahanti, 2011].
Furthermore, the upgrade of the software is much easier and faster than the traditional locally
installed software [Miller, 2008] and compatibility issues are non-existent since all the users
have the same version [Miller, 2008]. Another important advantage of SaaS is the possibility
that same application have to use collaboration tools [Tumer, 2010], which could increase and

fosters innovation [Tumer, 2010].



One of the drawbacks pointed to SaaS is the customization issue [Sun et al, 2008] but there are
already SaaS which allow the users to create their own applications trough APl - Application
Programming Interfaces [Liu et al, 2010]. For example one of the leading SaaS called
SalesForce has strongly invested on configuration and customization capabilities in their

applications [Sun et al, 2008].

Finally according to Maninsh Godse and Shrikant Mulik [Godse and Mulik, 2009] several factors
should be take into account when choosing a SaaS provider being the most relevant the
following: Functionality — the attributes of the SaaS [Godse and Mulik, 2009]; Architecture — as
the integration with other applications and its reliability [Godse and Mulik, 2009]; Usability —
as for example the user interface and its easiness to use [Godse and Mulik, 2009] and lastly the
Vendor Reputation - especially the brand name of the vendor and the number of customers

that already use the application [Godse and Mulik, 2009].

2.3.2 SaaS market value

According to IDC [IDC, 2009] the world wide IT services Revenues represented around $17.4
billion in 2009 with SaaS representing 49%. In 2013 is forecast a considerably increase to $44.2
billion with SaaS representing 38%, which means that the SaaS market value is expected to be

around $16.8 billion in 2013 [IDC, 2009].

Figure 2 - Worldwide IT Cloud services Revenue by Product/Service Type

2009 total Revenuesvalue - $ 17.4 billion 2013 total Revenuesvalue - $ 44.2 billion

U Severs

W Storage

W Infrastructure Software
M App Dev/Deploy

M Applications

Source: IDC, September 2009
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2.3.3 Saa$ Applications

The most relevant and quoted SaaS in the Academic Literature and in the IT journals are from
companies as Google (Gmail, Google Docs and Google apps) [Wang and Jin, 2010], Microsoft
(Windows live Hotmail, Microsoft Office web Apps and Microsoft SkyDrive) [Briscoe and
Marinos, 2009], Salesforce CRM service [Godse and Mulik, 2009] and Zoho (Zoho Creator and
Zoho Work.online) [Carr, 2009]. In the appendix 1 there is a brief description of the SaaS
mentioned above and other important SaaS mentioned in the Academic Literature and in the

IT sector.

2.4 PaaS - Platform as a Service
This chapter focuses on the concept of Platform as a Service (PaaS) and its potentialities and
drawbacks. In addition is it also analyzed PaaS expected market value for 2013 and its main

providers and applications.

2.4.1 Paa$ - Platform as a Service

As explained in the above chapter about Saa$, this type of service the majority of the times
does not allow the users to create their own applications. According to Christopher Barnatt
[Barnatt, 2010] it is a “take-it-or-leave-it option” which could not fully address the needs of
some companies and individuals. PaaS will fulfill that need since basically will allow the users
to have access to a software environment where they can create, test and deploy their own
and customize SaaS [Bernstein et al, 2010]. The main advantage highlighted of the PaaS is that
someone with some programming knowledge can with a relatively minimum cost creates an
application and delivers it worldwide [Boniface et al, 2010]. Before PaaS the only way to
create an application was trough an internal system which implicated a much more costly and

difficult process [Lawton, 2008].

Another advantage is related with the migration process, as the application is created in the
same platform where the end users will use it, there won’t be in theory mal functions or bugs

[Lawton, 2008].

In a PaaS variant the users do not have control over the platform they are using to create their
applications [Sosinsky, 2011]. It is the vendor who is responsible for all the operational and
maintenance aspects [Sosinsky, 2011]. Consequently, this means that if a user his using a Paa$

that only accepts a programming language as for example Java his applications can only be
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written in this kind of language program [Taft, 2011]. Consequently one possible drawback of
PaaS is related with this vendor lock- in since the user would be completely dependent on the
PaaS vendor [Lawton, 2008]. This way it is important that the company or the user
understands if the benefits of creating their own applications faster and easier outweigh some

limitations regarding programming languages and tools [Barnatt, 2010].

Nevertheless, PaaS is starting to become the main trend for software development [Cui et al,
2011]. According to Sacha Labourey CEO of CloudBees (one of the most important PaaS
providers) PaaS will be responsible for “the death of enterprise software as we’ve known it”

[Taft, 2011].

2.4.2 Paa$S Market value
According to IDC [IDC, 2009] and taking into account the figure 2 it is possible to verify that the

expected market value of PaaS for 2013 is around $5.75 billion.

2.4.3 Paa$ Applications and Providers

As already mentioned the choice of the PaaS provider could be critical because of the vendor
lock-in, which as consequence means that most of the customers opt for choosing large and
well known organizations as Microsoft and Google [Accenture, 2009]. The most quoted Paa$S
in the Academic Literature and in the IT sector are the Google App Engine [Dillon et al, 2010],
the Force.com from SalesForce [Mathew and Spraetz] and the Microsoft Windows Azure
[Bojanova and Samba, 2011]. In the appendix 2 there is a brief description of the PaaS

mentioned above as well as other well known and quoted PaaS.

2.5 IaaS - Infrastructure as a Service

In this chapter first is presented the concept of Infrastructure as a Service (laaS) and it is
highlighted the concept of virtualization. After a brief description of the concept of
virtualization are presented the main Cloud Computing deployment models. Finally, this
chapter focuses in the expected market value of laaS for 2013 and in laaS main providers and

services.

2.5.1 IlaaSs - Infrastructure as a Service

laaS permits the companies to close entirely their local servers and data centers [Bakshi, 2011]
since it allow the companies to migrate all their data, applications and programs into the Cloud
[Barcomb, 2011]. Therefore, an laaS vendor basically rents computer hardware and

administrative services need to store and run applications in the Cloud [Bakshi, 2001]. The
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main advantage of laaS according to Sushil Bhardwaj [Bhardwaj, 2010] is that the users are

only charged for what they use it when they need it.

Infrastructure as a Service is currently the most important variant of the Cloud Computing
business since it is where the Cloud “fighting” is really taking place between the biggest Cloud
companies [Barnatt, 2010]. This happens because the CAPEX necessary to be a competitive
laaS provider is extremely high [Barnatt, 2010] which makes difficult for small players to

compete in this service model [Barnatt, 2010].

The most important component of this infrastructure is the server which implies several high
costs such as the server itself, constant and trustworthy power supply, costs with the cooling
systems and of course a strong and high-speed internet connection [Bhardwaj, 2010].
Therefore, one of the most important advantages of contracting an laaS vendor is the cost
savings since the company does not have to invest a considerably amount of money in their
own server nor in the complementary costs such as cooling systems, security, specialized

employees or the strong investment in power systems [Bhardwaj, 2010].

2.5.2 Virtualization

Apart from a computer and an internet connection virtualization is the most important
technology which allows Cloud Computing to reach its full potential [B6hm et al, 2009]. Thanks
to virtualization a physical server can be split into several virtual servers, this way an entirely
new service emerged [Zhang et al, 2010]. These virtual severs are called “virtual instances”
[Zhang et al, 2010]. Consequently, the laaS vendor could sell two different basic options: the
rent of the physical servers and the rent of these virtual instances [Mazzuco and Dumas, 2011].
Although these two options are able to perform the same functions there are some
differences, for example the virtual instances are cheaper since it is not necessary the physical

server but they are also seen as less secure than the physical servers [Barnatt, 2010].

2.5.3 laaS Categories — Deployment Models
As a result of these basic options, laaS providers have four main laaS categories [NIST, 2011]:

the Private Cloud, the Community Cloud, Hybrid Cloud and the Public Cloud

2.5.3.1 Private Cloud
The Private cloud as the name indicates means that the infrastructures Cloud is operated for

the private and exclusively use of a specific organization [Liao and Su, 2011]. This cloud is
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totally separated from the cloud hardware used by other consumers [Liao and SU, 2011]. In
the private cloud there is a rent of an effective physical part of a data centre which is entirely
dedicated to the customer that paid for that service [Sosinsky, 2011]. As a result, this category
is considered as the safest form of deployment model [Zheng et al, 2011]. This option is costly
than the others and does not benefit from some Cloud Computing advantages, but still allows
the company to save considerably money with the cost of the server itself, its maintenance,
the costs with the cooling of the server, security of the data centre and the specialized HR

[Barnatt, 2010].

2.5.3.2 Community Cloud
This deployment model could be managed by the organization or by a third-party [NIST, 2009].
The cloud community is when several organizations shared the same cloud infrastructure and

have similar objectives, rules and concerns [Choubey et al, 2011].

2.5.3.3 Hybrid Cloud

The Hybrid is a combination of the two different rent options [Makris et al, 2011]. The
customer rents dedicated physical servers as in the Private Cloud but also rents virtual servers,
as already mention above the so-called server instances [Zhang et al, 2010]. Consequently,
each deployment model is or internal or external [Choubey et al, 2011]. The company can this
way save more money than in the private Cloud since it still use some instance servers which

are cheaper than the physical servers [Barnatt, 2010].

2.5.3.4 Public Cloud

The public Cloud also called the Cloud Hosting is the opposite of the Private Cloud, the
customer rents the virtual servers (instances) on a pure demand basis [Sosinsky, 2011]. These
customers share the instances with other customers and they do not know the exact location
of the physical data centre [Barnatt, 2010]. Although this category could be seen as one of the
less safe options of Cloud Computing (because the customer only rents virtual servers and
share them with other customers) [Barnatt, 2010], it is indeed the one which benefit the best
from the Cloud Computing advantages [Barcomb, 2011]. It is the cheapest category of the four
and the option that allow the companies to save more money in IT costs and to benefit the

most from scalability and flexibility advantages [Barcomb, 2011].
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2.5.4 laaS Market Value
According to IDC [IDC, 2009] and taking into account the figure 1 it is possible to verify that the

expected market value of PaaS for 2013 is around $21.56 billion.

2.5.5 laaS main Providers

There are providers more specialized in one laaS category than in other [Sotomayor et al,
2009] nevertheless the most quoted laaS providers in the Literature and in the IT sector is
Amazon Web services (AWS) with services like EC2 (Amazon Elastic Compute Cloud) and S3
(Amazon Simple Storage Service) [Aljabre, 2012]. Then, there are also some well known laaS
providers as GoGrid [Sotomayor et al, 2009] and Rackspace [Nepal et al, 2011]. In the appendix

3 there is a brief description of these services.

2.6 Advantages & Potential Risks of Cloud Computing for SMEs

It is extremely important for the overall productivity of a country the performance of their
national SMEs since they are considered as the driving force of economic growth [Petrakou,
2011]. More and more SMEs are realizing the importance Cloud Computing could have if they
want to succeed in such competitive and globalized world [Sultan, 2011]. As a result many
Small and Medium Enterprises are already embracing Cloud Technologies, being the most
common applications related with email, calendars, address books, website and storage
[Sultan, 2011]. Therefore, this chapter highlights Cloud Computing most important advantages

for Small and Medium Enterprises but also some of its potential risks.

2.6.1 Advantages
An increasing number of companies (large and small) are adopting and embracing Cloud
Computing services [Jena and Mahanti, 2001] but according to Abdulaziz Aljabre [Aljabre,

2012] are the SMEs which can benefit more from this new technology.

According to the IDC survey [IDC, 2009] the most important advantages the companies in their

guestionnaire had identified have been the following:
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Figure 3 —Cloud Computer main Benefits

Pay only for what you use 77.9%

Easy/fast to deploy to end-users 17.7%

Monthly payments 75.3%

Encourages standard systems 68.5%
Requires less in-house IT staff, costs 67.0%
Always offers latest functionality 64/6%
Sharing systems with partners simpler 63.8%

Seems like the way of the future

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
Source: IDC, September 2009

The principal benefit identified is the pay-per-use model, in which the end user only pays what
he or she actually consumes [Briscoe and Marinos, 2009]. This allows to save money and to run

the business in a much more efficient way [Cai et al, 2009].

Another very important advantage of Cloud Computing for SMEs is the opportunity to
considerably decrease the costs with IT [Neves et al, 2011]. For small and medium enterprises
to have their own servers could be extremely expensive [Dimitrakos, 2010]. Not only because
of the initial investment with the server but also with other additional costs already referred

above [Barnatt, 2010].

In addition, contrary to large organizations most of the SMEs do not have the amount of
capital needed or the knowledge to have their own server [Sultan, 2011]. Also, the scale of
Cloud Computing networks make them more reliable then what a single organization could
achieve with in-house IT services [Sosinsky, 2011]. Consequently, more and more SMEs are
transferring their data and applications to the Cloud [Staten, 2008], contrary to larger

companies for which is it a quite costly and time consuming process [Staten, 2008].

Furthermore, SMEs can save in other IT expenses, as for example with a reduction in IT staffing
[Sosinsky, 2011] or even with software [Cai et al, 2009]. If we consider that a deployment serve
10 employees and that the cost with an IT manager per hour is around $50, it is possible to
verify a considerably save when comparing Google Apps service with Microsoft office
Professional [Google, 2011]. The Annual cost per employee (over 3 years, excluding labor) of

Google apps is S50 against the S670 of the Microsoft office Professional [Google, 2011].
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Besides the companies do not have to buy separate software package from each employee or
to have high powered computers because they run the software and applications directly from
the Cloud [Aljabre, 2012]. In addition is much easier and faster the upgrades of the Software
[Choubey et al, 2011].

Moreover, with this technology SMEs can save some money with backups and the storage of
their important data since it is all on the Cloud [Miller, 2009]. Thanks to the Cloud Computing
Scalability characteristic SMEs can increase or decrease their computing power on a demand
basis [Neves, 2011]. Additionally, there are no complications with compatibilities of
Operational Systems [Aljabre, 2012], even if using different OS, employees can easily share

documents between them [Aljabre, 2012].

The potential of Cloud Computing for SMEs does not restrict to costs savings with IT, there are
other important advantages for these types of companies [Neves, 2011]. Cloud Computing
applications could fosters innovation through the use of collaborative tools [Tumer, 2010] this
way helping employees, customers and suppliers to share ideas [King, 2008]. Another
important advantage for SMEs is the possibility the employees have to access the cloud from
any device anywhere [Gagliardi et al, 2010]. Consequently, there is the opportunity for
employees to work remotely since they can access any document from the cloud being the
only requisite a device with an internet connection [Miller, 2008]. Additionally, this
characteristic from Cloud Computing allows the companies to save in travel costs [Sultan,
2010]. Moreover, the speed of implementation of a cloud application could be very important
for SMEs, which could get access to a new and innovative application in days or even in a

couple of hours [Choubey et al, 2011].

As most of the Cloud Computing applications are very user friendly [Daneshgar et al, 2011], all
SMEs’ employees (independent of their education background) can develop new skills which
may lead also to increase job satisfaction [Khajeh-Hosseini et al, 2010]. The companies and
employees that embrace Cloud Computer services can get access to sophisticated software
and applications which can contribute to enhance business competiveness [Dimitrakos, 2010].
The access to these types of applications without Cloud Computing services would be almost
impossible for SMEs [Neves, 2011]. According to Christopher Barnatt [Barnatt, 2010] Cloud
Computing will be essential if the companies want to stay competitive in the future since the

next generation of computer applications will only work in the cloud.

Finally, another advantage that has been increasing in importance in the last years is related

with environmental issues, Cloud Computing would be essential in the future to be a “green”
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company [Choubey et al, 2011]. SMEs that use Cloud Computing can use considerably less
energy, for example Netsuite said that in 2008 its customers save around $S61m in energy bills

by using its Cloud services [Barnatt, 2010].

2.6.2 Drawbacks and Potential Risks
Cloud Computing as any other technology has some drawbacks and potential risks [Briscoe and
Marinos, 2009]. According to a survey from IDC [IDC, 2009] the most relevant challenges and

issues related with Cloud Computing can be found in the graph below.

Figure 4 — Challenges and Issues of Cloud Computing Services

Security 87.5%
Availability 83.6%
Performance 82.9%
On-demand paym’t model may cost more 81.0%
Lack of interoperability standards 80.2%

Bringing back in-house may be difficult 79.8%

Hard to integrate with in-house IT 8%

Not enough ability to customize

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
Source: IDC, September 2009

Although it is not referred in the IDC study as main issue, in order to access the Cloud it is
necessary a robust and high-speed internet connection [Aljabre, 2012]. Thus, several
governments around the world are already investing in more powerful and reliable internet

infrastructures [Barnatt, 2010] which will contribute to decrease this drawback.

Then, there is the security and privacy of confidential data which is considered as the most
relevant issue and potential risk of Cloud Computing [IDC, 2009]. For some companies and
individuals the idea of placing their data and confidential information and running their own
software using someone else CPU appears to be risky [Hofmann and Woods, 2010]. For most
of the Cloud Computing providers to meet some legislation standards is extremely difficult as
for example in the Health sector [Hofmann and Woods, 2010]. Nevertheless, when it comes to
concerns about potential hackers, the truth is that is much easier for a hacker to enter in a

SMEs own server than to enter in for example a Google or Amazon server [Barnatt, 2010].
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Another potential drawback is related with the availability and reliability of the service [IDC,
2009], meaning the users of Cloud Computing are worried they could not access the Cloud
every time they want everywhere they want [Carroll et al, 2011]. This risk is close related with
the problems of the absence of a proper Service-Level Agreements [Carroll et al, 2011], Cloud
Computing providers should offer more protections to the companies which trust their
services [Hofmann and Woods, 2010]. According to Paul Hofmann and Dan Woods [Hofmann
and Woods, 2010] the problem of SLAs is even more amplified when “customers rely on
multiple cloud providers that offer different levels of guarantees”. Without a proper SLA the
loss is all on the user since he or she is not able to put claims against the provider of the Cloud

Computing service [Choubey et al, 2011].

Moreover, a very important drawback pointed out by several authors [Buya et al, 2008;
Choubey et al, 2011] is related with the lack of audit of the Cloud provider .It is almost
impossible for the user to inspect the activity of the provider, which may lead for example the
Cloud provider to outsource some services to a third-party without the consent of the user

[Choubey et al, 2011].

As well, the companies must be aware of and have a strategy for a potential downtime
[Sosinsky, 2011] of the Cloud service. Even the largest Cloud Computing providers could
experience problems as Google App Engine in 2009 which entered in “unplanned maintenance
mode” and no one could deploy applications [Barnatt, 2010] or Rackspace laaS provider which

was down for 45 minutes which affected more than 2000 of their customers [Barnatt, 2010].

Another risk highlighted is that the users of Cloud Computing services have little control over
the services offered by the Cloud providers [Choubey et al, 2011]. In addition another problem
mentioned by several authors [Buya et al, 2008] is the migration from one cloud provider to
another. This is difficult mainly due to the different architectures, the majority of the times,

different Cloud Computing providers have [Buya et al, 2008].

In addition there could be, in some situations, a jurisdiction problem if the end user and the
Cloud Computing service provider are from different countries [Choubey et al, 2011]. This
drawback is mainly problematic in case of a legal dispute since it would be conflicts regarding
what country law should be pursued [Choubey et al, 2011]. Finally, another issue the users of

Cloud Computing services should be aware is the problem of the vendor lock-in [Tumer, 2010].
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2.7 Cloud Computing services and the Portuguese SMEs

There are some important research studies and papers about the concept of Cloud Computing
and its use by SMEs made by Portuguese researchers as for example the one called “The
Adoption of Cloud Computing by SMEs: ldentifying and Coping with External Factors” from
several professor from Universidade Nova [Neves et al, 2011]. Nevertheless, there are few

papers studying the use of Cloud Computing specifically by Portuguese SMEs.

This way and in order to be able to present a brief description of the situation of the
Portuguese SMEs regarding the use of Cloud Computing, a interview® has been made to
several experts with experience in Cloud Computing and its use by the Portuguese SMEs. This
pool of experts has individuals from different companies, sectors and experiences. From a
telecommunication company and a Cloud Computing service provider (Portugal Telecom) we
have Dr. Abel Aguiar and Eng. Orlindo Santos, then from IT consultancy companies there are
Eng. Eduardo Fitas and Dr. Pedro Lopes, both from Accenture and Dr. Carlos Lourengo from

Logica. In addition from the association EuroCloud Portugal there is the associate Jorge Sousa.

Concerning the perception these experts have in relation to the awareness of the Portuguese
SMEs about the concept of Cloud Computing, there is a common belief that the concept is still
unknown for several companies, although it has been registered an increase in awareness in
the last years. Carlos Lourenco mentioned a study’ from the consultancy company Vanson
Bourne where it concludes that the managers of Portuguese SMEs when asked about what is
cloud computing, 22% said to be related to the services used at home and in the personal
sphere (hotmail, messenger, photo sharing, windows live, photo gallery), 36% reported to be
related to the rental service of computer housed on the web, while 14% have referred they

have heard but do not know what it means and 29% report never having heard.

Moreover, Carlos Lourenco believes that with the actual financial crisis the Portuguese SMEs
are more aware and interested in services with the characteristics and benefits of Cloud
Computing. Nevertheless, he believes the majority of the SMEs in the next three years will opt

for local Cloud Computing providers.

Abel Aguiar argues that in his opinion the knowledge of cloud services by SMEs in Portugal is
highly variable taking into account the size, sector and company specific technological

maturity. However, he considers that on average it is reduced in terms of actual knowledge of

6
See appendix 4 - Interview to the Experts

7
http://www.microsoft.com/portugal/presspass/SalasdelV.aspx?1D=184
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the Cloud Computing services offer and average in terms of the awareness of the concept. In
addition Abel Aguiar believes that SMEs with 50-100 employed and / or from sectors with
greater technological weight, for example, information systems or financial companies have

higher percentages of knowledge than smaller firms in the retail food sector for example.

According to Eduardo Fitas the few Portuguese SMEs that actually use Cloud Computing
services still do not take the best of the benefits of this technology. Pedro Lopes argues the
Portuguese SMEs are taking the first steps in its use, almost with the perspective to test the
concept so that in future it can be applied more broadly, now with more security and
confidence. After all, to Pedro Lopes there are still many myths around security, reliability and
confidentiality of data that gradually have been demystified leading to a wider adoption by the
SMEs, particularly in infrastructure components and collaborative platforms. Moreover, Abel
Aguiar thinks some companies that already use Cloud Computing applications do not know

they are using this technology.

2.8 Michael Porter’s Value Chain

The term value chain was first described in 1985 in the well known book called “Competitive
Advantage: Creating and Sustaining Superior Performance” written by Michael E. Porter
[Porter, 1998]. This value chain describes the company’s activities both inside and outside of
the organization that allows the company to deliver a final product or service [Porter, 1998].
According to Porter [Porter, 1998] it is the way the employees of an organization perform a
specific activity and the way the linkages between the several activities are managed that
could result in a strong competitive advantage [Porter, 1998]. It is very important for a
company to comprehend how to evaluate its value chain since it allow the managers to
carefully analyze each activity, helping them to understand the value created by each one of

them and how to better secure the company competitive advantages [Porter, 1998].

According to Porter [Porter, 1998] these activities that generate value could be divided into
two main classes: Primary activities and Support activities. The Primary activities are
responsible for the creation of the service or product, its sale, its deliver and finally of its after

sales services [Porter, 1998]. The Primary activities are then [Porter, 1998]:

e Inbound logistics — Includes mainly the reception, warehousing, storing and inventory of
the inputs;
e Manufacturing — The activities which transform the inputs into the final product or service;
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e QOutbound logistics — Includes the activities necessary to deliver the finish product or
service to the final customer;

o Marketing and sales — Includes the necessary activities to persuade the buyers to pay for
the product or services.

e Service - Includes the activities needed to maintain or enhance the value of the product or
service delivered.

The Support activities then are responsible for supporting the Primary activities [Porter, 1998].

The Support activities are the following:

e Corporate Structure — Includes activities related with management, planning, legal and
finance, accounting and others;

e Human resource — Includes all the activities related with the HR management as the
recruitment process, the training and the remuneration;

e Technological development — Includes all the technological support of the Primary
activities. Includes activities related with R&D, Design, Know-how and Processes;

e Procurement — Includes the activities related with the purchasing of the raw-materials.

The figure 5 represents the Porter’s value chain with its Primary and Support activities:

Figure 5 — Porter’s Value Chain
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Source: “Competitive Advantage: Creating and Sustaining Superior Performance” by Michael E. Porter (1998)

2.9 Cobit Maturity Attribute Model

The international professional association called ISACA was the responsible for the creation of
the Cobit framework [ISACA, 2007]. According to the ISACA [ISACA, 2007] the Cobit framework
“is an IT governance framework and supporting toolset that allows managers to bridge the gap
between control requirements, technical issues and business risks” and at the same time

“enables clear policy development and good practice for IT control throughout organizations”®.

8 .
WWW.ISsacCa.org

22



The most important and relevant COBIT components are the following [ISACA, 2007]:

e Framework: This framework is responsible for the organization of the IT governance
objectives and good practices which are divided by IT domains and processes. In addition
this framework makes the connection with the business requirements

e Process descriptions: It is a reference process model for everyone in a company.

e Control objectives: It is a set of high-level requests to be considered by the management
team for effective control of all the IT processes.

¢ Management guidelines: these guidelines assist the managers allocating responsibilities
and measuring performance

e Maturity models: Measure maturity and capability per process or technology

Taking into account the purpose of this work the most important component is the maturity

model. More specifically it is important to focus on the Maturity Attribute table’, which

according to ISACA [ISACA, 2007] “lists the characteristics of how IT processes are managed
and describes how they evolve from a non-existent to an optimised process”. The Maturity

Attribute table can be divided into several levels: Awareness and communication; Policies,

plans and procedures; Tools and automation; Skills and expertise; Responsibility and

accountability and finally Goal setting and measurement [ISACA, 2007]. To the purpose of this

study we will focus more on the levels of Awareness and Communication and Policies, Plans

and Procedures. The adaptation of these levels will be further developed in the chapter Ill.

2.10 Chapter conclusion

In this chapter it has been analyzed the evolution of the concept of Cloud Computing
throughout the years as well as its Service Models and Deployment Models. Each Service
Model (SaaS, PaaS and laaS) has been analyzed detailed, not only the evolution of the tree
concepts but also their market value and main providers. The Deployment Models have been
also carefully explored in their four main types: Public, Private, Hybrid and Community. In
addition, it has been as well explored, Cloud Computing main advantages and potential risks
according to the literature of Cloud Computing. Moreover, and taking into account the
experience and knowledge of our pool of experts on this paradigm, an overview of the reality

of the Portuguese SMEs and the concept of Cloud Computing has been presented.

In the end of the chapter, it is briefly described the Porter value chain and the Cobit Maturity

Attribute model.

? The table could be found in the appendix 5
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lll. Research Methodology and Model, Research Hypothesis and Data

Collection

3.1 Chapter Introduction
In this chapter it is analyzed the Research Methodology and Model used in this work. In order

to address the Research Questions purposed, three Dimensions are defined: The knowledge of
the Concept of Cloud Computing; The management of Cloud Computing services and How
Portuguese SMEs are using Cloud Computing. In this chapter the processes and models used
to define those Dimensions are carefully explained as well as the Research Hypothesis set. In
addition, in this chapter it is also explored the Data Collection method and the variables of this

work: the Dependent variable, the Independent variables and finally the control variables.

Moreover, it is also addressed the Data analysis Model and its crosstabs to understand and

study the relationship/influence of some control variables in the results of this dissertation.

3.2 Research Methodology

In order to achieve the objectives of this work, a knowledge model is created based on
relevant knowledge from the Literature Review and from the contributions of the experts on
the field of Cloud Computing. The experts advisors are as mentioned before: Dr. Abel Aguiar —
Director of Outsourcing and Consultancy Services at Portugal Telecom and Eng. Orlindo Santos
— Director of IT Cloud Services and Security at Portugal Telecom. Both Abel Aguiar and Orlindo
Santos were part of the team responsible for the creation and launching of Cloud Computing
services by Portugal Telecom. In addition there also three other experts in the field of Cloud
Computing: Eng. Eduardo Fitas and Dr. Pedro Lopes — both Partners of Accenture responsible
for the Technological area and Dr. Carlos Lourengo — Outsourcing Director at Logica. Finally the
EuroCloud Portugal association was also contacted and an interview to Jorge Sousa, one of the
members, has been also made. The contact with the experts was accomplished through

personal interviews'?.

In order to fulfill the objectives of this dissertation, the model used is an adaptation of the
Cobit Maturity Attribute Model [ISACA, 2007] and the Porter’s Value chain [Porter, 1998]. Both
models were modified and adapted bearing in mind the concept of Cloud Computing extracted

from the Literature Review and the feedback provided by our pool of experts. Consequently,

10 Appendix 4 — Interview of the experts

24



the model created allowed the extrapolation of the relevant dimensions needed to understand
how Portuguese SMEs are using Cloud Computing and managing this technology. Each
dimension is linked to a variable that has a direct influence on how Portuguese SMEs use and
approach Cloud Computing services. Hence, it is possible to identify the importance of each

variable on the several dimensions defined.

Each dimension of the model corresponds to one or more hypothesis with the objective to
address the Research Questions purposed by this dissertation. Therefore, and to gather the
necessary information and data, an online questionnaire’* was sent to several Portuguese

SMEs managers from different sectors.

Consequently, after the results from the questionnaire the data is analyzed and the hypothesis

verified.

3.3 Research Model

As already mentioned this dissertation uses an adaptation of two different models: the Cobit
Maturity Attribute Model and the value chain from Michael Porter. The need to use two
different models arise from the objective of analyzing the use of Cloud Computing by

Portuguese SMEs in several dimensions and perspectives.

On one hand this dissertation aims to understand the knowledge the managers of Portuguese
SMEs have of the concept of Cloud Computing and how they are managing this technology. To
address these challenges the model used is the Cobit Maturity Attribute Model. As mentioned
in the Literature Review this model has five main dimensions. Taking into account the
objectives mentioned above our dissertation model uses as base only the Awareness and
Communication dimension and the Policies, Plans and Procedures dimension. The first
dimension fits the purpose of understanding the knowledge the managers have about the
concept of Cloud Computing. The second dimension fits the purpose, alongside with the first,
to understand some of the management procedures regarding Cloud Computing services.

Therefore the first two dimensions of this dissertation that have been defined are:

¢ The knowledge of the Concept of Cloud Computing
e The management of Cloud Computing services

" Appendix 6 — On-line questionnaire
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In order to better understand these dimensions and what variables could influence them each
dimension was detailed analyzed basing on the Literature Review and on the feedback
provided by our pool of experts. The elaboration of each dimension and its variables is further

developed in more detail in the chapter 3.3.1and 3.3.2.

On the other hand, this dissertation strives to understand from those Portuguese SMEs that
actually benefit from Cloud Computing which Service and Deployment Models are they using
currently and what Services and Deployment Models are expected to be used in the near
future. In addition it is also analyzed in which areas of the Portuguese SMEs value chain is
Cloud Computing services being used. Bearing these objectives in mind the Porter value chain
has been used as base to create a model that allowed addressing those goals. Consequently,

another dimension of this work is defined:

e How Portuguese SMEs are using Cloud Computing

Once again the elaboration of this dimension and its variables is further developed in more
detail in the chapter 3.2.3 and it was based on the Literature Review and feedback from our

pool of experts.

3.3.1 The knowledge of the Concept of Cloud Computing Computing — 1 Dimension

In order to have an accurate definition of this dimension and of its variables it has been done a
combination of the knowledge from several important authors from the Literature Review
with the knowledge and experience provided by the experts. It is noteworthy to state this
dimension was based on Awareness and Communication dimension from the Cobit Maturity

Attribute Model.

According to the experts Abel Aguiar and Orlindo Santos knowledge of the concept Cloud
Computing, means not only know the most important characteristics of this technology but
also know its most important advantages and potential risks. This way, first it is created a

table™ with the most important characteristics from the Literature Review:

12 ) - . .
Each characteristic was already developed in more detail in the Literature Review
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Table 1 - Cloud Computing most important characteristics according to the Literature Review

Main characteristics

Authors

It is @ model in which software, processing power, storage capacity, data backups, development tools, and
others are provided as a set of services over the Internet

[NIST, 2011; Sosisnsky, 2010; Barnatt, 2010; Béhm et al, 2009;
IDC, 2009; Aljabre, 2012; Williams, 2010; Rhoton, 2011,
Youseff et al, 2008, Newes et al, 2011]

To benefit from Cloud Computing services the company necessarily requires an internet connection

[MIST, 2011; Sosisnsky, 2010; Barnatt, 2010, Vaguero et al,
2009]

A company and its employees can access the cloud from any device (computer, tablet or mobile).

[Sosisnsky, 2010; Aljabre, 2012; Neves et al, 2011; Barnatt,
2010; Williams, 2010]

A company can contract cloud services without having to directly contact the service provider of Cloud
Computing

[MIST, 2011; Barnatt, 2010; Vaguero et al, 2009

Different companies may share the same Cloud

[NIST, 2011; Vaguero et al, 2005]

A company can increase or decrease the cloud services according to their needs at a precise moment

[Choubey et al, 2011; Vaguero et al, 2009, Williams, 2010;
Rhotaon, 2011]

In @ model of Cloud Computing the company pays the service to the Cloud Computing provider on what the
companies actually use/consume. & model known as pay-per-use.

[MIST, 2011; Youseff et al, 2008; IDC, 2009; Barnatt, 2010;
Sosisnsky, 2010; Williams, 2010; Rhoton, 2011]

The models of cloud computing services are the most commaon: Saas (Software as a Service), Paas (Platform as
@ Service) and laas (Infrastructure as a Service)

[NIST, 2011; Youseff et al, 2008; IDC, 2009; Barnatt, 2010;
Sosisnsky, 2010; Williams, 2010; Rhoton, 2011]

The Cloud Computing Deployment models most common are Public, Private, Community and the Hybrid

[MIST, 2011; Youseff et al, 2008; IDC, 2009; Barnatt, 2010;
Sosisnsky, 2010; Williams, 2010; Rhoton, 2011]

According to the table above, it has been considered that the most important characteristics of

this technology to the Literature review are the ones more quoted and mentioned by the

authors. Then, this table has been shown to the experts and they have been asked to indicate

what they considered as the most important characteristics of Cloud Computing. This way, it is

possible to have a broader notion of the main characteristics of this technology. The table

below illustrates the cross between the Literature Review and the opinions of the experts:

Table 2 - Cross between experts and the Literature Review regarding Cloud Computing main characteristics

Cloud Computing main characteristics

Literature

Review

Abel
Aguiar

Orlindo
Santos

Eduardo
Fitas

Pedro Carlos Jorge TOTAL

Lopes Lourengo Sousa

It is a model in which software, processing power,
storage capacity, data backups, development tools, and
others are provided as a set of services over the Internet

® e - !

To benefit from Cloud Computing services the company
necessarily requires an internet connection

A company and its employees can access the cloud from
any device (computer, tablet or mobile),

A company can contract cloud services without having to
directly contact the service provider of Cloud Computing

Different companies may share the same Cloud

A company can increase or decrease the cloud services

according to their needs at a precise moment

In a model of Cloud Computing the company pays the [
service to the Cloud Computing provider on what the

companies actually use fconsume. A model known as pay- . . .

pEr-lse,

The models of cloud computing services are the most &

common: 5aa5 (Software as a Service), Paal (Platform as
a Service] and laaS (Infrastructure as a Service)

The Cloud Computing Deployment models most commen
are Public, Private, Community and the Hybrid




It is noteworthy to state that it has been ask to the experts if there were other Cloud
Computing characteristics not mentioned in the table above. None of the experts mentioned a
new one. When analysing the table is possible to conclude that the most important
characterisitcs of this techonology, according to the Literature Review and our pool of experts,

are the first characteristic, the pay-per-use model and the service model characteristic.

Similar method is used now regarding Cloud Computing main advantages. Consequently the
table®® below highlights the most quoted advantages of Cloud Computing according to the

Literature:

Table 3 - Cloud Computing most important advantages according to the Literature Review

Main advantages Authors

Flexible payment - Trough the Pay-per-use model the end user only pays what he o she actually consumes. [Briscoe and Marinos, 2009; Choubey et al, 2011, Barnatt,
2000; Williams, 2010; Rhoton, 2011

Decrease the costs with IT - In hardware, software, maintenance and IT staff. [Neves et al, 2011; Dimitrakos, 2010; Barnatt, 2010; Sosinsky,
2011; Cai etal, 2008; ; Barnatt, 2010; Williams, 2010; Rhoton,
2011]

Easier and Faster to upgrade software services [Choubey et al, 2011; Barnatt, 2010

Increase Reliahility - Cloud Computing networks make them more reliable then what a single organization could | [Sosinsky, 201L; Barnatt, 2010; Williams, 2010; Rhoton, 2011;

achieve with in-house [T services Meves et al, 2011; Aljabre, 2012]

Mo complications with compatibilities of Operational Systems [Aljabre, 2012; Williams, 2010]

Fosters innovation — For example through the use of collaborative toals [Tumer, 2010; King, 2008, Sosinsky, 2011; Barnatt, 2010
Williams, 2010]

Access from any device anywhere - possibility the employees have to access the cloud from any device with an | [Gagliardi et al, 2010; Neves et al, 2011; Barnatt, 2010;

internet connection anywhere they are. Rhoton, 2011

Speed of Implementation — SMEs get access to a new and innovative application in days or even ina couple of hours | [Choubey et al, 2011

Possibility to save in travel costs -Directly related with the advantage of access the cloud from anywhere and from | [Sultan, 2010; Aljabre, 2012]

any device.

Applications are user friendly [Daneshgar et al, 2011; Aljabre, 2012; Barnatt, 2010]
Enhance business competiveness - SMEs can get access to sophisticated software and applications that without | [Dimitrakos, 2010; Barnatt, 2010; Aljabre, 2012]
Cloud Computing could not benefit

Cloud Computing will be essential to remain competitive - next generation of computer applications will only work | [Barnatt, 2010]

in the cloud

Cloud Computing will be essential for the companies to be Green - SMEs can use considerably less energy and | [Bamnatt, 2010; Sultan, 2010]

significantly reduce carbon emissions.

Therefore when analyzing the table it is possible to verify that the most quoted advantages of
Cloud Computing according to the Literature Review are: the Flexible payment; Decrease the
costs with IT; Increase the reliability; the ability of accessing the cloud anywhere and from any

device and finally the possibility to foster innovation. Once again a table with these advantages

13 ) - . .
Each advantage was already developed in more detail in the Literature Review
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is presented to the experts and they are asked to point out the advantages they consider as

the most relevant a manager of a SME should know about Cloud Computing. The table with

the results is presented below:

Table 4 - Cross between experts and the Literature Review regarding Cloud Computing main advantages

(loud Computing main Advantages Literature Abel Orlindo Eduardo Pedro Carlos Jorge TOTAL
Review Aguiar Santos Fitas Lopes Lourenco Sousa
bk ¢ o0 o o o & ¢
Decrease the costs with [T . . . . . . . 7
Easier and Faster to upgrade software . 1
services
Increase Reliability . . . . 4
No complications with compatibilities of 0
Operational Systems
Fostersinnovation . . . . . 5
Accessfrom any device anywhere . . . 3
Speed of Implementation . . . . . 5
Possibility to save in trave] costs 0
Applications are user friendly 0
Enhance business competiveness . ' . . 4
Cloud Computing will be essential to 1
remain competitive .
Be essential for companies to be Green . 1
Self provisioning (Abel Aguiar) 1

Once again it was asked to the experts if there is some advantages not mentioned in the table

above, only the expert Abel Aguiar point one: Self-provisioning - the ability/possibility the

client has to terminate the use or provision of the Cloud Computing services through customer

portals. Concerning the analysis of the table above is possible to conclude that the most

important advantages of this techonology, according to the Literature Review and our pool of
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experts, are the following: Flexible payment, Decrease the costs with IT, Speed of

implementation and fosters innovation.

Following the same reasoning in the table'® above are the most quoted risks according to the

Literature:

Table 5 - Cloud Computing most important risks according to the Literature Review

Cloud Computing Potential Risks

Main Risks

Authors

Robust and high-speed interet connection — More than a risk could be a drawback if the SMEs do not have it.

[Aljabre, 2012; Barmatt, 2010: Williams, 2010;
Rhoton, 2011 ]

Security and privacy of confidential data

[IDC, 2009; Hofmann and Woods, 2010; Aljabre,
2012; Barnatt, 2010; Williams, 2010; Rhoton,
2011]

Passibility of non-compliance of some legal requirements. For example the need for some data to be in the territory
from which the company has its headguarters

[Hofmann and Woods, 2010]

Possihility that there are fails in the availability and / or reliable on the access to enterprise data. Possibility of
downtime even with reputed companies in the pancrama of Cloud Computing.

[Carroll et al, 2011; IDC, 2009]

Absence of a proper Service-Level Agreements — Directly related with the difficult of availability and reliability of the
Semvice

[Carrell et al, 2011; Hofmann and Woods, 2010;
Williams, 2010; Rhoton, 2011]

Lack of audit of the Cloud provider - almast impossible for the user to inspect the activity of the provider

[Choubey et al, 2011]

Difficult of migration between Cloud service providers

[Buya et al, 2008]

Little control over the services offered by the Cloud providers

[Choubey et al, 2011]

Too much dependence on the Cloud Computing provider that can generate a problem of lock-in. This problem of lock-
inis also linked to the difficulty of transition between Cloud providers

[Tumer, 2010; Barnatt, 2010; Williams, 2010;
Rhoton, 2011; Scsinsky, 2011]

When analyzing the table is it possible to verify that the most quoted potential risks of Cloud

Computing according to the Literature Review are: The need to have a robust and high-speed

internet connection; the security and privacy issue; the absence of a proper SLA and finally the

vendor lock-in (too much dependence on the Cloud Computing provider).

Again a table with these risks was presented to the experts and they were asked to point out

the potential risks they consider as the most relevant.

The table with the results is presented below:

14 T . o . .
Each potential risk was already developed in more detail in the Literature Review
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Table 6 - Cross between experts and the Literature Review regarding Cloud Computing main risks

Cloud Computing Potential Risks

Literature Abel
Aguiar

Orlindo Eduardo Pedro Carlos

Review Santos Fitas Lopes Lourengo

Jorge

Sousa

TOTAL

Rebustand high-speed internet 0 0

connection

Security and privacy of confidential data e g e

Difficult to meet some legislation O g

standards

Availability, reliability and downtime of

the service

Absence of a proper Service-Level G

Agreements

® @ oe

Lack of audit of the Cloud provider

@

Little control over the services offered by
the Cloud providers

Difficult of migration between Cloud g

service providers

Vendor lock-in

e o e e
@

@ e
@ e

Difficult in some applications to createa

customer differentiation (Carlos g

Lourengo)

Once again it was asked to the experts to point out other risks they belived were not
mentioned in the table above. The expert Carlos Lourengo was the only that identified a new
one — the dificulty in some applications to create a customer differentiation, for example it is
not easy to offer a different service to a premium client and another one to an ordinary
customer for instance in an application as email. Concerning the analysis of the table is
possible to identify as the most relevant risks, according to the Literature Review and the

experts, the security and privacy of confidential data, absence of a proper SLAs, Difficult of

migration between Cloud Provider, and finally the vendor lock-in.

3.3.2 The Management of Cloud Computing services — 2™ Dimension

According to experts as Abel Aguiar, Eduardo Fitas and Jorge Sousa, it is crucial for a manager
that wants to use Cloud Computing services that he or she has a good knowledge of the
concept of Cloud Computing. This knowledge can be measured by the dimension above
analyzed. In addition and according to the experts Carlos Lourenco and Jorge Sousa and

authors as Mark Williams [Williams, 2010] and Christopher Barnatt [Barnatt, 2010] it is also
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important that the managers of the SMEs are not only aware of the potential risks but also

know the right procedures to overcome and safeguard from them.

Finally, some authors [Williams, 2010; Sosinsky, 2010; Rhoton, 2011] and experts as Abel
Aguiar, Eduardo Fitas and Pedro Lopes also mentioned the crucial importance of having SLAs
(service Level Agreements) and KPI (Key Performance Indicators) as a sign of maturity

regarding the utilization and management of Cloud Computing services.

This way, three important factors can illustrate how Cloud Computing services are being
managed and how mature are these managers towards this technology. According to authors

from the Literature Review and our pool of experts the three as aspects are then:

e The knowledge of the concept Cloud Computing
e The procedures to overcome potential risks of Cloud Computing
e SLAs and KPIs

These three aspects are also based on two of the dimensions of the Cobit Maturity Attribute
Model. As already mentioned before, the Knowledge of the concept of Cloud Computing is
based on the Awareness and Communication dimension whereas the procedures to overcome
potential risks and the utilization SLAs and KPIs are based on the Policies, Plans and Procedures
dimension. As the Knowledge of this technology has been already discussed above, the last

remaining aspects of the maturity are addressed below.

The procedures to overcome potential risks of Cloud Computing

Taking into account the main potential risks and the most quoted procedures to overcome

them, mentioned by the Literature and by our pool of experts, the following table is created:

Table 7 — Procedures to overcome Cloud Computing potential risks

Cloud Computing Potential Risks

Procedures to Control the Main Risks

Robust and high-speed internet connection

The company should upgrade its SLAs with its ISP and developing a proper continuity plan to ensure
continued access to network infrastructure and Internet technologies (e.g. wireless access as a continuity
option for fixed line downtime) [Enslin, 2012].

Security and privacy of confidential data

According to the expert Abel Aguiar and the author Christopher Barnatt [Barnatt, 2010] the companies
could control this potential risk by establishing a Cloud computing Policy specific to the company and by
ensuring safe access to the cloud (related with usernames and passwords needed to enter in the Cloud
applications of the company, for example ensure online security and constantly update firewall and
antivirus).

Absence of a proper Service-Level Agreements

The company should draw a proper and enforceable (both legally and logistically) SLAs and other
contracts with the Cloud Computing provider, which should include remedial and penalty-related
agreements. These contracts and SLAs should be inspected by a team of IT, business and legal
professionals [Enslin, 2012].

Vendor lock-in

The experts Orlindo Santos, Pedro Lopes and the author Mark Williams [Williams, 2010] argue that the
Cloud Computing provider should be selected with great care, using a meticulous selection and approval
process, to minimise the possibility of the enterprise wishing to change from one provider to another. If
possible, the company select a Cloud Computing provider that uses generally established standards to
ensure provider portability.

Jurisdiction problem and legal issues

The expert Abel Aguiar and the author Enslin [Enslin, 2012] argue Cloud contracts which could possibly
span juristic borders should be reviewed by legal advisors knowledgeable in international law.

Lack of audit of the Cloud provider

The company should secure that a third party enterprises audit the adequacy of a Cloud Computing
provider. This way the company will then be able to check a Cloud Computing provider level of
certification or accreditation in order to determine the relevant level of controls implemented by the
provider [Williams, 2010].




The more knowledge the managers of the Portuguese SMEs have regarding the procedures
illustrated in the table above, the more matured they are to embrace Cloud Computing

services.

SLAs and KPlIs

The KPI are deeply related with the Service Learning Agreements of the Cloud Computing
provider since they help to measure and control the level of the service provided [Williams,
2010]. Most of the suppliers which have SLAs use it more to protect themselves than their
customers [Williams, 2010], so it is important that the companies be aware of three important
key areas to consider when analyzing Service Level Agreements: Data protection; Continuity of
service and Quality of Service (QoS) [Williams, 2010]. The table below, based on the Literature
and on the experience from our experts, highlights some concerns the SMEs should have

regarding the performance of the service by the Cloud Computing provider:

Table 8 — SLAs and KPIs of Cloud Computing

SLAs Description
Data Protection *  Inthe contract the company must know who owns the data [Barnatt, 2010]
v The expert Abel Aguiar argues the SMEs should know it the security of the Cloud Computing provider i tested and certified, preferably by an
independent aud.

¢ Inthe contract the company must know what happens to ts data copies if the business finsh or when the contract finsh [Rhoton, 2011].

Contimutyof Service ¢ The SMEshould know the notice period the CC provider has to give before any scheduled dowintime and to know how oftenthese schedule
downtimes occur. The company should have performance indicators to monitor the Cloud Computing provider [ Rhotan, 2011),
¢ Thecompany should measure the Cloud Computing provider downtime and the severity of the outages, The compensations by these outages
must be in contract if applicable [Willams, 2011,
Qualtyof Senvice QoS v Accordingto expertsas Orlindo Santos and Jorge Sausathe company should know how quickly resources e allocated dynamicall to overload

applications. The company should have performance indicators which could measure the Cloud Computing provider performance

¢ The company shou/d knowthe general QoS metrics the Cloud Computing provider has and be capable to compare themwith ts own
performance indicators [Williams, 2010].

Consequently and having into account the information present in the table above the
companies should have the KPI presented below in order to carefully measured the

performance of the service provided by the Cloud Computing company:

e Performance indicators to measure and monitor the possible length of downtime and

disruption of the Cloud Computing services;
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e Performance Indicators to assess the speed and flexibility with which the supplier of the
Cloud Computing allocates resources if there is an overload or if there is a fault in a server;
e Indicators of QoS (Quality of Services) so the company can measure internal the quality of
the service provided by the Cloud Computing company and compare it with the indicators

of quality the Cloud Computing provider claims to have delivered.

Consequently, it is possible to conclude that the more a manager of a Portuguese SMEs knows
about the three aspects presented above (knowledge of the concept of Cloud Computing,
knowledge about the right procedures to overcome potential risks and the use of SLAs and

KPIs), the more is the manager prepared and mature to manage Cloud Computing services.

3.3.3 How Portuguese SMEs are using Cloud Computing — 3" Dimension

This chapter addresses the last dimension of this work. First, this works strives to understand
the Service and Deployment models the Portuguese SMEs are using currently, and if in the
future it is expected they change or use other type of Service or Deployment model in their
organization. Then, this dissertation aims also to identify in which areas of the value chain
Cloud Computing is being currently used and which areas are expected to be explored in the
future by the Portuguese SMEs. In addition, it is noteworthy to learn if the managers are using
Cloud Computing services in crucial areas of their business or in contraire they are using it just

in support areas.

The type of Service and Deployment Models used by Portuguese SMEs

This dimension strives then to understand which type of Service Models (SaaS, l1aaS and PaaS)
and Deployment Models (Public, Private, Hybrid and Community) are the Portuguese SMEs
using. According to the perception the experts have about the reality of the Portuguese SMEs,
the most important Service Models are the SaaS and laaS. According to Eduardo Fitas, SaaS is
more used for basic and commoditized applications as web hosting and email. Eduardo Fitas
argues that SaaS could be a way of leveraging productivity and competitiveness levels to
companies that do not have technological solutions to support their business. Concerning laas,
Abel Aguiar see this Service Model being utilized by Portuguese SMEs mainly as storage,
backup services, and as a way to considerably decrease the costs with data centers.
Concerning Paa$, Carlos Lourenco argues that although very important this service can be seen

more as a “future bet” for SMEs.
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When it comes to Deployment models all the experts believe today the most used deployment
model is still the Private one. According to Jorge Sousa there is still a lot of mistrust and
suspicion with issues as privacy and security what lead SMEs to prefer to opt for that option.
Nevertheless, the experts believe that with the increasing use of Cloud Computing the

Deployment Model more used will be the Hybrid or even the Public.

This way, this dimension allows identifying what Service and Deployment Models are being
used by Portuguese SMEs and compare them with the experts’ perceptions. With that purpose
in mind and to analyze this dimension the main characteristics of the Service Models and the
Deployment models have been extracted from the Literature Review and asked in the on-line
questionnaire made to the SMEs. The tables below highlight the most important

characteristics of the Service and Deployment Models.

Table 9 - Cloud Computing Service Models

Service Models Main characteristics Well known Services
$aa5 — Software as a Service +  Provides complete business applications delivered through the internet [Williams, 2010]; +  5aa% E-Mail: Gmail; Yahoo; Hotmail.
+  No need to be installed in the PC [Williams, 2010]; v Office SaaS: Google Docs; Google Apps; Zoho;
+  Much reasonable priced then the installed software [Ma, 2007]; Acrobat; Windows office web apps; SlideRocket.
«  Maore user friendly and simpler than installed software [Neves etal, 2011]; +  5aa5 Desktops: StartForce; Eyeos; IT Farm.
v Upgrade of the software easier and faster than the traditional locally installed software [Miller, 2008];  » SaaS  Business Applications:  Zoho  creator;
+  Compatibility issues are non-existent since all the users have the same version [Miller, 2008]. SalesForce; ADP; Clarizen; NetSuite; Webex;

* 53as  online storage: Dropbox;  LiveDrive;
Box;Windows Skydrive.

Paas - Platform as a Service ¢ Astable environment where the user can create, test and deploy web applications Williams, 2010]; +  Google app enging;
* An end-user with some programming knowledge can with a relatively minimum cost create an ¢  Force.com;
application and deliver it worldwide [Boniface et al, 2010]; ¢ Windows Azure;
*  Paasis starting to become the main trend for software development [Cuietal, 2011] ¢ 7oho crestor.
1aas - Infrastructure as aService e  |aaS vendor hasically rents computer hardware and administrative services need to store and run  »  Amazon web services (AWS);
applications in the Cloud [Bakshi, 2001]; v Gogrid;
+  Allow companies to migrate all their data, applications and programs into the Cloud [Barcomb, 2011]; *  Rackspace

*  The CAPEX necessary to be a competitive laaS provider is extremely high [Barnatt, 2010] which makes
difficult for small players to compete in this service model [Barnatt, 2010].

Table 10 — Cloud Computing Deployment models

Deployment Models Main characteristics

Private Cloud v There iz a rent of an effective physical part of a data centre which is entirely dedicated to the customer that paid for that service [Sosinsky, 2011]
v Totally separated from the cloud hardware used by other consumers [Liao and SU, 2011];
v This category is considered as the safest form deployment model [Zheng et al, 2011];

Community Cloud v This deployment model could be managed by the organization or by a third-party [NIST, 2008];
v Several organizations shared the same cloud infrastructure and have similar objectives, rules and concerns [Choubey et al, 2011].

Hybrid Cloud +  Combination of the two different rent options, the private and the public [Makris et al, 2011];
¢ The customer rents dedicated physical servers as in the Private Cloud but also rents virtual servers [Zhang et al, 2010].

Public v Alzocalled the Cloud Hosting is the opposite of the Private Cloud, the customer rents the virtual servers {instances) on a pure demand basis [Sosinsky, 2011];
v Customers share the instances with other customers and they do not know the exact location of the physical data centre [Barnatt, 2010];
+  [tisthe cheapest category of the fourand the option that allow the companies to save more maney in [T costs and to benefit the mast from scalability and
flexibility advantages [Barcomb, 2011].




The areas of the value chain using Cloud Computing services

In addition, another objective, as already mentioned, is to understand in which areas of the
value chain are the service models being applied currently and which areas are the Portuguese
SMEs expect to explore in the future. Therefore, and as the companies analyzed are from
different sectors we opted to used the Porter value chain model since it is a framework
globally accepted which can be easily adapted to companies from different sectors and with
diverse strategies [Porter, 1998]. In order to understand in which areas Cloud Computing is
being utilized by the Portuguese SMEs, it is necessary to know which main characteristics have
some of the Cloud Computing services especially designed for the different areas of the value

chain. This way, the following tables™ have been created:

Table 11 — Primary Activities main characteristics and services

Value chain areas Examples of CC services Main characteristics

[PRIMARY ACTIVITIES)

Inbound logistics

*  ASP Global services * Inventory & Warehouse Management System;

»  EZopen + Solutions designed to address critical supply chain
manzgement processes, including order management,
inventory management, demand/supply synchronization,
spend consclidation, logistics wisibility, multi-tier visibility,
manufacturing visibility and eco-compliance;

v  Applications to reduce direct materials costs, increase
supply azsurance, cut cycle time, reduce buffer inventories,
improve operational efficiencies and increase flexibility.

Manufacturing

% Plex Systems # Fully integrated on demand performance manufacturing
' Amitive software system;
# There are applications for companies that outsource
manufacturing and mult-enterprise business networks;
»  Applications to a3coess to  operational dats, allowing
managers to make better decisions and continually
improve their processes.

Outbound logistics

#  Cube Route Inc. #  Applications of sophisticated routing, tracking and planning
*  Transwide functionality is used to optimize routes as well as track and
meonitor fleets in real time - at the lowest possible cost;

« Applications to improve the process of replenishment
planning, order processing, tramsportation load building,
fleet management and transportation route planning;

« Applications  for reaktime visibiity and collaboration
between all actors of the logistics process.

Marketing and sales

*  S3lesForoe ¢ applications to manage sales data and processes online.
*  Act-on The contacts of the customers and their records are al
»  almamarketing available from the cloud;

v Colzborative tools between sales representatives and
marketing teams;

« Applications for B2B marketing and sales induding email,
web forms, website visitor capture, event management,
and partner marketing portals.

Service

*  FRapidCase »  Applications which could improve customer support for
+  Banckle Remote Access example trough  empowerment of call center support
representatives to handle calks from first-time and existing
customers much faster;
+  Applications which provides secure 1T helpdesk support for
the company’'s dients

15

The Cloud Computing applications in both tables were chosen from two independent Cloud Computing directories:
www.cloudbook.net and www.saas-showplace.com . The applications were chosen randomly but that fit the respectively value
chain areas.
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Table 12 - Primary Activities main characteristics and services

Value chain areas Examples of CC services Main characteristics
(SUPPORT ACTIVITIES)
Corporate structure s Adaptive Planning - By Adaptive Planning (Finance) * Finance - On-demand budgeting, forecasting, and
*  ActionStep (ERP) reporting solutions. Set of planning components, financial
s  Business Design Corporation (Planning) statements, metrics, automated consclidation, data entry

sheets, multi-dimensional data collection;

* ERP - End-to-end business system including Marketing-
CRM-5ales-Operations-Accounting-HR. Multi-divisicnal,
multi-currency and integrated accounting;

*  Web-based app to consistently document and easily
implement standard operating procedures.

Human resources *  Mongoose Recruitment System — By Mongoose * Allows to manage Job Orders and Assignments,
* Time and Attendance Software - By NextPunch Candidates, and Client;
*+  Web Timesheet - By Pacific Timesheet s Help to collect the hours employees are working, where

they are working from and what they are working on via
the web, telephone and mobile devices;

* Web-based payroll timesheet, project time tracking, time
off management, time and attendance features.

Technological development *  AccelOps, Inc * Assure  service reliability via integrated datacenter
*  Accept Software moenitoring, alerting, analysis and reporting;
* Applications to integrated end-toc-end product inncvation
management solution;

Procurement *  Absolute Value; * Formulas to forecast and multi-site replenishment solution
*  SupplyOn AG; for distributors. Applications that allow users to reduce
*  PurchaseControl inventory levels;

s Applications to facilitate procure-to-pay, implementation
of consumption-controlled logistics concepts and support
for customs-relevant processes;

&  Purchase Order Control

Moreover, trough the questionnaire, it is also analyzed if the SMEs are using a specific
application for each area of the value chain, or if they are using a more end-to-end application

(including services and applications suitable for more than one area of the value chain).

3.4 Research Questions, Dimensions and Variables and Research Hypothesis

As mentioned already in this dissertation the Research Questions are the following:

1. Are the managers of the Portuguese SMEs aware of Cloud Computing main
characteristics, advantages and potential risks?

2. How are the managers of the Portuguese SMEs managing Cloud Computing?

3. Which Services and Deployment Models are used in SMEs value chain currently and in

the future?

In order to be able to answer these Research Questions it is crucial to gather and analyze a

considerable amount of information. It is very important to understand the dimensions and its
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variables, which influence and help to answer to the Research Questions illustrated above. In

conclusion of the previous chapter the Dimensions and its variables are the following:

1. The knowledge of the Concept of Cloud Computing, which relates to the knowledge and
awareness the managers of the Portuguese SMEs have about this technology. This dimension

has as variables the awareness of the term Cloud Computing, the knowledge of Cloud

Computing main characteristics, the knowledge of Cloud Computing main advantages and

finally the knowledge of Cloud Computing main risks. In addition also have as variables the

Reasons and fears behind the adoption of Cloud Computing

2. The Management of Cloud Computing services which evaluates how are the managers of

the Portuguese SMEs managing this technology. Its variables are the Knowledge of the concept

of Cloud Computing, the use of the procedures to overcome some of the potential risks and

finally the knowledge and proper use of SLAs and KPIs.

3. How Portuguese SMEs are using Cloud Computing services that evaluates what kind of
Service Models and Deployment Models have being used by the managers of the Portuguese
SMEs currently and also strives to understand what types are expected to be used in the near
future. In addition this work strives to understand in which areas are the managers of the
Portuguese SMEs currently using Cloud Computing and what areas are expected to be

explored in the future with this technology. The variables are the Services and Deployment

Models used currently and in the future and what areas of the value chain are the SMEs using

Cloud Computing, trough which is also possible to conclude if Cloud Computing is being used in

primary or support areas for SMEs. In addition is also verified if the applications used are end-

to-end applications or more specific to a single area.

In order to successful answer the Research Question and bearing in mind the Dimensions and

its variables the following Hypothesis are formulated:

H1. Portuguese SMEs managers are aware of Cloud Computing main characteristics,

advantages and drawbacks

This hypothesis tests the knowledge the managers have concerning the concept of Cloud

Computing. This hypothesis is directly related with the first dimension.
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H2. Are Portuguese SMEs managers prepared to manage Cloud Computing services

This hypothesis tests if the Portuguese managers are already mature to manage and use cloud
Computing services. This hypothesis is related with the second dimension and it is directly

dependent of the sub-questions below.

Cloud Computing can be considered as an outsourcing service [Barnatt, 2010], and this way it
is crucial that it has proper and robust SLAs - Service Learning Agreements [Huang and Goo,
2009]. According to C. Derrick Huang and Jahyun Goo [Huang and Goo, 2009] the “SLAs have
proven to be effective tools for managing outsourcing engagements” and consequently the
Portuguese SMEs managers should be aware and use these contracts in order to effectively
manager Cloud Computing services. The author Alea M. Fairchild [Fairchild, 2004] also
mentions Key Performance Indicators (KPIs) as for example Quality of Services (QoS) as a way
to improve unexpectedly poor service quality and increase the value added of SLAs. To
achieve an efficient management of outsourcing services as Cloud Computing it is important,
besides a good utilization of SLAs and KPIs that the company adopts risk management
practices [Ari set al, 2008]. These risk management practices concerning Cloud Computing
have been based on the Literature Review and our pool of experts and can be found on the

table 8, section 3.3.2.

H2.a - Portuguese SMEs managers have proper SLAs and some KPI concerning Cloud

Computing services

This hypothesis is directly related with the H2 and it is one of the hypotheses to
identify how are the SMEs managing Cloud Computing. This hypothesis is related with

the second dimension.

H2.b —The Portuguese SMEs managers are aware and use some of the procedures to

overcome some potential risks of Cloud Computing

This hypothesis once again is directly related with the H2 and tests the knowledge the
managers have regarding the procedures to overcome potential risks. This hypothesis

is related with the second dimension.
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H3. Currently, the service model more used by the Portuguese SMEs in their value chains is

the laa$S and the deployment model used most is the private

This hypothesis tests what Service Models and Deployment Models are being used currently by
the Portuguese SMEs. In addition this hypothesis will test the experts believe about the Service
and Deployment Models currently used by the managers of the SMEs. This hypothesis is

related with the third dimension.

H3.a - In the future, the majority of the SMEs will continue to use the same service

Model and Deployment model they are currently using.

This sub-hypothesis tests what is expected to occur in the future regarding Service and

Deployment Models utilization. This hypothesis is related with the third dimension.

H3.b -The Portuguese SMEs do not use and their managers are also not think of
using, in the near future, Cloud Computing services in their value chain Primary

activities

This hypothesis tests to what extent is Cloud Computing being utilized by the
Portuguese SMEs in critical areas of their business or if it is being utilized more in

support areas. This hypothesis is related with the third dimension.

H3.c — The Portuguese SMEs use more single and specific applications rather than

integrative/end-to-end applications

This hypothesis tests if the Portuguese SMEs use integrative application or in contraire
use more single and specific applications. This hypothesis is related with the third

dimension.

In conclusion, all of these hypotheses were created based on the adaptation of the Cobit
Attribute Maturity Model, the model of the Porter value chain, the Literature Review and the
contributions of the experts. Consequently and to sum up, these hypotheses are directly

related with the dimensions defined in the previous chapter:

e Hypothesis 1 relate to the Knowledge of the Concept of Cloud Computing dimension.
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e Hypotheses 2, 2.3, 2.b and 2.c relate to The Management of Cloud Computing services
dimension.
e Hypotheses 3, 3.a and 3.b relate to How Portuguese SMEs are using Cloud Computing

dimension.

3.5 Data Collection

In order to gather the necessary information to address the Research Questions an online
questionnaire has been made'. The online questionnaire was send to several PMEs from
diverse sectors and in a random way. The contacts of the companies have been acquired
through networking and personal contacts, trough web engines and finally trough the report
made by Didrio Econdmico and Banco Espirito de Santo called “PME Lider 2011” [Didrio

Econdmico, 2011].

The survey was available and online since the beginning of April 2012 until 10" of May 2012. In
order to do this questionnaire an online software specialized in surveys has been used called
QuestionPro®’. A total of 142 of SMEs have opened the questionnaire, 140 have started but
just 118 have actual completed it. The analysis is focused only on the SMEs that have

completed the entire questionnaire.

Consequently, to interpret the results obtained from the questionnaire a statistical analysis is

performed.

3.5.1 Variables from the on-line questionnaire
The table below is a summary of all the variables used in the analysis of this work in order to

answer the main Research Questions:

6 . . . . .
! Appendix 6 — The on-line questionnaire questions
v www.questionpro.com
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Table 13 — Dependent variables, Independent variables and Control variables

Dependent Variable

Knowledge of the Cloud Computing concept

The use of Cloud Computing services by Portuguese SMEs

Independent Variables

The Management of Cloud Computing services

How Portuguese SMEs are using Cloud Computing services

Control Variables

SMEs characteristics

Dimension Variables

e Size

Awareness of the term Cloud Computing and its use

e Sector

Knowledge of Cloud Computing main characteristics

e  SMEs turnover

Knowledge of Cloud Computing main advantages

e Annual % invested in ICTs

Knowledge of Cloud Computing main risks

e N2 of employees w/ ICTs functions

Reasons and fears behind the adoption of Cloud Computing

e The responsibility of the maintenance of the ICTs

Knowledge of the procedures to overcome potential risks

Service & Deployment models

Value chain areas

SLAs and KPls

Dependent Variables

The dependent variable is The use of Cloud Computing services by Portuguese SMEs and

measures to what extent are the Portuguese SMEs using this kind of services and how they are

managing this techonology.

Independent Variables

Knowledge of the concept of Cloud Computing — this variable identify the Portuguese SMEs

which know what Cloud Computing is. Moreover, identifies from those SMEs which actually

knows the technology what characteristics, advantages and potential risks the managers

consider as principal. In addition this independent variable also identifies the main Reasons

and Fears behind the adoption of Cloud Computing. This variable is tested by questions Q7,

Q8, Q9, 010, Q11,Q12,Q13 and Q14.
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The Management of Cloud Computing services — this variable strives to identify how

Portuguese SMEs are managing Cloud Computing services. ldentifies which SMEs know about
the procedures to overcome the potential risks of Cloud Computing and which SMEs have SLAs

and KPIs. This variable is tested by questions Q15, Q24, Q25 and Q26.

How Portuguese SMEs are using Cloud Computing services — this variable strives to identify

what type of Service and Deployment models are being used by the Portuguese SMEs. In
addition also identify in which areas of the SMEs value chain is Cloud Computing being used
and if those areas are crucial or not to the core of the organization. This variable is tested by

the questions Q16,Q17, Q18, Q19, Q20, Q21, Q22 and Q23.
Control variables
The group of the SMEs characteristics has the following control variables:

o Size (1-9 employees=1, 10-50 employees=2, 50-250 employees=3, more than 250
employees=4). And is tested by the question Q1.

e Sector (Agriculture, Hunting and Fishing=1; Retail food, Beverages and Tobacco= 2;
Automobile sector=3; Rubber and Plastic Materials=4; Retail=5; construction=6; Electricity,
Gas and Recycling=7; Electronics and Mechanics=8; Extractive Industry=9; Computers and
IT sector=10; Wood and cork sector=11; Paper, Card and Graphic Arts=12; Metal and Steel
Products=13; Chemistry sector=14; Textile, Clothing and Footwear=15; Transport
sector=16; other — indicate the sector=17). This variable is tested by the question Q2.

e Turnover (Less than 2 million=1; Between 2 and 10 million euros=2; Between 10 to 50
million euros=3; More than 50 million=4). This variable is tested by the question Q3.

e Annual % invested in ICTs (Less than 1%=1; From 1% to 5%=2; From 5% to 15%=3;More

than 15%=4). This variable is tested by question Q4.

o N2 of employees w/ ICTs functions (None=1;Between 1-5=2; Between 5-10 = 3; Between

10-20 = 4; Greater than 20 =5). This variable is tested by the question Q5.

e Responsibility of the maintenance of the ICTs (An external organization=1; Employees of

their own company=2; Both situations=3). This variable is tested by the question Q6.

This group of control variables has been made in order to understand if the characteristics of
the Portuguese SMEs could somehow influence the use of Cloud Computing services. For
example to verify if a larger company is more aware of this technology or if the sector

influence somehow the use of this technology.
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Then, we have the control variables directly related with the Dimensions and independent

variables of this dissertation. The variables are the following:

Awareness of the Cloud Computing term and its use - This variable strives to understand if

the managers of the Portuguese SMEs actually know and heard of what it is Cloud
Computing, and if they use these services. As our experts have told, several Portuguese
SMEs are using Cloud Computing services without knowing they are using this technology.
This variable is tested by the questions Q7, Q8 and Q9.

Knowledge of Cloud Computing main characteristic — this variable is directly related with

the independent variable Knowledge of the Cloud Computing concept. Trough this variable
this work tries to identify which of the several Cloud Computing characteristics defined
previously, are the managers more aware of. This variable is tested by the question Q10.

Knowledge of Cloud Computing main advantages — this variable is directly related with the

independent variable Knowledge of the Cloud Computing concept. Trough this variable we
try to identify which of the several Cloud Computing advantages defined previously are the
managers more aware of. This variable is tested by the question Q11.

Knowledge of Cloud Computing main risks — this variable is directly related with the

independent variable Knowledge of the Cloud Computing concept. Trough this variable we
try to identify which of the several Cloud Computing risks defined previously are the
managers more aware of. This variable is tested by the question Q12.

Reasons and fears behind the adoption of Cloud Computing. With this variable it is verified

from those SMEs that actually use Cloud Computing services, the main reasons they had to
adopt this services and what kind of fears the managers felt before adopting this
technology. This variable is tested by the questions Q13 and Q14.

Knowledge of the procedures to overcome potential risks - this variable is directly related

with the independent variable The Management of Cloud Computing services. This variable
strives to understand which of the procedures to overcome potential risks the managers
use. This variable is tested by the question Q15.

Service & Deployment models. This variable is directly related with the independent

variable How Portuguese SMEs are using Cloud Computing services. This variable identifies
what type of Service Models (SaaS, PaaS and laaS) the PMEs are using at this moment and
what Service Models will use in the near future. The same happen to the Deployment

Models, this variable has the objective of highlighting the most used Deployment Models
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(Public, Private, Hybrid and Community) now and in the future by Portuguese SMEs. This
variable is tested by the questions Q16, Q17, Q18 and Q19.

e Value chain areas. This variable is also directly related with the independent variable How

Portuguese SMEs are using Cloud Computing services and verifies in which area of the
value chain is Cloud Computing being used now and which areas are expected to be
explored in the future. In addition it is also tested if Cloud Computing is being used in
Primary activities for the SMEs. This variable is tested by the questions Q20, Q21, Q22 and
Q23.

e SLAs and KPIs - this variable is directly related with the independent variable The
Management of Cloud Computing services. This variable strives to understand to what
extent are the Portuguese SMEs managers using SLAs and KPIs while using Cloud

Computing services. This variable is tested by the questions Q24, Q25 and Q26.

3.6 Data Analysis Method

The analysis of the data has been made in four different stages. First, it has been made a
profile of the Portuguese SMEs of the sample taking into account the SMEs characteristics
control variables mentioned above. Secondly, the data and information has been segmented
according to the three independent variables. The results of the on-line questionnaire have

been, this way, all presented and the main conclusions analyzed and discussed.

Third, it was crucial to understand if some the SMEs characteristics control variable could
somehow influence the Dimension control variables and therefore influencing some of the

independent variables. The control variables which have been analyzed are the following:

Crosstabs 1 — Size Control variable. This SMEs characteristics control variable is crossed with
several Dimension Control variables as the utilization of Cloud Computing; Reasons and Fears
behind the adoption of Cloud Computing; the use of SLAs and finally the Service and
Deployment Models. The objective is to understand to what extent can the size of a company

influence those dimensions

Crosstabs 2 — Sector Control variable. This SMEs characteristics control variable is crossed with
several Dimension Control variables as the utilization of Cloud Computing; Reasons and Fears
behind the adoption of Cloud Computing; the use of SLAs and finally the Service and
Deployment Models. The objective is to understand to what extent can the sector of a

company influence those dimensions.
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Crosstabs 3 — SMEs Turnover Control variable. This SMEs characteristics control variable is
crossed with several Dimension Control variables as the utilization of Cloud Computing;
Reasons and Fears behind the adoption of Cloud Computing; the use of SLAs and finally the
Service and Deployment Models. The objective is to understand to what extent can the annual

turnovers of the SMEs influence those dimensions and in which way.

Crosstabs 4 — SMEs annual invested in ICTs Control variable. This SMEs characteristics control
variable is crossed with several Dimension Control variables as the utilization of Cloud
Computing; Reasons and Fears behind the adoption of Cloud Computing; the use of SLAs and
finally the Service and Deployment Models used by the SMEs. The objective is to understand to

what extent can the annual investment in ICTs of a company influence those dimensions

3.7 Chapter conclusion

In this chapter the Research Methodology is presented, where it is explained how the Research
Model is structured in order to address the objectives of this dissertation. Then, the Research
Model is presented and it is divided into the tree main Dimensions: The knowledge of the
Cloud Computing concept; The Management of Cloud Computing services and How the

Portuguese SMEs are using Cloud Computing services.

After the explanation and analysis of the reasoning behind the Research model, the Research
Hypothesis are presented as the way to achieve the objectives and answer the Research
Questions purposed by this work. Moreover, it is presented in this chapter the Data collection
processes and procedures as well as the variables defined of the on-line questionnaire. Finally,

it is briefly described the data analysis method developed in the next chapter.
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IV. RESULTS AND DISCUSSION

4.1 Chapter introduction

In this chapter it is discussed the main conclusions of the on-line questionnaire. Through this
analysis it is expected to gather the necessary data and information to address the Research
Questions of this work, thus understanding to what extent are the Portuguese SMEs using and

how they are using Cloud Computing services.

The results and its discussions are divided into four main dimensions: the SMEs’
characterization profile and the three dimensions direct related to the independent variables.
After, it is studied the influence of some of the SMEs’ characteristics control variables , namely,
the Dimension of the SMEs, its economic sector, SMEs’ turnover and finally the Portuguese
SMEs investment in ICT. It is tested how these characteristics can influence the utilization of
Cloud Computing, the reasons and fears behind its adoption, the Service and Deployment

Models used and the utilization of SLAs and KPlIs.

4.2 Results and Discussion of the on-line questionnaire

In this section the data is characterized taking into account the answers given by the 118 SMEs
in four main domains. First the results from the SMEs characterization are presented, where it
is possible to acknowledge the SMEs dimension, their sector as well as their IT investment.
Then, the results are presented bearing in the mind the tree independent variables defined
above: Knowledge of the Cloud Computing concept; The management of Cloud Computing

services and How are the Portuguese SMEs using Cloud Computing services.

4.2.1 SMEs’ characterization and IT investment

In the table above are presented the results related with the Dimension and Economic CAE of
the SMEs of the sample. It is noteworthy to state that two SMEs (1.69%) have answered their
employees were more than 250, consequently, their questionnaires have been excluded. This
happened since according to the European Union a company to be considered a SME must

have less than 250 employees and a turnover equal or inferior to 250 million euros®™.

'® http://ec.europa.eu/enterprise/policies/sme/facts-figures-analysis/sme-definition/index_en.htm
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Therefore, the rest of the questionnaire results are from the 116 SMEs which fulfill the

requisites of a SME.

Table 14 — SMEs’ Characterization

SMEs’ characterization

Dimension of the SMEs (Question Q1) % SMEs’ Economic CAE (Question Q2) %
1-S employees 14.41% | Fishing and aguaculture S 0B%
10-50 employees 43.22% | Mining and quarrying 7 549
50-250 employees 40.68% | Manufacturing 10.17%
More than de 250 employees 16%% | Electricity 0.85%
SMEs' Turnover (Question Q3) % Water 0%
Less than 2 million 20.349% | Construction 11.02%
Between 2 and 10 million euros 40.68% | Trade/Commerce 11.02%
Between 10 to 50 million euros 38.98% | Transportationand storage 7.63%
More than 50 million 0% Hotels and restaurants 7 545
- Information and Communication Technology 15,250
- Real estate £.78%
- Consultancy activities 09372%
- Administrative Activities 7 545
- Education 7 54%
- Human health activities 4.74%
- Artistic Activities 1.60%
- - Other service activities 6.78%
- Other 0%

The next table presents the results from the questions which main goal is to understand the IT

investment being made by the Portuguese SMEs of the sample.

Table 13— SMEs’ investment in ICT

SMEs' Investment in ICT

SMEs' total hudpet invested annually in ICT (Question Q4| % SMEs n2 of employees with functions related with IT |Question 05) %
Less than 1% 24.58% None 13.53%
Between L% to 5% B4k Between1-5 40.34%
BetweenShto 15% LA% Between5-10 18.4%%
Morethan 15% 11.86% Between10-20 B 4%
The maintenance of the infrastructure and ICT services of % Greaterthan 20 5.k
the SMEs | Question Q6 |

Aneyternal organization 9.24%

Employees of their own company 36.13%

Bothsituations 13.70%

The company does not have ICT services 1052%%




When analyzing both tables, it is possible to conclude that the majority of the companies of
the sample have between 10 and 250 employees. The companies from the survey are mainly

from the IT sector, Trade/Commerce and Construction sectors.

Concerning the turnover, the majority of the SMEs from the sample have annual turnover
between 2 million to 250 million euros. Related to the investment in IT, the total budget
invested in IT by the Portuguese SMEs is mostly from 1% to 5% and their employees with
functions related with IT are from 1 to 5. In addition, when it comes to the responsibility for
the maintenance of the IT infrastructures and services, according to our sample the majority of
the companies of the survey have their own employees in charge or the SMEs have a mix

situation (both their own employees and an external organization).

4.2.2 Knowledge of the Concept of Cloud Computing — 1** Dimension

When it comes to the knowledge of the concept of Cloud Computing, the results from the on-
line questionnaire allows to understand and analyze three main domains: i) the awareness and
understanding the SMEs have about the Cloud Computing term; ii) the fears and reasons
behind the adoption faced by the SMEs that already use this technology services; and finally,
iii) the knowledge of the Concept of Cloud Computing. The knowledge these SMEs have

regarding Cloud Computing main characteristics, advantages and potential risks.

i) Awareness and understanding of the Cloud Computing Concept

First through the results from the questions 7, 8 and 9 it is analyzed to what extent are the
Portuguese SMEs aware of the term Cloud Computing and also what SMEs from our sample
affirm they are already using Cloud Computing services. In addition, it is also tested if there are

some companies using Cloud Computing without knowing.
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Table 16 — Awareness and the understanding of the concept of Cloud Computing

Awareness and understanding of the Cloud Computing Concept

SMEs that have heard the term Cloud Computing |Question Q7) % The IT services used by the Portuguese SMEs (Question 8) %
Yes 79.66% Email hosted on the web 21.97%
No 20.34% Web-hosting 16.25%
SMEs that affirm they use Cloud Computing services o Instant messaging and chat hosted on the web 11.21%
(Question 09)

Yes 41.18% Collaboration tools such as Google Docs or crowdsourcing platforms 5.26%
No 48 74% Online office tools 6.86%
Donot know 10.08% Applications of online storage 15.10%
- - Management applications, web-based HR and SAP 3.85%
. - CRM applications based on websuch as SalesForce 2.1%%
- - Business Intelligence Applications hosted on the web 114%
. - ERP- integrated management systems onthe web 9.38%
- - Tools for creating, testing and implementation of web applications 1.25%
- - None of the above 4.35%
- - QOther 0%

It is important to state that the SMEs which have answered they do not know or that do not
use Cloud Computing services ended the questionnaire, meaning, these companies did not
continue the rest of the questionnaire. The main objective of this strategy has been to ensure
that, only the companies with a minimum knowledge of what is Cloud Computing answered to

the more specific questions about this technology.

Thus, in the rest of the questionnaire only the SMEs which actually know they are using Cloud
Computing services answered the other questions. This way, the following answers were from

the 49 SMEs that do use Cloud Computing services.

When analyzing the results from the table 16, it is possible to state that almost 80% of the
SMEs have heard of the term of Cloud Computing. What could be explained by the hype
surrounding Cloud Computing nowadays [Barnatt, 2010]. Nonetheless, only 40% of the SMEs
state they use Cloud Computing services. In addition, it is noteworthy and possible to conclude
that there are several SMEs using IT Cloud Computing services without realize they are using
Cloud Computing technology. In the graph below is a cross between the question 9 (if the
SMEs claim to use Cloud Computing) and question 8 (the use of several Cloud Computing
services). The circles highlight the percentage of companies that answered they do not know

or do not use Cloud Computing services but have affirmed to use some of the several Cloud
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Computing applications illustrated below. For example 24% of the SMEs that affirm they are
not using Cloud Computing services say they use applications of online storage as Dropbox,
which is a Cloud Computing service. The same happen with other Cloud Computing
applications described in the graph below. Taking into account the absolute value, 70 SMEs
have affirmed they do not use or do not know if they use Cloud Computing services but only 19
SMEs have stated they use none of the applications below, which means around 73% of the

SMEs are using Cloud Computing applications without even being aware of it.

Figure 6 — Cross between the use of Cloud Computing services and IT Cloud Computing services
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i) Knowledge of the concept of Cloud Computing

In the table below it is illustrated what characteristics, advantages and potential risks the SMEs

from the sample have considered as the most relevant regarding Cloud Computing.
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Table 14— Cloud Computing main characteristics, advantages and potential risks

Knowledge of the Cloud Computing Concept

CC's Characteristics % CC's Advantages %% CC's Risks »
iz & model in which software, protessing power, 25 86% | Flexible payment model 23.49% | The need for & fast and robust Intemst 16.88%
storage capacity. data backups, development tools, and
others are provided as a set of services over the Intemet
To benefit from Cloud Computing services the company  13.71% | Reduction of IT costs 28.92% | Possible decrease of security and privacy of sensitive Pl -]
necessarily requires an internet connection company data
A comipany and its employees can access the cloud from 6.86% | Faster and easier to update software 3 51% | Possibility of non-compliance of some legal requirements. 3.75%
any device [computer, tablet or mobile) and applications
A COMPanY CBn CORTIACT Cloud Sendces wWithout hdving To 49 Increpsed relisbility of the nebwork 4 21% Possibility that there are fails in the availability and [ or 13.13%,
diregtly contact the service provider of Cloud Compiting Company reliable on the Bccess to enterprize dath. Possibility of
dintime
Different companies may share the same Cloud 2.79% There are no compatibility issues of 0% 1.70% | Lackof robust SLAS that allow compensation for firms not 9.38%.
satisfied with the sendce provided by the Cloud
Computing vendor
A company can inCrease of decCrease the cloud services £% Can encourage innowvation 7.23% | Lack of audit to the firms proviging services of Clouwd  12.50%
according to their needs at 3§ pracise moment Computing
In & model of Cloud Computing the company pays the g f48; | Possibility of employees access the g 4% | Oifficudties in the wansition berween Cloud Computing  6.25%
service 1o the Cloud Computing provider on what the Coud and work in any device and senvice providers
company actually usefconsume. A model known as pay- amywhere they are (as long as they
per-use have internet access)
The models of cloud computing services are the most  15.57% | Speed of implementation 4B72% | Uitde comired In the serdces [ products soid by the 250%
common: 5aa5 (Software as a Service), Paas (Platform as companies of Cloud Computing
a Service) and 1oa5 (Infrastructure as & Service)
CC's Deployment models modt common are Public, 128578 REJUCInG trangport costs 0.60% Too much dependence on the Clond Computing prowider 15.63%
Private, Community and the Hybrid that can generate a problem of lock-in. This problem of
lock-in is also linked to the difficulty of transition
between Cloud providers
- Applications are considerad wser- 2.41% | MNone 0%
fricndy
. Improving the competitiveness of the g63% | - -
SME
- New generation application will worked  422% | - -

in the Cloud

Enable companies to be Green.

4.23%




Taking into account the methodology and model defined, the results of the table above have
been compared with the main characteristics, advantages and potential risks defined by the
Literature Review and our pool of experts. This way is possible to understand to what extent
are the Portuguese SMEs managers having the knowledge of the most important features of

this technology.

Concerning the main characteristics, the first characteristic, also the one related with the
service models and finally the characteristic related to the pay-per-use model correspond to
the most important ones mentioned by the Literature and the experts. Nonetheless, the SMEs
mentioned also the need of an internet connection, characteristic which has not been stated

as one of the most important according to the experts and the authors of the Literature.

When it comes to the advantages, the answers of the SMEs are mainly focus on the reduction
of IT costs and the flexible payment model (both in line with the advantages of the knowledge
model created). In addition, they also mentioned as important the possibility the workers have
to work anywhere and from any device. When we compare to the main advantages from the
model created (advantages from the literature and the experts) is possible to conclude that
the Portuguese SMEs still do not understand the full potential of Cloud Computing services, for

example to foster innovation. The SMEs are still much focus on the reduction of costs.

In relation to the potential risks there is a match between the SMEs opinion and the opinion
from the literature and the experts in two risks: the security and privacy of sensitive company
data and the vendor lock-in. However, the SMEs state also that one potential risk is the need
of a fast and robust internet connection, a drawbacks that has not been mentioned as principal
in our model. Once again the issue of the internet connection is mentioned as critical for the
SMEs (it was also a main characteristic mentioned in the questionnaire), so one could conclude
that the direct relationship of Cloud Computing and the necessary use of the internet, is a

situation still sensitive for the majority of the Portuguese SMEs.

iii) Reasons and Fears behind the adoption of Cloud Computing

From the questions 13 and 14, the main objective is to understand what kind of doubts and
worries these SMEs had when they were thinking in adopting Cloud Computing services.
Moreover, it is also analyzed the main reasons and motivations behind the move to Cloud

Computing.
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Table 15 — Reasons and Fears of the adoption of cloud computing services

Reasons and Fears of the Adoption of Cloud Computing

Reasons for the adoption of CC (QuestionQ13) % Fears of the adoption of CC (Question Q14) %

Expected cost savings 31.86%. High costs 082%

Expected to improve the expected rate of retum on 7.08%. Security lssues 1049%

investment {ROI)

Support improvements 1o business processes 16.81%. “Lock-in" information in & single service provider B541%

Use of business models appealing to the customer 12.3% Lackof control over resources 8.20%.

Facilitate the implementation and delivery of new 15.93%. Inabilityto audit and assess performance measures 8.02%.

SENVices

Flexible sharing of resources 15.93%. Interoperability between service providers 0&4%

Nane of the ahave (% Dependence of the company / institution in 2 outsider 1967%.
Sevice provider

. . Lezal constraints b.56%.

When analysing the table is possible to understand that the main reason for the adoption of
Cloud Computing is still very correlated with the decrease of costs and costs savings. Cots
saving has been by far the most mentioned reason, with almost the double of the percentage
of the second reason. The reason of expected cost savings is in line with the main advantage
stated by the SMEs. On the other hand the fears are also close connected to the main riks the
SMEs have pointed out, namely, the problem with the security and the lock-in of the

information.

4.2.3 The Management of Cloud Computing services— 2™ Dimension

Alongside with a good understanding of the concept of Cloud Computing that has been tested
by the questions above, this dissertation aims to analyze how are the Portuguese SMEs
managing Cloud Computing in two other dimensions. On one hand, this works strives to study
what procedures the SMEs are following to overcome and to reduce some of the potential
risks of this technology. On the other hand, this dissertation aims to verify to what extent are
the managers aware and using SLAs and KPIs when dealing and contracting Cloud Computing

vendors.

Procedures to reduce potential risks

The table below illustrates then the results from the right procedures to reduce some of the

potential risks of using this kind of services and applications.
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Table 19— Procedures to reduce potential risks

The Management of Cloud Computing Services (l)

Procedures to control or reduce some of the Potential Risks (Question 015) %

The company updates its SLA withits I5P and develop 2n approprizste business continuity plan to ensure continued access to the 10.53%
infrastructure network and Internet access

The company setsa policy of using Cloud Computing specificto the company in order to ensure a more secure access to Cloud fgg 23.16%.
related to user names and passwords needed to enter the enterprise applications or forexample through a constantly updated
antivirus and firewall)

The company shall establish an appropriate and enforceable (legal and logistically) SLAs and other contracts withthe provider of 17.89%.
Cloud Computing, which must include corrective measures and penalties related to non-fulfilment of minimum services
established in the agreements, These contracts and SLAs should be inspected by a team of IT professionals and legal scholars

The company has a process for seledting providers of cloud computing rigorous, using a careful selection and approval process. If 10.53%
possible, the companyshould select 2 provider that uses cloud computing standards generzlly establizhed to ensure 2n easier
transition to another vendaor st its discretion

Contracts for Cloud Computing that can some how cross borders should be examined by legal counse | with expertisain internationa 6.32%
lzw

The company must ensure that the supplier of cloud computing services is sudited by third parties L.26%.
Mone of the above 26.32%.
Other 0%

From the table above it is clear that the majority of the SMEs do not use any of the above
procedures to overcome or reduce potential risks. Some of the SMEs have an internal policy

specific designed to the use of Cloud Computing.

The use of SLAs and KPIs by Portuguese SMEs

As already mentioned, another dimension to verify how the managers of the SMEs are
managing Cloud Computing has been the use of SLAs and KPIs. The table above contains the

information and the results about this dimension.

Table 20 —the use of SLAs and KPIs by Portuguese SMEs

The Management of Cloud Computing Services (I1)

The use of SLAs by the SMEs (Question 024) ] The use of KPIs by SMEs [Question 026) ]
Yas 32.65% Yes 20%
Mo 55.10% No 80%
Do not know 12.24% - -
The information present on the SLAs (Question 024) % The KPIs used by the SMEs (Question Q26) %
Your company knows who has control over the 18.035%. Performance indicstors tomeasure and monitor the 30%
organization's data possible length of downtime and disruption ofthe

cloud services
The company isawsre if any othercompany can have B.20%. Performance Indicators to assessthe speed and 30%
accesstoyour dats or ifthe company has contracted flexibility withwhich the supplier of the Cloud
service provider that can outsource to third parties the Computing service allocstes resources ifthereisan
security of your data overlosd orifthersisafaultin aserver
Specified in the contract what happens toback up of your 6.56% Indicators of QoS (Quality of Services) in order to A%
data ifthe supplier of the services or yourcompany closes compare internal data provided by Cloud

Computing provider
¥our company is aware of the security of the Cloud 3.28% -
Computing providerand knows how this security is
audited
Ifthe company knows how to report service problems and 12.11% -

in case of prolonged inactivity of the service ifthereis
alternative ways to access data / enterprise applications

The company knows the downtime and interruptions and 21.31% -
how these are measured

The company isaware of the delay time to restart or 14.75%. -
=witch to avirtual server fails

The company is aware of the key metrics QoS [Quality of 14 75% -

Service) used bythe supplier of the service of Cloud
Computing




Taking into account the information and the results of table, it is possible to state that only
32% of the Portuguese SMEs are using SLAs when contracting Cloud Computing services and
only 20% of the SMEs claim to have KPIs for measuring their Cloud Computing vendors.
Nevertheless, it is important to mention that, although there are few SMEs using SLAs, the
information present in their SLAs with a higher percentage is the downtime and interruption
times, and how are they measured. According to Mark Williams [Williams, 2010] this is the
most important information that should be present in an SLA or another type of contract
between the company and the Cloud Computing provider. Concerning the KPIs the most used
is the QoS, also very important in order to “confront” the Cloud Computing vendor with the

data it has provided [Williams, 2010].

4.2.3 How Portuguese SMEs are using Cloud Computing services — 3" Dimension

After analyzing which SMEs are using Cloud Computing and how are these SMEs managing and
prepare to deal with this technology, this work strives to understand and study how are the
Portuguese SMEs using Cloud Computing. Concerning this dimension this dissertation focus
mainly on what kind of Service and Deployment models the SMEs are benefiting from and in

which areas of their value chain is Cloud Computing being explored.

The Service and Deployment Models used by the Portuguese SMEs

In the graphs below is possible to understand the most used Service Models and Deployment

models currently used by the Portuguese SMEs.

Figure 8 — Service Models used by SMEs Figure 7 — Deployment Models used by SMEs

M Saas
M Paas
i laas

M Public Cloud
M Private Cloud

b Community Cloud
M Hybrid Cloud



Regarding the Service Models the results are in the line with the general believe of the experts,
is the laaS service model which is currently more used, followed by the SaaS. The same
happens with the Deployment models, being the most used models the Private and the Hybrid
ones as previously believed by our pool of experts. According to the expert Jorge Sousa, this

fact can be explained by the mistrust and suspicion that still surround Cloud Computing.

This work aims also to study what, in the future, are the expected tendencies regarding the use
of Service and Deployment models by the Portuguese SMEs. The graphs below are the results

of those findings:

Figure 9 — The use of different Service Model in the future by the Portuguese SMEs

M Saas
M Paas
M laas
M Yes
M No

From the graphs above one can conclude that just 34.7% of the Portuguese SMEs think in the
future to use and explore another Service Model. Nonetheless, from those 34.7% the most
relevant Service Model to explore in the future is the SaaS and PaaS models. These results
confirm the expectation of the expert Carlos Lourenco, who believes that PaaS will be
definitely a bet for the future of the Portuguese SMEs. The increase in the SaaS model, could
be explained by the incredible increase of SaaS applications in the last years [Barnatt, 2010].
According to Christopher Barnatt [Barnatt, 2010] in the future the majority of the software

applications will be delivery though the internet as a Cloud Computing model.

The Graph below illustrates the results concerning the Deployment models:
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Figure 10 - The use of different Deployment Models in the future by the Portuguese SMEs

¥ Public Cloud

M Private Cloud

i Community Cloud
M Hybrid Cloud

M Yes
H No

Once again, the majority of the Portuguese SMEs do not expect to change for another
Deployment model, only 38.8% of the Portuguese expect to try another Deployment model.
This tendency to increase the use of the Public and the Hybrid model is in line with the opinion
of our experts but also of some authors from the Literature [Barnatt, 2010; Sosisnsky, 2010;
Rhoton, 2011], who believe that with the increasing knowledge of this technology, issues as

safe and privacy will lose some importance.

The use of Cloud Computing in the SMEs’ value chain

Another objective of this work is to understand in which areas of the SMEs’ value chain is
Cloud Computing being explored. In addition, it is also tested if in the near future there are any

significant changes to the areas currently using Cloud Computing services.

The table below shows the responses of the SMEs to the questions 20 and 21, where there
were listed several applications characteristics for the several areas of the Porter Value chain

[Porter, 1998]
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Table 16 — Characteristics of the Cloud Computing services used by the Portuguese SMEs

Characteristics of the Cloud Computing services used by the SMEs

centre, supportthe delvery and replacement of products, clainms
sdminisoration and customer SUpport took

centre, support the delivery and replacemant of products, claims
sdministration and customer SLUDPOT ool

Currently |Cuestion 0200 % Expected tobe used in the Future [Question Q21) %

Tools for on-demand budgeting. forecsting and reporting soluthons. A1 12.16% Teals for on-demand budgetng forecasting and reporting solutions. All 2, 7%

companents of planrng, finandal state ments, consoldating merrics and components of planning Ainsndel state ments, contabdeting metrics and

automated tools automated tools

Web-based applications to document comsistent implement standard 10,145 Web-based applications to document consistent implement standard 13.64%

eperating procedures operating procedures

Applications that facifate the allocation of tasks among several 4.05% Applications that facilitate the allocation of tasks among several 6.EB2%

employees. Took to collectdata on the number of hours that employe s employess. Took to colectdata on the number of howrs that employees

wiork, they are working snd how they work: vidweb, phoneand [ of wiark, they aré woarking and how they work: wis web, phone snd [ ar

mobile devices mobile devices

Applications for payment of wages Web-based, time calculatiors of 1.35% dpplications for paymant of wages Web-<based, time calculations of 9005

workers allocated to each project and attendance of employees workers allocated to each project and attendance of employees

hanagement Tools for produd innowation, Applicationsof A& D 8.11% Management Tools for product innowvation. Applications of R & D 15.91%

crowdsaurcing and other collabarat on apploations and particpation in crovwdsourcing and other collaboratian appleations and participation in

the crestion of newprodues [ services the creation of new products [ sendices

Applications to facilitate the purchase of rinw materials and toals for 1.35% Applications vo facilitare the purchase of raw materisls and vools for 4 55

implementing the conoepts of consumaer-controlled logistics. Tools to implementing the concepts of consumer-controlled logistics. Tools to

predict the optimal amounts reqguiedto be ordered. Applicatons of POC predict the optimal amounts requined to be ordered, Applications of POC

[Purchase Order Contrel (Purchase Order Contral)

Salutions for order manageman, Motk management and | memory, 0.68% Solutions far arder management, stock mahagement and inventory, 4.55%

synchranization of demand [ supply, logistic proceises. Applications 1o mynchranization of demand [ supply, logisics processes. Applications 1o

reduce the costof direct materials, enhance quality and security of supply, reduce the cost of direct material, enhance quality and security of supphy,

reduce cydetime, improve operational efficiency and increase flexdbility reduce cyde time, improve operational efficiency and increase fAexibility

Software pystems to measure performance of the production system. 0.68% Software systems to measure performance of the production system. 4.55%

Teaols for better access to operational datm, allowing managers 1o make Teols for better acoess to operational data, allowing Managers 1o make

berter dedsiors and continuoushy improse production processes betver decisions and continuously improve production processes

Sophisticated applicatiors of route aptimization, through better 0.68% Sophisticated mpplications of route optimization, through better 2.27%

maonitoring in real time and better planning of routes. Applctions to monitoring in real time and better planning of routes. Applications to

improve the planning prooess of replenshment, grder processing. improve the planning process of replenishment, order processing.

construection, load tensponation and flest management. Tools for construction, load transportation and fleet management. Tools for

collaboration betwe en stakeholders in the logistics process collaboration between stakeholders in the logistics process

Agplicationfor management of sales data and processes online. Toolfar  10.14% Application for management of sales data and processes online, Tools for 18.18%

processing of data about customers and their records - available on any processing of data about customers and ther records - svailable on any

device. Marketing appiotions for organikzing and managing events, device. Marketing applications for organizring and managing evenis.

campaiprs of new products | services campaigns of new products | sendces

Tosls fof collsbaration betvesn team of tales and marksting taams T43% Taals for collaboration Betvween teams of males and Marketing teams 6.B25
 Applications 1o storage the backups of the companies 15.68% Applications to starage the backups of the campanies 05

Applications bo storage support data of the company 12.165% Applications to storage support data of the company 0

#gpplications to improve customarsupport. Tools and appiationsforcall  5.41% Applications to improwve customa r support, Tools and applications for call 11.26%




Support Activities

Activities

Support Activities

Primary Activities

It is important to mention that it was asked if in the future these SMEs were thinking of using

services and applications with different characteristics and objectives from the ones they are

currently using. 40.4% of the SMEs said they will, and this way, the results can be found in the

right column of the table above. As each line of the table above correspond to a service

characteristics, which is then linked to a specific area of the value chain, is possible to

understand in which areas of the value chain are the Portuguese SMEs using currently and in

the future Cloud Computing applications. Based on that information the following graphs are

presented:

Figure 11 —The use of Clo

ud Computing services in the SMEs’ value chain currently

Corporate Structure . ., ., . | 65,0%
Human Resources 5,.8%
Technological development -. | 8.8%
Procurement J 1.5%
Inbound Logistics | 0,7%
Manufacturing ] 0,7%
Outbowund Logistics J 0, 7%
Marketing and Sales - ] 10,9%
Service | 5.8%
I:l,i-}?é 10,05 20,0% 20,0% 4{:,-9% SEI,-B%- 60,05 70,0%
Figure 12 — The use of Cloud Computing services in the SMEs’ value chain in the future
Corporate Structure 15,9%
Human Resources 15,9%
Technological development 15,9%
Procurement | 4,5%
Inbound Logistics | 4,5%
Manufacturing | | 4,5%
Outbound Logistics | 2,3%
Marketing and Sales | 25,0%
Service | 11,4%
0,03 5,08 10,05 15,0% zn:-:u-:i. ::5:-::?-.' 30,0%
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It is possible to conclude by the graphs above that Cloud Computing services are being used by
Portuguese SMEs still in more support activities rather than primary activities. Nevertheless,
and by the results from the on-line questionnaire is expected that this situation in the future

will start to change, becoming a more balanced situation.

Finally, and to conclude the analysis and discussion of the results, this work also aims to verify
if the Portuguese SMEs are using more end-to-end applications or in contraire are using more
specific applications, for different areas and objectives. Taking into account the results from
the on-line survey, around 70% of the SMEs are using specific application rather than an

integrative, end-to-end application.

4.3 Influence of the SMEs characteristics control variables
As mentioned before, the SMEs characteristics control variables chosen have been the SMEs’
Dimension, its Economic CAE, its turnover and the investment in IT. The dimensions that have

been chonsen to test are:

e The utilization of Cloud Computing Services

e Reasons and fears behind the adoption of Cloud Computing services
e Service and Deployment Models used by the SMEs

e The utilization of SLAs

Crosstab 1 — Dimension of the SMEs

In order to understand if there is some association which could be consider as statistically
significant between the Dimension of the SMEs and the Variables above defined, it has been
used the chi-square test. This has been the test chosen since it allows to test “the influence or
impact that a subject’s value on one variable has on the same subject’s value for a second
variable” [Mehta and Patel, 1996]. According to the p Values and to the analysis made which
can be found in the appendix 7, the only association related to the Dimension of the SMEs
which can be considered as statistically significant is the association between the Dimension of

the SMEs and the fears behind the adoption of Cloud Computing services.

When analyzing the crosstab graph between the Dimension of the SMEs and the Fears the
SMEs had before adopting Cloud Computing services, one may conclude that the security issue
is much more present on the companies with lower dimensions, whereas with larger

companies the main concern was related with the potential lock-in of the vendor.
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Although not considered as statistically significant in the appendix 7, it is possible to see the
crosstabs between the other variables and the Dimension of the SMEs. For example it possible
to verify that from our sample the SMEs with 10 — 50 employees use more Community Cloud
than the Private (which has been considered as the most used Deployment model in the
sample), or that from the sample there is not a single company with 1 — 9 employees which use

SLAs.

To sum up, one may conclude that the Dimension of the SMEs do not has direct association
with the utilization of Cloud Computing, with the reasons behind the adoption, nor with the

Service and Deployment Models used or the utilization of SLAs.

Crosstab 2 — Economic Sector of the SMEs

Once again, and with the objective of understanding if there is some association which could
be consider as statistically significant between the Economic CAE of the SMEs and the
Variables defined, it has been applied the chi-square. According to the results of the chi-
square, which can be seen in the appendix 8, the only association that can be considered as
statistically significant is the association between the economic CAE of the SMEs and the
utilization of Cloud Computing services. It can be seen by the graph 8 in the appendix 8 that
the economic CAE has some direct influence on the utilization or not of Cloud Computing
services. For example, all the ICT SMEs use Cloud Computing whereas SMEs from for instance

from mining or fishing there is not a single company that uses this technology.

Even though the other variables, trough the chi-square test, have not been considered as
statistically significant, trough the basic crosstabs we can drawn some conclusions about the
SMEs of our sample. For example when looking to the graph 11 in the appendix 8 is possible to
verify that the PaaS service model is only used by the companies of the ICT (Information and
Communication technology) economic sector or that the SMEs from this CAE are the only ones

which have more companies using SLAs then SMEs not using.

Crosstab 3 — Turnover of the SMEs

After applying the chi-square test no association between the turnover of the SMEs and the
other dimensions could be consider as statistically significant, the results of the p Values can
be found in the appendix 9. Consequently, one can conclude there is no direct influence of the
SMEs turnover on the utilization of Cloud Computing services, or their reasons and fears

behind the adoption of this technology. Additionally, it is also possible to state that cannot be
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proofed a relation between a SMEs’ turnover and the Service and Deployment models used by

these companies nor the utilization of SLAs.

Crosstab 4 - Annual percentage invested in ICT (Information Communication and

Techonology)

Finally, the last crosstab strives to understand if there is any statistically significant association
between the annual percentage invested in ICT and the other dimensions. According to the
chi-square test there is a statistically significant association between the annual percentages
invested in ICT in two dimensions: the utilization of Cloud Computing services and the

utilization of SLAs.

From the graph 14 in the appendix 10 is possible to conclude that the more is the annual
investment in ICT the more is the utilization of Cloud Computing services by the Portuguese
SMEs. A similar conclusion can be taken regarding the use of SLAs, meaning, the higher the

investment in ICT the more is the utilization of the Service Level Agreements.

Although according to the chi-square the other variables do not have an association
statistically significant regarding the annual percentage invested in ICT, some facts can be
point out concerning our sample of SMEs. For example only the SMEs with a percentage of
investment in ICT superior to 5% use PaaS as a Service model. Another interesting fact of the
sample is that when the percentages of investment in ICT increase, the reasons for the
adoption of Cloud Computing begin to change, for example the reason Expected Cost Savings

starts to lose importance.

4.4 - Chapter Conclusion

In this chapter the results from the on-line questionnaire have been analyzed and discussed in
light of the knowledge model created, taking into account the knowledge from the literature
and the experts’ insights and experience. The discussion of the results of this chapter
permitted taking important and relevant data which allowed coming to the main conclusions

of this work.

The next chapter presents those main conclusions and the answer to the Research Question of
this work, as well as future suggestion future work around the topic of Cloud Computing. In

addition, some limitations of this dissertation are also put forward.
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V. CONCLUSION

5.1 Main Conclusions - Hypothesis and Research Questions

After the analysis and discussion of the results of the on-line questionnaire, the main
conclusions are presented. Trough these main conclusions the hypothesis are tested in order

to answer to the Research Questions of this work.

Concerning the characteristics of Cloud Computing and taking into account the main ones
defined in our model by the literature and by the experts, the managers of the Portuguese
SMEs are aware that Cloud Computing is a model in which software, processing power, storage
capacity, data backups, development tools, and other services are provided as a set of services
over the Internet (table 17, section 4.2.2) and they are also aware of its Service Models (table
17, section 4.2.2). Nonetheless, these managers in relation to cloud Computing main
characteristics tend to focus much on the need of an internet connection (table 17, section
4.2.2), rather than on the pay-per-use model or on the Deployment models, the other main

characteristics defined by the literature and the experts (table 2, section 3.3.1).

When it comes to the main advantages of Cloud Computing, the managers of the Portuguese
SMEs are completely aware of the main advantages defined in the model (table 4, section
3.3.1): Reduction of IT costs and Flexible payment model (table 17, section 4.2.2). However,
the managers of the Portuguese SMEs are not so aware of the potentialities of Cloud
Computing (table 17, section 4.2.2) regarding the ability to fosters innovation and its speed of
implementation, consider also as main advantages in our model (table 4, section 3.3.1). The
managers of the SMEs prefer to highlight the possibility to access the cloud anywhere and from

any device (table 17, section 4.2.2).

In relation to the potential risks of Cloud Computing, the managers of the SMEs point out as
main drawbacks the security and privacy issue and the vendor lock-in (table 17, section 4.2.2),
which are in line with some of the potential risks defined as principal in our model (table 6,
section 3.3.1). However, potential risks as the difficult of migration between Cloud Computing
vendors and the important absence of SLAs are not seen as main issues to the SMEs managers
(table 17, section 4.2.2), conversely to the literature and the experts, which consider them as
very important risks to take into account (table 6, section 3.3.1). The managers of the
Portuguese SMEs prefer to draw attention to the need of a fast and robust internet connection

(table 17, section 4.2.2).
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The analysis of these results is directly related with the first Research Hypothesis.
Consequently, the hypothesis H1 - Portuguese SMEs managers are aware of Cloud Computing
main characteristics, advantages and drawbacks can be validated. Although the Portuguese
SMEs still lack some knowledge of the most important characteristics, advantages and risks,
these companies know the majority of the principal features of this technology. The validation

of this hypothesis is directly related to the first Research Question:

1. Are the managers of the Portuguese SMEs aware of CC main characteristics,

advantages and potential risks?

This way one may conclude that the managers of the SMEs are aware of the majority of the

most important characteristics, advantages and potential risks of Cloud Computing.

Regarding the use of proper SLAs only around 33% of the Portuguese SMEs affirm they use
SLAs, being the most relevant information present in those contracts the downtimes and
interruptions of the Cloud Computing vendor (table 20, section 4.2.3). Concerning the KPIs, only
20% state their companies have them, being the most common the indicators of QoS (table 20,
section 4.2.3). This way, the hypothesis H2.a — Portuguese SMEs managers have proper SLAs
and some KPI concerning Cloud Computing services cannot be proven as truth by the results
of our survey. From the results of the survey made to the Portuguese SMEs is possible to
conclude that the majority of the Portuguese SMEs managers still do not use SLAs and KPIs.

From the sample 67% of the mangers of the SMEs do not use SLAs and 80% do not use KPIs.

In addition, from the Portuguese SMEs from the sample, around 27% declared they do not use
any of the procedures to overcome or reduce the potential risks (table 19, section 4.2.3).
Moreover, from those companies that use one or more of those procedures, the most relevant
one has been the specific Cloud Computing policy for their own companies so they could
guarantee a better and safer access to the cloud (table 20, section 4.2.3). Only 17.89% of the
companies have what is considered by authors as Mark Williams [Williams, 2010] the most
important procedure to reduce potential risks: an established appropriate and enforceable
SLAs or other contract (table 20, section 4.2.3). Therefore the hypothesis H2.b —The
Portuguese SMEs managers are aware and use some of the procedures to overcome some
potential risks of Cloud Computing cannot be proven as truth by the results of the survey

made. One may conclude by the results of the on-line questionnaire that the managers of the
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Portuguese SMEs are still not using all the risk management practices regarding Cloud

Computing which are available to them.

Taking into the analysis of the two hypothesis mentioned above, it is possible to conclude that
the hypothesis H2. Portuguese SMEs managers are prepared to manage Cloud Computing
services according to the model defined (section 3.3.2), also cannot be validated. Besides, a
good knowledge of the concept of Cloud Computing is also important the use of SLAs, KPIs and

the use of some of the procedures to overcome potential risks.

These tree hypotheses (H2, H2.a and H2.b) are linked to the following Research Question:

2. How are the managers of the Portuguese SMEs managing Cloud Computing?

Consequently, one can conclude that although the managers of the Portuguese have a fairly
good knowledge of Cloud Computing main characteristics, advantages and potential risks,

these managers are still not mature and prepare to manage Cloud Computing when it comes

to the utilization of SLAs, KPIs or the use of some procedures to overcome potential risks.

In relation to the way the Portuguese SMEs are using Cloud Computing technology, the Service
Model most used currently is the /aaS (51.76%), followed by the Saa$S with 37.65% (Figure 7,
section 4.2.3). Concerning the deployment model and taking into account the results of the
guestionnaire, the most used solution is the Private one with 40.82%, followed by the hybrid
36.73% (Figure 8, section 4.2.3). This way the hypothesis H3 - Currently, the service model
more used by the Portuguese SMEs in their value chains is the laaS and the deployment

model used most is the private can be validated.

Concerning, the future use of Service and Deployment models, most of the companies do not
expect or think to use a different cloud solution in the future. In relation to the Service Models
used, 65.3% of the SMEs do not think in adopting other solutions in the near future (Figure 9,
section 4.2.3). Nonetheless, from those companies that expect to embrace another Service
model the most relevant is the SaaS with 52.9% (Figure 9, section 4.2.3). In relation to the
Deployment models 61.2% of the SMEs do not expect to adopt other solution in the near
future (Figure 10, section 4.2.3). But from those which expect the Public Cloud is the one
more appealing with 79.2% (Figure 10, section 4.2.3). Consequently, the hypothesis H3.a = In
the future, the majority of the SMEs will continue to use the same service Model and

Deployment model they are currently using can be validated.
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Regarding the use of Cloud Computing in the SMEs’ value chain, currently the Portuguese
SMEs are using Cloud Computing mainly in their support activities (Figure 11, section 4.2.3).
Nevertheless, in the near future it is expected that the Portuguese SMEs start to use Cloud
Computing applications more frequently in their primary activities (Figure 12, section 4.2.3).
The first part of the hypothesis H3.b —The Portuguese SMEs do not use and their managers
are also not thinking of using, in the near future, Cloud Computing services in their value
chain Primary activities can be validated. Nevertheless, the second part of the hypothesis is
not validated since it is expected an increase in the importance of the use of this technology in

the SMEs primary activities.

Finally, according to the analysis of the results it is verified that around 70% of the Portuguese
SMEs use single and specific application rather than end-to-end applications. This way, the
hypothesis H3.c — The Portuguese SMEs use more single and specific applications rather than

integrative/end-to-end applications can be validated.

As already mentioned in the section 3.4 these four hypotheses (H3, H3.a, H3.b and H3.c) are

directed linked to the final Research Question:

3. How are the Portuguese SMEs using Cloud Computing services regarding Service

Models, Deployment Models and its application on their value chain?

Bearing in mind the results of the hypotheses above analyzed (H3, H3.a, H3.b and H3.c) several
conclusions can be drawn. One may conclude that the Portuguese SMEs use more the laaS

Service Model and_the majority do not think of use another model in the future; the most

used Deployment model is the Private and that the majority do not think of use another

solution in the future; few Portuguese SMEs use Cloud Computing in their Primary activities

currently but in the future it is expected an increase in the usage of this technology in the

primary activities; and finally that the Portuguese SMEs use specific applications of Cloud

Computing rather than end-to-end applications.

This way, one could conclude it is still a long way to go regarding the utilization of this

technology by the Portuguese SMEs. Taking into account the increasing importance of Cloud

Computing [Rhoton, 2011] It is crucial that in the next years, occur not only an increase in the
usage of Cloud Computing services by the Portuguese SMEs but also that these companies

become more aware of its potentialities and know how to take the best of this technology
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since according to this dissertation several SMEs are not still aware of all the benefits of this

technology.

5.2 Dissertation limitations

The main limitation of this work is related to the difficult of having different perspectives
within each organization. This means that as the large majority of the questionnaires were
sent via email, the questionnaire has been answered by a single manager of the company,

rather than having different inputs and points of view of the other managers of a company.

5.3 Future Research

As highlighted by this work and the several studies mentioned in the Literature Review, Cloud
Computing is without a shred of doubt, one of the next big technological trends for the
following years. Therefore, there is room for several other studies and researches on this
paradigm. Future studies could focus also on the relation between the Portuguese SMEs and
the utilization of Cloud Computing but this time focusing in specific economic sectors.
Moreover and bearing in mind one of the limitations of this work it would create important
value added if future works focus their Research Model on the feedback and points of views of
more than one manager of a company. This way, it would be possible to have different

perspectives of the paradigm of Cloud Computing within each company.

Furthermore, it would be interesting to repeat this study and the questionnaire to evaluate the
evolution of the data and the results. Finally and taking into account the results from this work,
future studies could be also interesting focusing on ways to increase the use of Cloud

Computing services by SMEs.
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Appendix 1: SaaS main providers and applications

Saas Types Saa$s Applications Main Characteristics

Gmail is a free, advertising-supported email service provided by the well known company Google [Barnatt, 2010]. The messages never leave the cloud. The
G M | I e-email software used to write and readthe message is also never installed on either user’s PC [Barnatt, 2010]. Gmail integrates other type of 3aas
applications as Google Wave, Google Buzz and Gmail chat [Rhoton, 2011].

Yahoo! Mail is a free e-mail service offered by the American search engine company Yahoo! [Barnatt, 2010]. In early 2008, Yahoo! started offering unlimited
Yal-{OO' MAIL miil storage to its users, in response to the increase in competition in the free-web mail market segment. The messages never leave the cloud. The e-email
software used to write and read the message is also never installed on either user's PC [Barnatt, 2010].

Saa$ E-Mail
Hotmail {also known as Microsoft Hotmail and Windows Live Hotmail), is a free web-based email service operated by Microsoft as part of Windows Live. The
f—lé%ad messages never leave the cloud. The e-email software used to write and read the message is also never installed on either user's PC [Barnatt, 2010]. Hotmail
- features unlimited storage and integration with Microsoft's instant messaging (Messenger), calendar (Hotmail Calendar), file hosting service (SkyDrive)and
contacts platform. According to comScore (August 2010) Windows Live Hotmail is the world's largest web-based email service with 364 million members,
followed by Gmail and Yahoo! Mail.
SaaS Types  Saa$ Applications Main Characteristics
/ Google Docs is the world's most popular online office applications and is from the Google [Barnatt, 2010]. The suite consists of a word processor,
‘ spreadsheet and power point applications (similar to Microsoft office but without so may functionalities) [Sosinsky, 2011]. Google Docs is a very
Google Doc: collaborative tool [Carr, 2009].
= = Google Appsisa service from Google providing independently customizable versions of several Google products. It features several Web applications
M Co .q|L. | with similar functionality to traditional office suites, including Gmail, Google Groups, Google Calendar, Google Talk, Google Docs and Google Sites.
\¢ /i [Sosinsky, 2011].
b= The economist has described Zoho as “the most comprehensive suite of web-based programs for small business” [Barnatt, 2010].The Zoho Office
. E@{'ﬂ Suite is a Web-based online office suite containing word processing, spreadsheets, presentations, databases, wikis, customer relationship
Office Saas Work, Online management (CRM), project management, invaicing and other applications developed by ZOHO Corporation [ Carr, 2003].
It includes the original service — Acrobat.com — as well as Adobe CreatePDF, Adobe ExportPDF, Adobe EchoSign, Adobe FormsCentral, and Adobe
RN SendNow. Users access each of the services through their web browser [Barnatt, 2010].
Microsoft Office Web Apps is a web-based version of the Microsoft Office productivity suite. Itincludes the web-based versions of Microsoft Word,
?Jﬁﬁ"fmpp-, Microsoft Excel, Microsoft PowerPaint, and Microsoft OneNote. The web applications allow users to access their documents directly from the cloud
as well as share files and collaborate with ather users online [Rhoton, 2011].
slide ket SlideRocket is a Saas that offers an on-line presentation package. SlideRocket can include full-motion video and integrate live data from for example
Google Docs [Barnatt, 2010].
SaaS Types Saa$ Applications Main Characteristics
Adobe Photoshop Express is a Flash-based image editing web application from Adobe used to directly edit photos on blogs and social
P PhUlﬂShUp EIp,'ESS networking sites, so that users donot have to download or uploadimages [Barnatt, 2010].
§aa$ Photo and PixIris considered my many as the favorite online image editor. Animage could be created fromscratch, opened froma local drive or
Video uploaded from anywhere through the cloud [Barnatt, 2010].
L FotoFlexeris an online digital photo editing service. It attempts to bring professional grade photo editing suites online for those
@) FotoFlexer without access to professionals or expensive software such as Photoshop [Bamatt, 2010].

SaaS Types Saa$ Applications Main Characteristics
= StartForce provides a windows-like desktop loaded with a word processor, spreadsheet, presentation packages and other applications
e [Barnatt, 2010]. It is possible to try the software for free, without registration [Barnatt, 2010].
Startforce

EyeOSis an open source web desktop which acts as a platform for web applications written using the eye0S Toolkit. It includes a Desktop

Saa$ Desktops environmentwith 67 applications and system utilities [Barnatt, 2010].

eyeos
@ The IT Farm is a paid service which is almost like runninga cloud-based copy ofthe Windows. IT Farm is a paid service. [Barnatt, 2010].
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SaaS Types  SaaS Applications

Main Characteristics

Already nearly 400.00 people have adopted Zoho Creator which allows custom database applications to be built online. [Carr, 2009]. Zoho creator has
'
ZoH a free plan that allows one or two users to create up to three databases, after that it a paid service [Barnatt, 2010].
Creator
The Salesforce CRM-powered customer portal provides customers the ability to track their own cases 24 hours a day, includes a social networking
A /(‘,m_.. plug-inthat enables the userto join the conversation about their company on social networking websites, provides analytical tools and other services
: including email services, chatting tools, Google search, and access to customers' entitlement and contracts [Rhoton, 2011].
Employease provides Human Resource information systems that allows companies to run applications to help companies with the payroll and other
SaaS Business @?EWL‘IJV“&’SE administrative issues, this system provides an online service solution for both managers and employees [Barnatt, 2010].
Applications i Clarizen is a web based (SaaS) collaborative work and project management solution. Clarizen combines work management and team collaboration
cmrl Il with real-time business execution in a cloud-based application [Barnatt, 2010].
Projects Made Real
NetSuite's cloud business management system including ERP / accounting, order management / inventory, CRM, professional services automation
T netsue (PSA), and Ecommerce [Rhoton, 2011]. Netsuite already has customers across a wide range of industries [Rhoton, 2011].
o Webex s a suite of online collaboration tools, and it helps mainly people whowant to hold virtual meetings by using phone conferencing, shared
OﬁiCE documents and shared desktops [Barnatt, 2010].
Saa$ Types Saa$S Applications Main Characteristics

v Dropbox

Dropbox is a Web-based file hosting service operated by Dropbox, Inc. that uses networked storage to enable users
to store and share files and folders with others across the Internet using file synchronization [Barnatt, 2010].

Saas online mx

Box is an online file sharing and Cloud content management service for enterprise companies. The company provides
5GB of free storage [Barnatt, 2010].

Storage
| Mok SkyDrive (alsocalled Microsoft SkyDrive or Windows Live SkyDrive) is a free-of-charge file hosting service that allows
"‘ Sk D : userstoupload files to a cloud storage and then access them fromthe web. Itis part of Windows Live range of online
Al y ”Ve services and allows users to keep thefiles private, share them with contacts, or make the files public [Rhoton, 2011].
Appendix 2: Brief resume of the most important and quoted PaaS providers and applications
Paas Types Paa$ Applications Main Characteristics

Google
-

== L

Google App Engine is a platform as a service (PaaS) cloud computing platform for developing and hosting web applications in Google
data centers. Applications are sandboxed and run across multiple servers. App Engine offers automatic scaling for web applications—
as the number of requests increases for an application, App Engine automatically allocates more resources for the web application to
handle the additional demand [Rhoton, 2011].

Most quoted ﬁrceocom

Paa$

platform as a service

Force.com is a cloud computing platform as a service system from Salesforce.com, which developers use to build multi tenant
applications hosted on their servers as a service [Rhoton, 2011]. Force.com has even decided to allow anyone to build and run their
first application for free up to 100 users [Bamnatt, 2010].

£ Windows Azure

Microsoft Windows Azure Platform is a Microsoft cloud computing platform used to build, host and scale web applications through
Microsoft data centers [Rhoton, 2011]. As other PaaS offerings Azure may be internal or external to a business, and either private or
public [Sosinsky, 2011]

Appendix 3: Brief resume of the most important and quoted laaS providers

laas Types laas Applications

amazon
Webservices™

Main Characteristics
Amazon Web Services (AWS) is a collection of remate computing services (also called web services) that together make up a cloud
computing platform, offered over the Internet by Amazon.com. The most central and well-known of these services are Amazon EC2
and Amazon S3 [Sosinsky, 2011]. 53 allows customers to store data on Amazon Cloud's infrastructure and EC2 allows computer
processing power to be purchased on demand on an hourly basis [Sosinsky, 2011].

Mast guoted

" GVGRID

GoGrid Cloud Storage is a file-level backup service for Windows and Linux cloud servers running in the GoGrid cloud. Windows and
Linux cloud servers mount the storage using a secure private network and common transfer protocols to move data and to and from
the Cloud Storage device [Rhoton, 2011].

W

rackspace

The Rackspace Cloud is an infrastructure and platform provider with three primary offerings: Cloud Servers, Cloud Files and Cloud Sites
[Rhoton, 2011].
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Appendix 4: Interview made to the experts of Cloud Computing

This interview has been made through personal interviews in some cases and others have
been made through email or via Skype. The pool of experts is formed by six experts that are

identified as following:

o Abel Aguiar (AA)

e Orlindo Santos (0S)
Eduardo Fitas (EF)
Pedro Lopes (PL)
Carlos Lourengo (CL)
Jorge Sousa (JS)

Interview about Cloud Computing and its use by Portuguese SME

The main objective of the thesis is to understand to what extent are the Portuguese SMEs
using Cloud Computing services and if its managers are mature and prepare to embrace this

technology. Thank you very much for you availability and contribution to this study.

1. In your opinion, do you think that Portuguese SMEs know and are aware of cloud
computing services?

AA - The knowledge of cloud services by SMEs in Portugal is, in my opinion, highly variable
taking into account the size, sector and the company specific technological maturity, however,
| consider that on average it is reduced in terms of actual knowledge of the Cloud Computing
Services offer and average in terms of awareness of the concept. Larger firms with 50-100
employees and / or in areas of major technological weight, such as information systems or
finance, the companies will have higher percentages of knowledge than for example micro-
enterprises in the automotive repair industry or food retail. Nonetheless and independent of
the type of company, if a managers wants to use Cloud Computing services it is better he or

she knows what this technology is all about.

OS - Yes. At least has being registered an improvement on the SMEs awareness concerning
Cloud Computing. But it would be important the knowledge the managers have would go
behind the basic knowledge of the characteristics. The managers should be aware of the main

advantages and how to take the best of them.

CL - The movement of the market indicates that cloud computing is here to stay and is no

going back. There are still questions about what is cloud computing and its relation to the sale
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of software as a service (SaaS). Typically the two technologies are associated, as a complement
to another. According to a recent study®® (Feb 2012), at the request of Microsoft, by the
consultancy company Vanson Bourne to several SMEs across Europe, including Portugal. The
Portuguese small and medium entrepreneurs are optimistic for the next biennium 2012-2013
about the role that the cloud computing model will assume in the economic recovery and the

possibility to increase the levels of productivity of the SMEs at national level.

The same study conclude that relative to Portuguese SMEs when the managers were asked
about what is cloud computing, 22% said to be related to the services used at home and in the
personal sphere (hotmail, messenger, photo sharing, windows live, photo gallery), 36%
reported to be related to the rental service of computing housed on the web, while 14% have
referred they have heard but do not know what it means and 29% report never having heard

about the concept.

Honestly, and given the size, origin and type of business of our SMEs (by definition we are
talking about companies with fewer than 250 employees and turnover lower than 50M €), |
think that ICT was not in their major concern of their managers, hence the proliferation of

small data centers, if we may call them so.

However given the nature of the anti-investment of Cloud Computing services, eventually they
arise in the radar of the Portuguese SME, as a convenient and easy solution to adopt. In
conclusion, | believe that small and medium enterprises will be, at this time of crisis, much
more interested and alert to adoptions of cloud computing services over the next three years.
Many of them will opt for local providers, but are not sufficiently knowledgeable of the

underlying concepts of this technology.

EF - A small portion which is an actual user of this technology knows and is aware of the Cloud
Computing services. For the majority which is not user or a user which is not very informed the
Cloud Computing concept is almost unknown. For a manager that who wants to use Cloud
Computing, a fairly good knowledge of the concept is crucial to the success and the

implementation of this paradigm.

PL - In general | think Portuguese SMEs begin to know and be familiar with the concept, at
least in its most basic forms of laaS and SaaS models that are perhaps more immediate

applicability to the reality of our companies.

9 http://www.microsoft.com/portugal/presspass/SalasdelV.aspx?ID=184
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JS - | think there is a lack of deep understanding of this paradigm. Many organizations only
associated Cloud Computing to a data center that is in a remote place (in the "cloud") by going
through an Internet connection. In my thesis (“Cloud Computing — Evaluation of ROI. A case of
the Higher education institutions in Portugal), 43 higher education institutions questioned,
only 8 reported that effectively utilize the services of this paradigm. However, over 50% said
they use services of external email (gmail) and online office tools (Google Docs) at their
institutions. These kinds of programs / tools are part of Cloud Computing, particular the SaaS
layer. Therefore, we can conclude that many institutions are using Cloud Computing having no
idea what this paradigm actually is. Following the same reasoning is very important that all the
managers, independent if they are managing a SMEs or a larger company, have a basic

knowledge of Cloud Computing.

2. Taking into account your perception of the market, would you say that Portuguese SMEs
are already using Cloud Computing services?
AA - In my perception there are already some SMEs which are using cloud computing services.
Nonetheless, | believe that there will be some which use Cloud Computing services without
knowing they are already using cloud services, particularly in terms of email and portals. To
fully understand the concept of Cloud Computing, the managers should know not only the
basic characteristics but also the benefits, so they could take the best from this technology.
Following the same reasoning the managers should also, of course, know Cloud Computing

potential risks.

OS - Yes, mainly in SaaS$, in a public environment. In the SME segment has been observed a
strong receptivity to services on cloud computing model in the areas of web presence and
collaboration (email, space for housing sites, tools for collaborative information sharing), room
for storage of information (storage and backup) and servers in the Internet environment

(public cloud).

CL - Honestly, only a small part of SMEs and restricted to parts of the services available.
There are several factors contributing to that, already mentioned above, along with an offer

that is only now beginning to mature, and become credible.

EF - Very few and certainly not in the proportion to the benefits that Cloud Computing services

could provide.

PL - | would say that they are taking the first steps in using it, almost as a way to test the

concept so that in the future could be applied more broadly, now with more security and
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confidence. After all, there are still many myths around security, reliability and confidentiality
of data, which gradually have been demystified leading to a wider adoption by SMEs
particularly in infrastructure components and collaborative platforms. In respect to the core

systems | would say that there is still an important way to go, but it is a matter of time.

JS — Taking into account the previous answer | say yes, stating again that many SMES still do

not have this knowledge.

3. What types of Cloud Computing service models (SaaS, PaaS and laaS) you consider the
Portuguese SMEs use the most? Which of the three types of services you consider the
Portuguese SMEs can benefit the most?

AA - In terms of laa$, | think the most used services are Storage and Back-up and, in respect of

PaaS and SaaS, | would say collaboration services including email and web hosting.

In terms of services that would be most beneficial for the Portuguese SMEs | believe services of

collaboration, CRM and Web Hosting in terms of SaaS / PaaS and Storage, Backup and servers

in terms of 1aaS. In terms of deployment model, the most used type is still the Private Cloud
since there are still a lot of concerns about security and privacy issues. Nevertheless, with the
increasing use and knowledge of the Cloud Computing concept, | believe the Public Cloud will

be the most used type of Deployment model.

OS — The most used service models | would say that it is the SaaS. The type of service SaaS
allows SMEs to switch to a set of application software (usually it was characterized by high
investment levels associated with the licensing model in a traditional setting — contraire to the
Cloud Computing Model) that allowed a strong impact on productivity and efficiency levels. In
addition to these benefits, the use of laaS services also leverage a strong competitive
advantage by reducing IT costs, since it provides access to a set of IT resources constantly
updated, as SMEs do not need the initial investment, benefiting from a model called pay-per-

use.

CL — Currently, | think IaaS and Saa$ are the most used. Having said this | believe PaaS will be a
bet for the future. Benefits can arise from all of them, but it is my belief that the laaS and Saa$
are more directly linked to reduction of Investments (Capex) and therefore will be more easily
adopted and a justification for SMEs which are particularly adept to reduce investment costs

(lack of funding) and exploitation.

EF — SaaS$ for basic needs (mail, web presence) and laa$, are the ones which seems to me the

most obvious use. | believe that SaaS could be a way of providing levers of productivity and
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competitiveness to companies that do not have technological solutions for business support
(SMEs who are not exposed to this technology) and laaS an immediate and without risk way of
reducing costs and gain flexibility and quality. PaaS services seem to me very interesting for
some niches, especially SMEs which are characterized by the provision of services to third

parties or that want to differentiate by technological innovation

PL — Clearly laaS and PaaS. | would say that SMEs might benefit from all these models. In my
view the SaaS model is very interesting from the point of view of flexibility and capabilities
available. It is, however, one that requires a greater level of maturity and level of trust

between the parties involved.

JS = In my opinion, the most used are laaS and SaaS. SaaS concerning e-mails and other
applications from external suppliers as for example Skype or Google Docs and other tools with
similar functionality. l1aaS in order to reduce material costs with data center, in particular by
consolidation of servers using virtualization. Therefore, it allows reducing energy costs for
power and releasing equipment space on the data center. Regarding the second part of the
question, | think any kind of service is beneficial. The fact that with Cloud Computing we pay
only for what we use is quite advantageous for SMEs that are not normally provided with the
needed capital to expand their business, so Cloud Computing solutions present themselves as

a very viable solution.

Regarding the Deployment models, today | think the most used type is the Private Cloud due
to some suspicion that stills exists regarding this technology. However, in my opinion, in the
near future the SMEs will opt for a hybrid solution, benefiting more of the Cloud Computing

paradigm.

4. In the table below is a summary of the main characteristics of Cloud Computing
mentioned by several authors. From these characteristics indicate what you consider as
the most important ones a manager of an SME should know?

The table with these results was already presented in the chapter 3.3. It is the table number 1.

5. Do you consider there is other important characteristic of cloud computing not
mentioned in the table above? If so, please describe it briefly

None of the experts mentioned other characteristics.
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6. In the table below is a summary of the main advantages of Cloud Computing mentioned
by several authors. From these benefits which of them you consider as the most
important a manager of an SME should know?

The table with these results was already presented in the chapter 3.3. It is the table number 2.

7. Do you consider there is other important advantage of cloud computing not mentioned
in the table above? If so, please describe it briefly

AA - Self provisioning, ie the ability/possibility the client has to terminate the use or provision

of the Cloud Computing services through customer portals provided by the Cloud Computing

company.

The other experts have not mentioned other advantages.

8. In the table below is a summary of the main risks of Cloud Computing mentioned by
several authors. From these risks which of them you consider as the most
important a manager of an SME should know?

The table with these results was already presented in the chapter 3.3. It is the table number 3.

9. Do you consider there is other important risk of cloud computing not mentioned in the
table above? If so, please describe it briefly

CL — The dificulty in some applications to create a customer differentiation, for example it is

not easy to offer a different service to a premium client and another one to ordinary customer

for instance in an application as email.

The other experts have not mentioned other risks.

10. In addition to the basic understanding of the main features, advantages and potential
risks of cloud computing, which characteristics do you consider the managers and SMEs
themselves must have so we can consider they are prepared to adopt cloud computing
services?

AA - | believe that firstly the SMEs have to be aware of their own current needs in terms of
future IT. This theme is not evident and obvious, and ultimately leads to decision-making with
some foundational consequences on cost and impact on relevant business and non-fulfillment
of expectations. Having cleared the requirements in terms of IT, SMEs should consider what
kind of service levels is required and how they compare with the current "service levels". SMEs
should know if the Cloud Computing services are provided by a third party or internally

managed. This point is critical to provide a comparison with a baseline actually comparable. In
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addition, it is important that the SMEs have some tools to measure and control the

performance of the service provided by the Cloud companies as well as some SLAs.

It is also critical to realize what kind of elements can be differentiators for the SMEs business
or not, typically SaaS models are stiffer / less customizable but at the same time are more
robust solutions. Understand where | have to differentiate and how these levers are served on

cloud model is critical.

OS - It is important an assessment of the current applications, their requirements (both in
terms of IT, such as network traffic) and its usage model in the company, as well as its impact
on existing business processes. These are the main parameters of analysis in developing a
migration plan for cloud, identifying the areas that Cloud Computing enhances the operational

efficiency and an exponential maximum cost reduction.

CL — The SMEs will have to be prepared, | do not think given the current economic climate,
there are great alternatives for these companies to keep pace with changes in its business, and
consequently their IS without resorting to this offer. In conclusion, the SMEs are not prepared
but will be quickly, because they have no great alternatives. Therefore it is very important that
the companies are aware of the potential risks of Cloud Computing and know some of the

procedures to safeguard and overcome them.

EF — The Portuguese SMEs should indeed seek competitive advantages for their business and
review the concept of risk / benefit in adopting new operating models and new technologies.
In the current context of reduced CAPEX and OPEX and absolute need for competitiveness
gains by SMEs, Cloud Computing services can offer a way (or in some cases the only way) to
achieve these objectives. In addition, the companies should be able to “audit” somehow the
Cloud Computing providers so they can be compensate in case they do not fulfil the
performance levels agreed in the contract. SLAs can be a way to “deal” with this problem as
well as internal KPIs so the companies can compare with the performance levels the Cloud

provider states to have.

PL — | think in general the national SMEs are prepared or at least awake to the subject. |
believe the actual economic context will dictate a cloud adoption of the term. Increasingly,
managers are pressured to reduce their CAPEX and OPEX and the use of cloud model can be an
important lever in that direction. Nevertheless, they must have a deep knowledge of the
concept, the right procedures to take the best of Cloud Computing benefits and be aware of

the potential risks and how they could avoid or defend from them. In addition, what in my
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opinion reveals also a deep knowledge and maturity on the use of this technology is a proper

SLAs, since still is one of the major risks of this technology.

JS — The Portuguese SMEs should have a real knowledge of what this paradigm really is.
Conduct a study on the advantages and disadvantages of having a traditional solution and have
a cloud solution in order to determine which case fits best the company. And it is also
important that the managers are not only aware of the potential but also know how to deal
with them. Cloud Computing may not be beneficial for all companies. These companies need
to have the cost control mechanisms which can often analyze the viability of choosing a cloud
platform. | also think that companies wishing to implement a private cloud solution must take
into account the possibility of hiring specialized personnel to deal with this type of highly

virtualized environment.
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Appendix 6: Questionnaire to the Portuguese SMEs

1. What is the dimension of the company you represent?
a. 1-9 employees
b. 10-50 employees
c. 50-250 employees
d. More than de 250 employees

2. In which of the following CAE does your company fit?

Fishing and aquaculture
Mining and quarrying
Manufacturing
Electricity
Water
Construction
Trade/Commerce
Transportation and storage
Hotels and restaurants
Information and Communication Technology
Real estate
Consultancy activities

. Administrative Activities
Education
Human health activities
Artistic Activities
Other service activities
Other

STeTOS3ITATIOSE OO0 T

3. What is the turnover / budget of your company?
a. Lessthan 2 million
b. Between 2 and 10 million euros
c. Between 10to 50 million euros
d. More than 50 million

4. What percentage, compared to the total budget is invested annually in ICTs?
a. Lessthan 1%
b. Between 1% to 5%
c. Between 5% to 15%
d. Morethan 15%

5. How many employees whose duties are related to areas of ICT?
None

Between 1-5

Between 5-10

Between 10-20

Greater than 20

® oo oo

6. Who assumes the maintenance of infrastructure and ICT services?

An external organization

Employees of their own company

Both situations

The company does not have ICT services (email, website, computers, data centers,
etc.)
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7. Even if you do not know exactly what it is, have you ever heard of the term of Cloud

Computing?
a. Yes
b. No

8. Does your company use cloud computing services?
a. Yes
b. Not
c. Do not know

9. From the IT services mentioned below indicate those that your company uses?

Email hosted on the web (like Gmail or Hotmail)

Web-hosting

Instant messaging and chat

Collaboration tools such as Google Docs or crowdsourcing platforms

Online office tools (Google Docs, Office and other web apps)

Applications of online storage (Dropbox, Box, Microsfot SkyDrive)

Management applications, web-based HR and SAP

CRM applications based on web such as SalesForce

Business Intelligence Applications hosted on the web

ERP - integrated management systems on the web. With systems of finance,
accounting, human resources, production, marketing, sales, purchasing, transaction
processing system, information systems for management, decision support systems,
etc..

k. Tools for creating, testing and implementation of web applications

I.  None of the above

m. Other. Indicate the IT service below

[«3])

TSm0 oo0o

If selected the interviewee in the question 8 selected b) or c) the questionnaire ends here.

10. From the following features which of them would you consider as main characteristics of
Cloud Computing?

a. It is a model in which software, processing power, storage capacity, data backups,
development tools, and others are provided as a set of services over the Internet

b. To benefit from Cloud Computing services the company necessarily requires an
internet connection

c. Acompany and its employees can access the cloud from any device (computer, tablet
or mobile)

d. A company can contract cloud services without having to directly contact the service
provider of Cloud Computing

e. Different companies may share the same Cloud

f. A company can increase or decrease the cloud services according to their needs at a
precise moment

g. In amodel of Cloud Computing the company pays the service to the Cloud Computing
provider on what the company actually use/consume. A model known as pay-per-use.

h. The models of cloud computing services are the most common: SaaS (Software as a
Service), PaaS (Platform as a Service) and laaS (Infrastructure as a Service)

i. The Cloud Computing Deployment models most common are Public, Private,
Community and the Hybrid.

j. None

11. From the following advantages which would you consider as the most relevant of Cloud
Computing?
a. Flexible payment model
b. Reduction of IT costs (hardware, software, maintenance and IT staff)

86



Catdlica Lisbon School of Business & Economics Diogo de Abreu Duarte

C. Faster and easier to update software and applications

d. Increased reliability of the network company

e. There are no compatibility issues of operating systems

f. Can encourage innovation in the enterprise applications for example through
collaboration and crowdsourcing platforms

g. Possibility of employees access the Cloud and work in any device and anywhere they
are (as long as they have internet access)

h. Speed of implementation. The company may have access to new applications in hours
or days)

i.  Possibility of reducing transport costs

j.  Cloud applications are considered user-friendly

k. Improving the competitiveness of the company. Allows the company access to
innovative applications that without Cloud Computing could not.

[.  Allow the company to remain competitive as the future new generation application
will worked in the Cloud.

m. Enable companies to be Green. Insofar as they can reduce energy costs and reduce
co2.

n. None

12. From the following risks which would you associate with Cloud Computing
concept?

a. The need for a fast and robust Internet

b. Possible decrease of security and privacy of sensitive company data

c. Possibility of non-compliance of some legal requirements. For example the need for
some data to be in the territory from which the company has its headquarters

d. Possibility that there are fails in the availability and / or reliable on the access to
enterprise data. Possibility of downtime even with reputed companies in the
panorama of Cloud Computing.

e. Lack of robust SLAs that allow compensation for firms not satisfied with the service
provided by the Cloud Computing vendor.

f.  Lack of audit to the firms providing services of Cloud Computing

g. Difficulties in the transition between Cloud Computing service providers

h. Little control in the services / products sold by the companies of Cloud Computing

i

Too much dependence on the Cloud Computing provider that can generate a problem
of lock-in. This problem of lock-in is also linked to the difficulty of transition between
Cloud providers.

None

13. What were the reasons that led to the adoption of the architecture and technologies of Cloud
Computing?

a.

I

Expected cost savings

Expected to improve the expected rate of return on investment (ROI)
Support improvements to business processes

Use of business models appealing to the customer

Facilitate the implementation and delivery of new services

Flexible sharing of resources

None of the above

14. What were the biggest fears in the adoption of Cloud Computing?

a.

© oo o

High costs

Security Issues

"Lock-in" information in a single service provider
Lack of control over resources

Inability to audit and assess performance measures
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e e

Interoperability between service providers

Dependence of the company / institution in a foreign service provider
Legal Constraints

Others. Indicate which:

15. In order to "control" or reduce some of the potential risks inherent in using cloud computing
services indicate which procedures your company uses:

a.

The company updates its SLA with its ISP and develop an appropriate business
continuity plan to ensure continued access to the infrastructure network and Internet
access.

The company sets a policy of using Cloud Computing specific to the company in order
to ensure a more secure access to Cloud (eg related to user names and passwords
needed to enter the enterprise applications or for example through a constantly
updated antivirus and firewall)

The company shall establish an appropriate and enforceable (legal and logistically)
SLAs and other contracts with the provider of Cloud Computing, which must include
corrective measures and penalties related to non-fulfillment of minimum services
established in the agreements. These contracts and SLAs should be inspected by a
team of IT professionals and legal scholars.

The company has a process for selecting providers of cloud computing rigorous, using
a careful selection and approval process. If possible, the company should select a
provider that uses cloud computing standards generally established to ensure an
easier transition to another vendor at its discretion.

Contracts for Cloud Computing that can somehow cross borders should be examined
by legal counsel with expertise in international law

The company must ensure that the supplier of cloud computing services is audited by
third parties.

16. From the Cloud Computing Service models which does your company use?

a.
b.

Complete business applications provided over the internet - (SaaS)

A software environment where an employee of the company can create, test and
deploy web applications - (PaaS)

Rental hardware for data storage and backups - (laaS)

None of the above

17. Do you think in the future your company will use another Service Model?

a.
b.

No

Yes
i. SaaS
ii. PaaS
iii. laaS

18. Which of these solutions does your company use?

a.

The company hires virtual data centers as needed, not knowing the exact location
where this is - Cloud Public

The company rents actually a physical part of a data center which is dedicated entirely
to the customer who pays for this service - Private Cloud.

Several companies share the same cloud having similar objectives, rules and concerns-
Cloud Community

Combination of Mixed Public and Private Cloud - Cloud Hybrid

19. Do you think in the future your company may use another solution of Deployment Model?

a.
b.

No
Yes
i. Public Cloud
ii. Private Cloud
iii. Hybrid Cloud
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iv. Cloud Community

20. From the Cloud Computing services that your company uses indicate from the characteristics
below which best assimilate to the characteristics of Cloud Computing Services used in your
organization

a.

© =23~

21. Indicate
services
a.

b.

Tools for on-demand budgeting, forecasting and reporting solutions. All components
of planning, financial statements, consolidating metrics and automated tools
Web-based applications to document consistent implement standard operating
procedures.

Applications that facilitate the allocation of tasks among several employees. Tools to
collect data on the number of hours that employees work, they are working and how
they work: via web, phone and / or mobile devices.

Applications for payment of wages Web-based, time calculations of workers allocated
to each project and attendance of employees

Management Tools for product innovation. Applications of R & D crowdsourcing and
other collaboration applications and participation in the creation of new products /
services.

Applications to facilitate the purchase of raw materials and tools for implementing the
concepts of consumer-controlled logistics. Tools to predict the optimal amounts
required to be ordered. Applications of POC (Purchase Order Control)

Solutions for order management, stock management and inventory, synchronization
of demand / supply, logistics processes. Applications to reduce the cost of direct
materials, enhance quality and security of supply, reduce cycle time, improve
operational efficiency and increase flexibility.

Software systems to measure performance of the production system. Tools for better
access to operational data, allowing managers to make better decisions and
continuously improve production processes.

Sophisticated applications of route optimization, through better monitoring in real
time and better planning of routes.

Applications to improve the planning process of replenishment, order processing,
construction, load transportation and fleet management. Tools for collaboration
between stakeholders in the logistics process

Application for management of sales data and processes online. Tools for processing
of data about customers and their records - available on any device. Marketing
applications for organizing and managing events, campaigns of new products /
services.

Tools for collaboration between teams of sales and marketing teams.

Applications to storage the backups of the companies

Applications to storage support data of the company

Applications to improve customer support. Tools and applications for call center,
support the delivery and replacement of products, claims administration and customer
support tools.

whether your company in the future is considering purchasing Cloud Computing
with the characteristics listed below.

No

Yes. Indicate from the list below which:

i. Tools for on-demand budgeting, forecasting and reporting solutions. All
components of planning, financial statements, consolidating metrics and
automated tools

ii. Web-based applications to document consistent implement standard
operating procedures.

iii. Applications that facilitate the allocation of tasks among several employees.
Tools to collect data on the number of hours that employees work, they are
working and how they work: via web, phone and / or mobile devices.

iv. Applications for payment of wages Web-based, time calculations of workers
allocated to each project and attendance of employees
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22.

23.

24.

v. Management Tools for product innovation. Applications of R & D
crowdsourcing and other collaboration applications and participation in the
creation of new products / services.

vi. Applications to facilitate the purchase of raw materials and tools for
implementing the concepts of consumer-controlled logistics. Tools to predict
the optimal amounts required to be ordered. Applications of POC (Purchase
Order Control)

vii. Solutions for order management, stock management and inventory,
synchronization of demand / supply, logistics processes. Applications to
reduce the cost of direct materials, enhance quality and security of supply,
reduce cycle time, improve operational efficiency and increase flexibility.

viii. Software systems to measure performance of the production system. Tools
for better access to operational data, allowing managers to make better
decisions and continuously improve production processes.

ix. Sophisticated applications of route optimization, through better monitoring in
real time and better planning of routes.

X. Applications to improve the planning process of replenishment, order
processing, construction, load transportation and fleet management. Tools
for collaboration between stakeholders in the logistics process

xi. Application for management of sales data and processes online. Tools for
processing of data about customers and their records - available on any
device. Marketing applications for organizing and managing events,
campaigns of new products / services.

xii. Tools for collaboration between teams of sales and marketing teams.

xiii. Applications to improve customer support. Tools and applications for call
center, support the delivery and replacement of products, claims
administration and customer support tools.

The Applications / tools of Cloud Computing that your company use are:

a.

Integrated - the same application provides services to various areas of your business.
For example an application of ERP (Enterprise Resource Planning) services covering
CRM, Sales, Operations, Accounting, among others.

Specifies - specific applications for each business area. For example a specific
application for marketing and other separate for accounting

Does your company have some kind of SLAs with the Cloud Computing service provider?

a.
b.
c.

Yes
No
Do not know

If your company has an SLA or a similar contract indicate from the following information and
terms which are present on those contracts:

a.
b.

= o

Your company knows who has control over the organization's data

The company is aware if any other company can have access to your data or if the
company has contracted service provider that can outsource to third parties the
security of your data.

Specified in the contract what happens to back up of your data if the supplier of the
services or your company closes.

Your company is aware of the security of the Cloud Computing provider and knows
how this security is audited.

If the company knows how to report service problems and in case of prolonged
inactivity of the service if there is alternative ways to access data / enterprise
applications.

The company knows the downtime and interruptions and how these are measured.
The company is aware of the delay time to restart or switch to a virtual server fails.
The company is aware of the key metrics QoS (Quality of Service) used by the supplier
of the service of Cloud Computing.
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25. Does your company have some sort of KPl (Key Performance Indicators) that allows to
evaluate and measure the service provided by Cloud Computing vendor?
a. No
b. Yes, Which type:

i. Performance indicators to measure and monitor the possible length of
downtime and disruption of the cloud services.

ii. Performance Indicators to assess the speed and flexibility with which the
supplier of the Cloud Computing service allocates resources if there is an
overload or if there is a fault in a server

iii. Indicators of QoS (Quality of Services) in order to compare internal data
provided by Cloud Computing provider
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Appendix 7 — Crosstabs of the Dimension of the SMEs

The statistics processes and conclusions were all based on the book from Isabel Reis [Reis,
2008] and on the article from Cyrus R. Mehta and Nitin R. Patel about the utilization and

interpretation of SPSS outputs [Mehta and Patel, 1996].

Therefore and in order to understand if there is any association between the Dimension of the
SMEs and the Variables we want to test, it was first defined the hypothesis. Below is an

example of what has been made for the first variable (Cloud Computing utilization):

Null Hypothesis: Cloud Computing utilization and the Dimension of the SMEs are independent.
Alternative Hypothesis: Cloud Computing utilization and the Dimension of the SMEs are not

independent

If Asymp. Sig. (2-sided) de Pearson Chi-Square < 0,05”° => Reject Null Hypothesis
If Asymp. Sig. (2-sided) de Pearson Chi-Square > 0,05 => Not Reject Alternative Hypothesis

As in this example the Sig. (2-sided) de Pearson Chi-Square is equal to 0.602, we have that:

If 0.602 < 0,05 => Reject Null Hypothesis
If 0.602 > 0,05 => Not Reject Null Hypothesis

This way, one may conclude that the association between the Dimension of the SMEs and the
utilization of Cloud Computing is not statistically significant. Consequently, and taking into
account our sample is possible to conclude that the Dimension of the SMEs do not have a

direct relation or influence if the SMEs are using or not Cloud Computing services.

In the table below are the other Dimensions we want to test and its correspondent p Value®*

and conclusions:

2%t has been used a Confidence Interval of 95%
*" In order to calculate the p Values it was used the SPSS and the QuestionPro
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Table 30 - Dimension SMEs and p Value variables

Dimensions to test p Value Hypothesis Conclusions

CC utilization 0.602 Null Hypothesis: Variables are
independent

Reasons behind the adoption 0.954 Null Hypothesis: Variables are

Fears behind the adoption 0.038 Alternative Hypothesis:
Variables are not independent

Service Models 0.735 Null Hypothesis: Variables are
independent

Deployment Models 0.811 Null Hypothesis: Variables are
independent

Use of SLAs 0.169 Null Hypothesis: Variables are
independent

It is also important to state the sample size requirement for the chi-square test of

independence has been satisfied for all the variables [Mehta and Patel, 1996], meaning:

e No cell has an expected frequency less than 5

e All the minimum expected count are superiorto 1

Figure 20 — Dimension SMEs vs CC’s utilization

Figure 19- Dimension SMEs vs Reasons of the CC’s adoption
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Figure 22 — Dimension SMEs vs Biggest fears of adoption
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Figure 21 — Dimension SMEs vs Service Model
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Appendix 8 — Crosstabs of the economic CAE of the SMEs

The sample size requirement for the chi-square test of independence has been satisfied for all

the variables

Table 31 - Economic CAE of the SMEs and p Value variables

Dimensions to test p Values Hypothesis conclusions
CC utilization 0.002 Alternative Hypothesis:
Variables are not independent
Reasons behind the adoption 0.99 Null Hypothesis: variables are
independent.
Fears behind the adoption 0.999 Null Hypothesis: variables are
) independent.
Service Models 0.99 Null Hypothesis: variables are
independent.
| Deployment Models 0.99 Null Hypothesis: variables are '
. independent. |
UseSLAs 0.374 Null Hypothesis: variables are

Figure 26 — CAE of the SMEs VS CC’s utilization
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Figure 25 — CAE of the SMEs vs Reasons behind CC’s adoption

Other service activities

Artistic Activities |

==
#
Human health activities —— — M.

Education

.

T .2

Administrative Activities

Real estate

h

Information and...

Hotels and restaurants

Trade/Commerce g
—

Construction
Water
Electricity

Manufacturing h

Mining and guarrying
Fishing and aquaculture

DO0R  I000% 4000% G0N BODON 10000% 11000%

M Flexible sharing of resources

M Facilitate the implementation and
delivery of new services

B Use of business models appealing
tothe customer

M Support improvements to
business processes

H Expected toimprave the expected
rate of return on investment (ROI)

B Expected cost savings

Q2 - Economic CAE of the SMEs

95

2D jo uondope ayj pulyaq suoseay — €TO



Catolica Lisbon School of Business & Economics Diogo de Abreu Duarte

s3NS @Y1 Aqsy1s jo uonezinn - rzo
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Appendix 9 — Crosstabs of the SMEs’ turnover

The sample size requirement for the chi-square test of independence has been satisfied for all

the variables

Dimensions to test p Values Hypothesis conclusions

CC utilization 0.439 Null Hypothesis: varizbles are
independent.

Reasons behind the adoption 0.99 Null Hypothesis: varizbles are
independent.

Fears behind the adoption 0.95 Null Hypothesis: varizbles are
independent.

Service Models 0.97 Null Hypothesis: varizbles are
independent.

Deployment Models 0.98 Null Hypothesis: varizbles are 96
independent.

UseSLAs 0.99 Null Hypothesis: variables are
independent.
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Appendix 10 — Crosstab % Invested in ICT

The sample size requirement for the chi-square test of independence has been satisfied for all

the variables

Dimensions to test D Values Hvpothesis conclusions

CC utilization 0.001 Alternative Hypothesis:
variables are not independent.

Reasons behind the adoption 0.99 Null Hypothesis: variables are
independent.

Fears behind the adoption 0.184 Null Hypothesis: variables are
independent.

Service Models 0.267 Null Hypothesis: variables are
independent.

Deployment Models 0.303 Null Hypothesis: variables are
independent.

Use SLAs 0.002 Alternative Hypothesis:
variables are not independent.

Figure 31 - %invested in ICT vs Reasons behind the adoption of CC
Figure 32 - %invested in ICT vs Utilization of CC

50,00%
100,00% 1
‘8 4500% &
90,00% + 1
[= -
oo =1 40,00% 1
‘ ﬁ'  Expected cost savings
T g: 35,00% 17
3 W Expected to improve the expected
0,008 1 9.. 30,00% rate of return on investment (ROI)
0
o) HYes kY W Support improvements to
c | i
) o o 25008 business processes
el UDonotknaw O so00% 1/  Use of business models appealing
/ 3 ) tothe customer
30,008 + T
= ™ s «
) o 15005 M Facilitate the implementation and
000 a delivery of new services
w0 -~ o 3
ol ) 10,00% £ B Flexible sharing of resources
<
3
0% . . ’ ] 5.00%
Less than 1% Between 1%to  Between5%to  Morethan 15%
5% 15% 000% 12 v

less than 1% Between 1%  Between 5%  More than
to 5% to 15% 15%

Q4 —Investmentin IT

Q4 -Investment in IT
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Figure 35 - %invested in ICT vs Service Models Figure 34 - %invested in ICT vs Deployment models
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Figure 36 - %invested in ICT vs utilization of SLAs
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