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The Relevance of Deepfakes in the )
Administration of Criminal Justice ek

Dalila Duraes, Pedro Miguel Freitas, and Paulo Novais

Abstract Nowadays, it is challenging to distinguish between genuine content
created by humans or deepfake created by deepfakes algorithms. Therefore, it is in
the interests of society and nations to have systems that can notice and evaluate the
content without human intervention. This paper presents the challenges of artificial
intelligence, specifically machine learning and deep learning, in the fight against
deepfake. In addition, it presents the relevance that deepfakes may have in the
administration of criminal justice.

1 Introduction

Deepfakes appeared in late 2017 when an anonymous user on the social network
Reddit published videos where pornographic actresses’ faces were replaced with
celebrities’ faces (Europol 2020). The potential of this technique quickly dissemi-
nated on the Internet, making it accessible for everyone (Anderson 2018).

Deepfake is one of the most visible malicious uses of artificial intelligence (AI).
The name derives from the combination of “deep learning” and “fake media”. To
create Deepfakes, Al techniques, particularly machine learning (ML), are used to
create or manipulate content, which may be audio or video. Content that might
be extremely hard for humans or technological solutions alike to distinguish from
authentic one (Chawla 2019).
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352 D. Duries et al.
2 Deepfake: Definition and Categories

A deepfake is content (video, audio or otherwise) that was either fully or partially
fabricated or manipulated from existing content (video, audio or otherwise).
However, the most significant cases of deepfake appear in the video format, whose
authentication difficulty allows any information since any audiovisual content
can be manufactured. Deepfakes emerged from AI applications that combine,
mixture, replace or overlay images and videos, creating fake videos so that they
look authentic (Maras and Alexandrou 2019; Europol 2020). Deepfake is a clear
example of the intricacy and complexity technology used. However, the available
applications allow anyone with low computing power and little knowledge to create
fake videos (Figueira and Oliveira 2017).

Deepfakes can be legally created to engage or spark critical observations.
Nevertheless, deepfakes are also used to commit fraud, deceive, or intimidate people
by releasing images or videos without their consent.

There are different categories of deepfakes: face replacement or body-swapping,
face reconstruction, face generation, speech synthesis, and shallowfakes. Face
replacement or body-swapping substitutes parts of a person for another. Face
reconstruction manipulates a part of a person to assemble it seem as if they are
expressing something they are not. Face generation lets create synthetic images
of convincing but entirely fictional people. Speech synthesis employs training
algorithms to generate a deepfake voice or an artificial audio file. Shallowfakes
allow the creation of audiovisual frauds by using elementary or basic editing
methods (Europol 2020). Table 1 present examples of different deepfakes.

3 Al and Deepfake

As we mentioned earlier, deepfakes are created using Al. But how?

One of the great advantages of Al is that it absorbs a large amount of knowledge
from the environment in which it is inserted, learning, and improving its responses
day by day.

To better understand the concept of Al it can be divided into two categories:
Artificial Strong Intelligence and Artificial Narrow Intelligence.

Artificial Strong Intelligence includes systems that exhibit human intelligence
or even superior in all fields. Furthermore, this type of intelligence can share
experience from different domains. Several tests are used to indicate if a given
system shows Strong Al, but this has not yet happened, what has led experts to
suggest that this is merely an aspiration (Muehlhauser 2013).

Narrow Al or Weak Al includes all systems where there are well-defined right or
wrong answers, where there are discernible underlying patterns and structures, and
where research and computing speed offer advantages over humans. The existing
Al systems are not yet designed to apply abstract reasoning, understand concepts,
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or general broad-spectrum problem-solving skills (Krupansky 2017). So, systems in
this category have narrow and limited application to solve specific problems.

There are three main different approaches to developing Al systems: Rule-based
methods, ML and DL. Of these three approaches, the most used are the last two,
which will be addressed in the next section.

4 Machine Learning

ML is a kind of Al that permits software applications to become more trustworthy by
improving their capacity to anticipate accurate outcomes (Burns 2021). In ML, the
algorithm is presented with a dataset with several data and a tag for the data. In this
way, the system will find the common patterns in that dataset. Figure 1 presents the
position of ML on Al. The more examples the dataset contains, the more effectively
the algorithm responds. In addition, the system learns from its mistakes.

Based on theoretical concepts, ML can be described by a model, which has data
as input and prediction as output. Yet, a model is no more than a mathematical
formula. A mathematical formula is the result of a ML algorithm implementation.
The mathematical formula will measure parameters that can be used for prediction.
Models can be trained and learned from training data (Krzyk 2018). Figure 2
presents a diagram visualization of a ML Model.

This is very recurrent in society, allowing companies to investigate trends in the
behavior of individuals and patterns in order not only to enhance their product but
also to provide a better quality of service to users. Several companies in the world

Deep Learning

* a technique inspired on the
Human brain network neurons.

Machine Learning

= Abilityto learn without being
explicity programmed.

Artificial Intelligence

« A program that can sense,
reason, act, and adapt.

Fig. 1 Position of ML on Al context (adapted from (Cauduro 2018))
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Data
[2g, 31, 33, 35)

Type and
parameters values
of a mathematical

function

Algorithm

Prediction

Fig. 2 Diagram visualization of a ML Model

use ML, and it acts as an important differentiating factor between companies. Today,
ML is used in many areas and applications. One of the most prominent applications
of ML is in recommendation systems, where it allows advising clients on specific
topics. Examples are news, games and movies (Burns 2021).

As mentioned, there are several areas in which ML can be applied, and there
are several categories in which the different algorithms are grouped based on
their objective. As presented in Fig. 3, the three main categories are supervised,
unsupervised, semi-supervised learning, and reinforcement learning (Dey 2016;
Krzyk 2018). This figure also presents some applications of each type of ML
categories.

4.1 Supervised Learning

Supervised learning can be described as a process that uses algorithms capable of
producing patterns and hypotheses from given instances, applying them to predict
unknown instances. This type of learning tries to predict dependent variables from
a list of independent variables. All ML algorithms follow a similar process: dataset,
features, algorithms, evaluation, and training.

To use ML models, it is always needed an input dataset divided into training
and testing, which must contain millions of data. The larger the dataset, the
better is the algorithm’s response. The training includes the variable that will be
predicted/classified, and it is with this data the algorithm will learn so that it can
apply this knowledge in the test dataset and predict/classify that same variable (Dey
2016).
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| Supervised Semi-supervised | Unsupervised Reinforcement
Learning Learning Learning Learning
i * Clustering » Classification/
» Classification * Clustering/ >
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« Predictions * Data Creation + Big Data * Learning Tasks
: * Website Visualization
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Or:t?:nsii ation = Feature Ellicitation
' * New Insights St

Fig. 3 Machine Learning Methods (Adapted from (Krzyk 2018; Raigon 2020))

Training
Dataset

ool Boreicion

Fig. 4 Supervised learning model

Error

Features are data that will be transformed into a numerical representation so that
the algorithm can understand it. The algorithm does not use all the data, because it
will learn which one is relevant.

On supervised learning the dataset has several data samples, which consist of

pairs of input-output examples that trained the model. When the model is prepared, it
will predict the expected label outcome. Then prediction is compared with the label.
If there is not a match, we have what is called an error. The error is merely feedback
in the model, in which it will be updated. Figure 4 represents the supervised learning
model.

Different ML algorithms can be used, namely regression or classification algo-
rithms (Table 2).

Regression algorithms aim to know how one variable evolves concerning
others. This type of algorithm predicts a continuous value. Examples of regression
algorithm applications are predictions, forecasting, or estimating.

Classification algorithms seek to explain a categorical variable with two or more
categories, dividing the data into classes, using common features. Some examples
of application classification algorithms are fraud detection, image classification,
customer retention and person diagnostics.
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Table 2 Types of algorithms applications

Type Algorithm name Description

Regression Linear Regression | Compares each feature to the outcome to assist future
forecasts.

Regression Decision Tree Data resource values are separated into branches at

Classification decision nodes by a classification or regression model.

Naive Bayes It is a group of basic probabilistic classifiers
dependent on the application of Bayes theory with
strong self-governance of the Naive Bayes features.

Random Forest Applies simples’ decision based on approach of the
most voted. In regression, the prediction is calculated
by the average.

AdaBoost Employs numerous models to decide but scale is the
important measure to obtain precision in forecasting
result.

Gradient Boosting | It focuses on the mistake made by the previous trees

Trees and tries to correct it.

Support Vector Used for classification task and locates a hyperplane

Machine that separates the classes.

Classification Logic Regression | Quantifies the connection between the absolute

357

variable and at least one free factor by evaluating
probabilities using a logistical capability.

4.2 Unsupervised Learning

Unsupervised learning diverges from supervised learning in that none of the data
has defined the label. The way the algorithm will create knowledge from the data
is done differently, analyzing the affinity between the analyzed objects to detect
similarities/differences between their characteristics; from there, labels will be
created and assigned (Kotsiantis et al. 2007). This learning results in finding patterns
in data that would otherwise be considered noise, not containing helpful information
(Ghahramani 2003; Dey 2016).

An advantage of unsupervised learning is that the data does not need to be
categorized, making huge amounts of unstructured data accessible for analysis.
Algorithms try to draw assumptions from non-labelled data, finding new data
patterns. Figure 5 presents the unsupervised learning model.

An important application of unsupervised learning is anomaly detection. In these
methods, networks are trained to discover the composition and overall look of a data
stream, settling whether one data point looks different from the rest. The application
of these methods allows, for example, the detection of cyber fraud attempts in
complex transactions.

Unsupervised learning model can be dividing into clustering and reducing data
dimensionality.
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Fig. 5 Unsupervised learning model

h A

Table 3 Algorithms that can be applied for clustering and dimensionality reduction

Type
Clustering

Dimension
Reduction

Algorithm name

Gaussian Mixture

Model

K-Means
Clustering

Hierarchical
Clustering

Recommender
System

K-Nearest
Neighbors

PCA/T-SNE

Description

More flexible in the range and structure of clusters
k-means.

Places the data into a few clusters (k), each having
data with equal attributes.

It is a calculation that creates a hierarchy of groups. It
begins distributing by groups based on information of
each one. Here, two close groups will be in a similar
group. This calculation closes when only one group
remains.

Assist to specify the important data for constructing a
suggestion.

It is a direct measure that keeps all available topics and
describes new examples dependent on a similitude
estimation.

The processes decrease the number of features to 3 or
4 trajectories with the tallest variances.

Clustering is a technique that splits and groups similar data samples. The groups
are called clusters. Examples of clustering are recommended systems, targeted
marketing and customer segmentation.

Dimensionality reduction is a method of condensing features into so-called
core values that concisely convey similar information. By choosing just a few
components, the number of resources is reduced, and a small part of the data is

lost.

Table 3 summarizes the algorithms that can be applied for clustering and
dimensionality reduction.

4.3 Semi-Supervised Learning

Semi-supervised learning has much use in the digital world, detecting fraud,
whether in the news, emails, etc. Algorithms trained in small datasets can learn
to label data and be used in translations, allowing algorithms to translate languages
using incomplete dictionaries.
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The ML model is trained and tested with data present in unequal proportions. The
proportion of training data is lower than the ratio of test data. Semi-supervised ML
algorithms are located among unsupervised and supervised learning, and unlabeled
data can significantly improve learning accuracy (Malapragada et al. 2017).

4.4 Reinforcement Learning

Finally, reinforcement learning consists of teaching a model of ML, defining specific
rules that it will have to follow, presenting rewards when the algorithm completes a
task well or giving punishments when it behaves wrongly (Burns 2021).

Reinforcement learning differs significantly from the learning as mentioned
earlier. In this type of learning, the exchange between the agent and the surroundings
in which it works is crucial. In this way, the agent interacts with the environment
producing actions that will change the environment causing the machine to receive
rewards or penalties (Ghahramani 2003).

It should be noted that the agent is not aware beforehand of the actions needed
to take. The decisions it makes will influence future actions (Dey 2016). Figure 6
details the reinforcement learning model.

The machine’s goal is to learn to behave in a way that enables rewards (or lessens
penalties) over its lifetime. This learning only depends on two criteria: delayed result
and trial and error research (Dey 2016; Sutton and Barto 2018). The agent intends to
build an optimal policy; however, it solves the problem of studying new states while
increasing its overall benefits. This trade-off dilemma is called Exploration versus
Exploration. The agent must analyze the two sides of the dilemma and choose the
strategy based on the overall results. Hence, to make the best general decision in the
future, the agent must preserve information adequately. Examples of reinforcement
learning are decisions made in real-time, computer vision, and autonomous driving.

—— State ——» A Performs
RS an action

—— Reward —»

Fy

Fig. 6 Reinforcement learning model
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There are two different model approach for reinforcement learning, the Markov
Decision Processes (MDPs) and the Q-learning model.

An MDP consists of a cluster of finite domain states S, a group of possible actions
A(s) in each condition, a tangible reward function R(s) and a transition model P(s’,
s | a) (Shuweta 2018).

Q-learning is a free of charge method that is applied to make a self-playing
PacMan agent. It rotates around revising Q values which represents the value of
a behaving a in a state s (Shuweta 2018).

5 Deep Learning

Deep Learning (DL) is a subclass of ML techniques where the systems are
comprised of multiple layers to learn representations of data with various levels
of conception. Most DL methods use neural network architectures, hence the name
deep neural networks. Figure 7 depicts the amount of hidden layers in the neural
network. Standard neural networks include 2-3 hidden layers, but deep networks
contain around 150 layers (Santos et al. 2021).

The learning of classification tasks from images, text, or sound are performed
by DL models (Santos et al. 2021). This learning, on the part of the model, to be
done successfully, requires large amounts of labelled data and large computational
power, often requiring high-performance GPUs to execute model training (Santos
et al. 2021).

Simple Neural Network Deep Learning Neural Network

. Input Layer ‘3_‘ _J_'| Hidden Layer . Output Layer

Fig. 7 Comparison between simple neural network and deep learning network (Adapted from
(Ceron 2020))
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Several areas use DL, but it has had particular success in autonomous driving.
The DL is used to automatically detect objects and people in these systems. Another
area where the DL is widely used is the Aerospace and Defense areas, v.g. satellites
detect objects or identify safe zones for troops. These techniques are also relevant
in automatic speech translation and home assistants (Mathworks 2022).

Most DL models use the so-called neural networks, inspired by the connections
of neurons in the human brain, and can extract/learn features automatically. For
example, you can pass images to a network, and this network can extract features
from the image without any human intervention. As these networks are trained, they
automatically learn to classify/solve problems. One major advantage they have is the
ability to improve their classification capacity as the data increases and time goes
by (Mathworks 2022).

Many DL applications use the technique of Transfer Learning (TF). TF is a
procedure that requires adjustment a pre-trained prototype. The network training
starts with an existing dataset. Then, this network is provided with the new data or
dataset that contains unknown classes. From there, the network adjusts, transposing
the previous knowledge to this new situation. Computation time is shorter in
comparison to an untrained network (Mathworks 2022).

As shown in Fig. 8, DL models can be classified as supervised learning or
unsupervised learning. In supervised learning DL convolutional neural networks
and recurrent neural networks (RNNs) are employed. The RNNs may also be
divided into the gated recurrent unit (GRU) and short-term memory. In unsupervised
learning DL we have self-organizing map (SOM) and autoencoders (AE) networks.
The AE is a restricted Boltzmann machine (RBM) type.

Convolutional

lLong Short-Ter

Memory |

Neural Network |

3 ated Recurren d
Deep Learning

Self Organizing
Maps

Restricted
Autoencoders | Boltzmann
Machines

Fig. 8 Deep Learning Models (Adapted from (Madhavan and Jones 2021))
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Fig. 9 GAN Architecture

6 Deepfake Generation

Another type of deep neural network are called Generative Adversarial Networks
(GANSs). These can be used to create deepfakes. They learn from a training dataset
and generate a data sample with similar features. GANs have an architecture that is
no more than two components of neural networks: an encoder and a decoder. The
model uses the encoder to train an extensive dataset in order to generate fake data.
The decoder is basically a binary classifier that receives inputs (real or face content)
and uses a SoftMax function to identify the authentic data (Fig. 9).

Examples of deepfakes applications are VGGFace (Malli 2017), FakeApp
(Malavida 2022), Faceswap (Deepfakes 2022), and CycleGAN (Zhu et al. 2017).

7 Deepfake Detection

Deepfake detection is technology possible, namely in two domains: images and
videos.

7.1 Image Detection Models

The literature presents several processes to distinguish the images generated
by GAN using deep networks. One of the methods is based on preprocessing
procedures to analyze the statistical characteristics of the image and improve
the recognition of false appearance pictures made by humans (Li et al. 2018a).
Another method is centered on a deep convolutional neural network that identifies



The Relevance of Deepfakes in the Administration of Criminal Justice 363

false images generated by GANs (Do et al. 2018). Xuan et al. (2019) revealed a
convolutional neural network (CNN) based on Gaussian Blur and Gaussian Noise
to identify fake human pictures. A hybrid methodology was established to identify
fake pictures effectively (Liu et al. 2019; Faceswap 2022).

7.2  Video Detection Models

The video detection models use one of two approaches: biologic or spatial temporal
features analysis.

The first approach can be applied to three different methods: catch face fakes,
timer for deepfakes, and the relationship between audio and video. The first method
is based on the physical aspect of eye blinking. So, this method monitors the eye
blinking to catch the fake face. A CNN with an RNN and a binary classifier are
used to supervise eye blinking (Li et al. 2018b). The second method is based on
the physical aspect of the timer (pulsation) to detect fake videos. This method uses
a GAN to compare fake to authentic videos (Ciftci et al. 2020). Finally. The third
method is based on the relationship between audio and video. This method uses DL
models with a triple loss function which detects fake from authentic videos (Mittal
et al. 2020).

The second approach is to use a convolutional neural network (CNN) to extract
a feature from a frame. Later, these features can be passed through a LSTM that
analyzes the temporal sequence in frames. Finally, the video is classified as real
or fake with a Softmax function (de Lima et al. 2020). Also, another approach
is Recycle-GAN, which employs dependent generative adversarial networks to
combine spatial and temporal data. The evaluation results show that spatial and
temporal information can produce a good result in detecting deepfakes (Bansal et
al. 2018).

8 Deepfakes and the Administration of Criminal Justice

Deepfakes can have profound negatives impacts by targeting the reputation of
individuals, creating false events or content that can result in a wrongful conviction
or impact lawsuits, decreasing trust in institutions; and threaten national security or
harm international relations if misused by governments (Europol 2020; Meskys et
al. 2020; Flynn et al. 2021).

From a criminal justice administration perspective, deepfakes can be quite
harmful and dangerous as they create a haze between true and false.

Manipulated videos, pictures, audio or documents can be presented as evidence
and deceive judges, lawyers and police officers, “casting doubt on audio-visual
evidence as an entire category of evidence” (Trend Micro 2020). Moreover, as
the processing power of information systems increases and deepfake technology



364 D. Durées et al.

develops even further, namely in real-time applications, videoconferencing or
teleconferencing of witnesses, experts or parties may be manipulated by making
them sound, do and act in a manner that did not happen.

Two years ago, the first case of deepfake being submitted as evidence in UK
courts made the headlines. In a child’s custody case, the mother of the child
presented an audio record where the child’s father was threatening her (The
Telegraph 2020). Later on, the authenticity of the recording was challenged and
the court ended up dismissing it. According to the experts that inspected the audio
file, it had been tampered with, in order to include words that the father never said
(The National 2020).

The court’s traditional stance of taking at face value certain type of evidence—
video or audio, for example—may have reached its end.

The main question is how the courts and the society in general can adequately
protect themselves against the negative effects of deepfake technology.

The suggestion for a Regulation of the European Parliament and of the Council
laying down coordinated regulations on artificial intelligence (Artificial Intelligence
Act) gives us an idea of what could be the European Union’s take on this matter.

Included in its subject matter (article 1(d)) are the rules for Al systems used
to “generate or manipulate image, audio or video content”. Al systems that are
defined in article 3(1) “as software that is developed with one or more of the
techniques and approaches listed in Annex I and can, for a given set of human-
defined objectives, generate outputs such as content, predictions, recommendations,
or decisions influencing the environments they interact with”. Among the referred
techniques and approaches we find machine learning and deep learning (annex I(a)).

This proposed framework adopts a risk-based approach to artificial intelligence
that distinguishes between four different degrees of risk: unacceptable, high, limited
and minimal. To better understand the level of risk posed by deep fakes, it is
necessary to briefly define each one of them.

Firstly, in the unacceptable risk lie Al uses that are prohibited by the Artificial
Intelligence act, as they fail to comply with the EU’s values (e.g. fundamental
rights). Al used for manipulation of human behavior causing harm physical or
psychological harm (article 5, 1(a)(b)), social scoring (article 5, 1(c)), and real-time
remote biometric identification in in publicly accessible spaces for law enforcement
purposes (article 5, 1(d)) is prohibited. Only in specific cases can real-time remote
biometric identification occur, more precisely when it is proportionate and strictly
necessary to pursue one of three objectives: targeted search of victims, stop a
terrorist attack or imminent threat to life and physical safety, or track a suspect
or perpetrator of serious crimes (article 5, 1(d) i,ii,iii).

The categorization of an Al system as high-risk means that it is allowed to
use, insofar the requirements laid out in article 8 to 15 are fulfilled (e.g. up-to-
date technical documentation, logging capabilities, adequate transparency, human
oversight, appropriate level of accuracy, robustness and cybersecurity) and the
providers, users and other parties comply with the obligations foreseen in article 16
to 29, in particular conformity assessment. The European lawmaker includes in this
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category of risk Al systems in the domain of biometric identification, recruitment
tools, credit scores, management of emergency services, among others.

Although the European proposal mentions in the proposal a three-tier risk-based
approach (unacceptable, high, and low or minimal), it a fourth level is commonly
recognized: limited risk. “Certain” Al systems—recalling the expression used in
the proposal—are subject to transparency obligations (article 52). Meaning that
their use is allowed, but providers and users must inform the end-users that they
are interacting with an Al system or content artificially generated. The range of Al
systems covered in this risk level is quite large as it encompasses all Al systems that
interact with natural persons, detects emotions, or categorizes based on biometric
data, or generates deepfakes.

The AI systems that pose no or low risk fall into the last category of risk. No
obligations are imposed to the providers or users of such Al systems. Nevertheless,
providers may decide, on voluntary basis, to create codes of conduct and ensure
compliance with the requirements set out for high-risk systems (article 69). It is
however a decision of the providers of non-high-risk Al systems to apply these
requirements, as they are only mandatory for high-risk systems.

Drawing from the aforementioned classification of risk, we can safely affirm
the use of deep fakes falls unequivocally into the third category: limited risk.
Accordingly, deep fakes would not be prohibited nor deemed as high-risk, but they
wouldn’t also be classified as low or minimum risk. So, users “who use an Al
system to generate or manipulate image, audio or video content that appreciably
resembles existing persons, places or events and would falsely appear to a person
to be authentic, should disclose that the content has been artificially created or
manipulated by labelling the artificial intelligence output accordingly and disclosing
its artificial origin” (recital 70 of the proposal). Users of Al systems that produce
deep fakes must therefore disclose the artificial origin and nature of the content
generated (article 52(3)).

The transparency obligation has however some exceptions.

The European lawmaker tried to reach a balance between the protection of very
different values and goals: development, marketing and use of Al systems (recital 1);
economic growth and social development (recital 2 and 3); human dignity, health,
safety, freedom, equality, democracy, the rule of law, the right to non-discrimination,
protection of personal data and privacy, and the rights of children (recital 1 and 15).
In doing so, the proposal allows for the dismissal of the obligation of transparency
if the deep fakes are used for legitimate reasons. Article 52(3) specifically declares
the artificial origin of deep fakes may not be disclosed if it is used with the purpose
of detecting, preventing, investigating and prosecuting criminal offences or it is a
legitimate exercise of the right to freedom of expression and the right to freedom of
the arts and sciences.

Understanding whether deep fakes must be announced or marked as such, or
even if they are legal, implies an analysis done case by case. There may be cases
where this type of artificial content amounts to a breach of fundamental rights of
third parties prescribed as criminal (e.g. defamation, extortion, child pornography).
In others however it may simply be an expression of creativity. The borders of
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the freedom of expression, arts and sciences are somewhat difficult to define and
curbing the risk of mass manipulation with deep fakes may prove to be a challenge
too difficult for law to overcome.

Technological content control or identification tools could be a valuable tool for
governments, businesses, and persons alike.

9 Conclusion

The big problem that the administration of criminal justice must solve is enforce-
ability. The current legal framework is unable to tackle deepfakes.

The problem of applying existing legal rules in the case of deepfakes can be
summarily described as follows. First, the rapid evolution of technology makes
any legal norm quickly out of date. Second, there is an urgent need to define
what and how technology should be used. Third, due to the cross-border nature
of the technologies, it might be extremely complex to identify the rules that these
technologies must comply with; hence they are usually registered in countries with
more lenient rules. Fourth, it is difficult to enforce legislation when technology
development and usage is not confined to a single country. Fifth, the duties of
the parties interested in deepfakes are frequently partial. Sixth, it is possible to
circumvent the rules of a given jurisdiction easily (van der Sloot et al. 2021).

Al should assist in identifying and removing problematic deepfakes. In the same
way that ML and DL provide the problem, they also have to be part of the solution.
Nevertheless, digital literacy should not be neglected, as the pace of technological
solutions employed in deepfake creation are frequently ahead of their detection
counterparts. There is no real substitute for a critical stance with regard to digital
content.!

1 See generally, on the different applications of Machine Learning and Al, in this book A Oliveira
and M A T Figueiredo - Artificial intelligence - historical context and state of the art; I Trancoso,
N Mamede, B Martins, H S Pinto and R Ribeiro - The impact of language technologies in the legal
domain; J Gongalves-Sd and F L Pinheiro - Societal Implications of Recommendation Systems -
A Technical Perspective; A T Freitas - Data-driven approaches in healthcare - challenges and
emerging trends; M Correia and L Rodrigues - Security and Privacy; E Magrani and P G F Silva -
The Ethical and Legal Challenges of Recommender Systems Driven by Artificial Intelligence; M
Lanz and S Mijic - Risks associated with the use of natural language generation - Swiss civil
liability law perspective; M S Fernandes and J R Goldim - Artificial Intelligence and Decision
Making in Health - Risks and Opportunities; and W Gravett - Judicial Decision-making in the
Age of Artificial Intelligence. See also, on the Al Act, in this book P U Lima and A Paiva -
Autonomous and Intelligent Robots - Social, Legal and Ethical Issues; A T Fonseca, E V Sequeira
and L B Xavier - Liability for Al Driven Systems; M N Duffourc and D S Giovanniello - The
Autonomous Al Physician - Medical Ethics and Legal Liability; A Keller, C Martins Pereira and
M Lucas Pires - The European Union’s approach to Artificial Intelligence and the Challenge of
Financial Systemic Risk; J C Abreu - The “Artificial Intelligence Act” Proposal on European e-
Justice Domains Through the Lens of User-focused, User-friendly and Effective Judicial Protection
Principles. See also, on biases, in this book P G Marques - Al Instruments for Risk of Recidivism
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